ivanti

Guide


https://shared.archbee.space/public/PUBLISHED-1O6scGe2_qQFvOF1QUWvi

ivanti

CONTENTS

To IVANTEACCESS B ... ...ttt ettt ettt ettt ettt a et ettt et et A ettt et st et et a et et et eae A et et A ettt e s e et et ehes et et et e et et et ean et et et er e st et e an e aras 5
2. New features summary 6
B INFOAUCING IVANTE ACCESS ............ooiiiiiiecece ettt ettt et ettt ettt et et ettt e e et et et et e s et et e e et e e et et et e ee et ee et e e et et et et e e se et e e st et et et e s etatase e aeaeas 7
B IVANTT ACCESS OVEIVIEW ...ttt e e et e e et et e et e et e e et et et e et e e et et e et et e et e eee et e et et e et e et e e et et e e ee e et e e et et e et e eteeee e st et e st e et e seeene et eeeeaaeas 8
3.2, COMPONENTINTEIACTION .. ..ottt et e et ettt et et e et e et e et e et e et e ee e et e e et et e et e et e et e et e s e ee e et e e e et et e eeeete et et e et e eteest et eetesenete et e e eseeaees 10
3.3. Authentication fIOW WIth IVANTE ACCESS .............ccoiiiieceeee ettt ettt ettt e e et s st e et e et e et e s et e et esnetstes e e eeeaninanna 12
3.4. Authentication flow with Ivanti ACCESS + STANAAIONE SENTIY ... ... oottt e ettt e et et eee e 13
3.5. After the user is authenticated in an Ivanti ACCESS AEPIOYMENT ... .. .o i oo et 15
3.6. Accessing the cloud service from a desktop, laptop, or an UNMANAGEA UEVICE .........cciie oottt ettt ettt e e e e ee e 16

3.7. Setup overview for lvanti Access

4. Getting Started With IVANT ACCESS ... .. .. .o ettt ettt e e
4.1. Before you set up lvanti ACCESS ........cccovvevivevennn.

4.2. Working with Ivanti Access administrative portal

4.2.1. Changing the PASSWOIT ...........cociiiiie ettt ettt e e e et et e et e et et et e e e et e et et e et ee e ete e eee et eeeeee et ese et e e et e et et et e ete e ee st esese e s etesaenanas

4.2.2. Resetting the password recovery key ..

4.2.3. Configuring 2-step verification

4.3. Working with lvanti Access in Ivanti Neurons for MDM administrative portal

4.3.1. Changing the Password for [vanti Neurons for MDIM POl ............cooiii oottt ettt ettt ettt e n e 34

L I e | 1211 LSRR 35

A.4. Ivanti ACCESS GlOD@l DASNDOAIT ..........c.ooiieeeeee oottt et ettt et e e et et e et et et e et e e te e et et et e et e ee e ete et et e et e eeeete et e eeeeeeeeeete et e et e nenereaa 36

5. SetUP IVaNti ACCESS WItI UEIM ... .. ... .ottt ettt ettt ettt ettt ee et et et e e et et et e st et et e s e e et et e s e et se et e en et et et et e e sanae e s eeetnenens 40
5.1. Overview of configuration with lvanti NeUrons for MDIM ... ........ccooiiiiieececee ettt n s ee e 41

5..1. Configuring lvanti Access in lvanti Neurons for MDIM ... ......ccoiiiiiiiic ettt n st n s 42

5.1.2. Configuring Ivanti Tunnel in Ivanti Neurons for MDIM ... ...t en e 44

5.1.3. Configuring Ivanti Neurons for MDM iN IVANTE ACCESS ............cccoiiviieeieeeeeeeeeeeeeee ettt en e eenneaeteaens 46

5.2. Overview of configuration with lvanti EPMM ... .. 48
5.2.1. Configuring lvanti ACCess iN IVaNti EPMIM .. oo ettt 49

5.2.2. Configuring Ivanti TUNNElIN IVaNti EPMIML .. .ottt ettt e e n e e e 51

5.2.3. Configuring Ivanti EPMM N IVANTE ACCESS ..........cuiiie oottt ettt ettt et e e et e e et et n e e e 52

5.3. Deregistering Ivanti ACCESS FrOM UEM ... .. .o ittt ettt et et et e et et et e et e et e et et e s et et et e e et e e et e eeeeseee et ensete e seneteeeaena 54

6. SetUP IVaNti ACCESS + StaANUAIONE SENIY .. ... .o oottt ettt et ettt et et e et et e e et et et et e et e ee e et et et e et e eateee et et e eeeete et et eeneneneneens 55
(SR Ne e Ta T =T T o 1= 56

(S A CCTe 1y C=T g T e = S €= Ta Lo FoT o] o =TS T=T o1 O 59

6.3. Viewing Standalone Sentry iINFOIMAtION .............c.cciiiiiiie ettt ettt e ettt e et e et e st et et et e et e e e se et e e et et ese et e e eteete e ateeaaneseneans 61

B.4. STANAAIONE SENTIY ACTHIONS ... ieiieee ettt e e et e e e ettt e e et e et e e et e et e e et e e et e et e e et e et e et e et e et e e eeteeae e et e et e et e e eee e et e et e e e e e e e e e e enaes 63

(ST (o) 1 T=R =T T RO 65

7. Federated Pairs ........................ - 66
7.0, ConfigQUIING TEAGTATEM PAIMS ..........ooiiiiieiececeeee ettt ettt ettt et et e e e et et e e et e et e s e ee s et et e e st e e e e e e s et et ee et et eaes e s et et een st eenee e eeneens 67

7.2. Use Cases for distinCtiVe AEPIOYMENTS ............c...oiiiiieceieceeeeee ettt ee ettt ettt n et et se et e te s e st e e e en s et et ee s e ntete s eneteeeen e tenees 69
7.3. Signing certificates ..........cccocovveveen.

7.4. Service provider (SP) metadata
AT (e | g Ty UE= T (=Te N oo Lo OO O RRRRRRRNY
7.8, SAML FESPONSE SIGNATUIE ...ttt et et e e et et e et e e et et e e e e et e et e e et e e e e e e et ee e e ee e
7.7. Encrypting SAML assertions

7.8. Identity Provider (IAP) METAAATA ...........c.ci oottt ettt et e et et e et et e et e e e et e e e et et et e e e e e et e e et e e et et e ee et et et e e ettt e et 78
7.9, OFfiCE 385 SELUINGS .......iiiiiiiiiiciiieii ettt bttt st et e et e e s s s o8 8 b bbb bbbttt 80
710. CoOKbOOK fOr IVaNti CONNECT SECUIE ...........coiuiiiiiieieeee ettt ettt ettt et ettt et et e et et et st et et et et e en s et et es et et es e s s aseseanana 86
701, Active Logon POIICY TOr OffiCE B85 ... ... ..ottt ettt ettt ettt e et et e et et e et et e eeeae et et et et e st et e et ee e et et eseete e e ee et et e eee e etesae e atenas 89
AR SV o ES] a1 gL T I o) o) 1= 92
7.13. Azure Hybrid Domain=-Join WIth IVANTE ACCESS .........oeioeeoe ettt ettt et et e e e ettt et et et e et et e et et e et e et e et et et e et e et e et e et eereaees 93
714. View federated pairs ........... . 94
A SR S T T g Lo IR (g LIS o= ) ot (= T 97
7.16. UPloading ProXY METAAATA ... ....coiiiieiie ettt ettt et e e ettt e et e et et e et et e et e et e et e et e e ee e et e e e e e et et e se e et e e et et e et e eee et et et e re e et e et et et e et e et ee e 98
A VA =T 3 aTe R (o 1o OO 99
AR OoTe i e Lo (o g V2= 1oL NT=TU o] oL OO 100
L2 L= =T o T (- To N Lo R 102
L BTl [=Te = (=T I Lo | oA =T =T 103
8.2. Authentication flow with Access as the delegated IAP ... .. ... e et 104
8.3. Configuring Ivanti Access as the delegated [P ... ... ... ... ettt et ee e 106

21329 Created at Sep 09, 2026



ivanti

9. Conditional Access
9.1, CONAIIONAI POICIES ...ttt ettt e e et e e et e et e e et e et e et e e e e oot e et e e et e et e et et e e et e e e et e e et e et e et e e et e et e e e et e et et e e eeteeee e et e seeeeeeeeeeenaee 114

911, Adding @ NEW CONAITIONAI POIICY ......ueiieiiee ettt e e ettt e et e et e et et e et e et e et et et et e et e e et ete et et e eeeeae e st et e et e reeete et eeeseeees 115

Lo O T 1y oL g E= I V=T OO 116

L R X [ [T aTe = W oXe aTe [Li o Ta = 1 I 4V L= TP TRTR PRSPt 117

9.3. Predefined CONAItIONAI TUIES ... ..ottt ettt ettt et et et et et e et e e e s et et e e et e et e e e et e e e s e et eeenneenaes 118

9.4, Customizable CONAIIONAI TUIES .............c.ci ittt ettt e te et e e et e et e s e e s et es e s e e s eseete e eae s e sessestese et easeteetessetessensasensesessenseseseens 119

9.5. Policy chaining ...........cccccevvvvieiincn .. 129

9.6. Example setup With CONAItIONAI FUIBS ... ... ..o oottt ettt ettt ettt 130

9.7. Managing POIICIES @NG TUIES ... ..ottt ettt ettt e et e et e et e e e et et et et e et et et et eteee et e et e e es et et e eee s eteeae e eteeanana 131

9.8. Enabling the complianCe reMediation PAGE ............ccoiiie ittt ettt ettt e e et et et et e et et ee e et e et n et en 133

10. Configuring Mobile APP SINGIE SIGN-0N (SSO) ... ... oo ettt et et et et e et et et et e et et et et et e et eee et et e ee e et et e et et eee et e e ee et eeeeeeeteaeenn 134
IR 1L VT oI 11T TP 137
L =T g E=T oYL a T TR=Y o] 1k (U o T 11T OO 139

11.2. Adding domains fOr SPIt TUNNEING .......oiiie ettt e et ettt ettt et et e et e et e et et e et e et e et e ee e et et et e eeeeee e et et et e et e ett et et e et e et ete et e et e seeees 140

L =T =TT [T T TP 141
L R =T =g Lo [T e I oA 7=Y oV oL OO TPRPRSRR 142

12.2. AddING @ reMEAIATION PAGE ...ttt ettt ettt et e et e et et e et e et e et e et e et e et et e ee e et e et et et e e et et e et et e ee e et e e te et et e re e et e et et et e et e e e 146

12.3. Redirecting device userstoa URL .. 147

12.4. Creating @ CUSTOMIZEA MESSAUE ........c.ccvcuiiieeeetiieeetesee et et et et e et ete et e et e e et ese et e et es e et e et eseete et eseeteseeae et es e et e s es e et e s et eeteseasesesesseas et este s etestesessenseressnnnane 148
13. Session Revocation
13.1. About session revocation .

13.2. Configuring S@SSION REVOCATION ...........coiiiiiiieeeeceeet ettt e ettt e et e et ee et e e ee st et e e e e et et e e s et et ee e s et etea e s eeeanenenna 152

I R RS ToT T (o] W =AY e Yot o] g I £=T oo SRRSO 154

13.4. What users see if s€sSion revocation iS CONTIGUIEA ... .. .. ..o ettt et 155

14, Zero SigN-0N WIth IVANTE ACCESS ..............oo ittt ettt e et et e et et et et et e et et et e et et et et e e et et e et et e e st e e eee e eneenas 156
TA0. OVEIVIEW ...ttt s st s st s et 4 e 24 e 44 e 42 bbbt s st s 8444 s bbb bbb bbbttt ettt s st es 157

14.2. Configuring Zero Sign-on in Ivanti Neurons for MDIM ...ttt ettt ettt 161

14.3. Configuring Zero Sign-on in IVanti EPIMM ...ttt ettt ettt ettt e et ettt s ettt n s eanan 163

14.4. Configuring Zero SiIgN-0N IN IVANTE ACCESS ...........c.ooiiiieiee ettt ettt ettt et e et s et e st et et e e e et et et e s te e et et ese et et et e et et etesae e areaeas 165
14.4.1. Setting Zero Sign-0on SeCUrity and USEIr @XPEIENCE ..........c.ccocueiiueeeeecieeeeeeeeete e et eteeee et e et et e e e et e e s eteseees et et aeseteseseeseesseteseeeeetaseas 166

14.4.2. Passwordless authentication to service providers on UnmManaged AEVICES ..........c.cciviiiueieee et 170

14.4.2.1. Password-less login from unmanaged devices ....
14.4.3. Password less login to cloud services for managed desktops
14.4.3.1. Password-less log in to desktops

14.4.3.2. Password-less log in to cloud services from managed deSKtOPS ............cooioeiieeoeeeeee et 176

14.4.3.3. Password-less 10gin from Managed AEVICES ............c.ociiooeeeeeee oottt et e et 177

14.4.4. Zero Sign-on from desktops managed by Jamf and SCCM ... .o 180

14.4.4.1. Configuring UEM with Jamf in IVANTE ACCESS ..........c.coiiiieicieceeeeeee e aenean 182

14.4.4.2. Configuring UEM with SCCM in IVaNti ACCESS .........coiiieieeieeeeeeeeeeee e 184

14.4.5. What USers S Or FIDO2 ... . ..ottt ettt s et ettt e e et e n e e e s eanaean e 189

TA.5. AUTNENTICALE ........ciiiiiiiiciiice ettt ettt ettt s ettt s s s s s s s s s 22 s 42 s s bbbttt ettt a bttt 192

14.5.1. Configuring Authenticate on Ivanti NeUrons fOr MDIM ... ...ttt ettt et 193

14.51.1. Configuring macOS for AUTRENTICAtE ... ...........cooiiiiic ettt e 194

14.5.1.2. Configuring privacy preference for accessibility PermisSion ............c.ccccooiiiioiiicee e 195

14.5.1.3. Adding and distributing a macOS application for Authenticate ..............c..cccooviiiiiiicceecee e 196

14.5.1.4. Adding and distributing a Windows application for Authenticate 197

14.5.2. Configuring AUthentiCate ON JAMT ... .. .. ettt ee ettt ettt et et e et ete et e et e et e et eeeeteseeas 198

14.5.3. What users see fOr AUTNENTICALE ................c.cooiiiiece ettt st et e et e et s et et eae et et e s et et et et eseeae et eneeae e ereeeas 199

14.6. Client REQISTration SEIINGS ............ccciiiiiiieee ettt ettt e ettt e et e s et e et et e et e et ete et e e e ae et es e et e e e s e et et e s e et e e eee s ese st et eseete et etestesnesnserenannane 205

15. Zero sign-on support in lvanti Access using FIDO hardware keys for unmanaged desktops ..................c..cocccoviiioeoeeeeeeeeeeeeeeeeeee e 206

15.1. Configuring attribute mapping and migration in feAeration ...................ccociiiiiiiiie ettt 207

(EI A oL gy Lo U g aTe UL Tt gl oTo ] = OO 208

(S RC R ReTo o g e I laL (o RV EST=T g oTe] o c=] O 209

15.3.1. Registering the security key for FIDO auUthentiCation .................cccooviiiiiiceee et 210

15.3.2. Registering the biometric for Zero Sign-on authentiCation ..o 211

15.4. Accessing service provider using security K&y or DIOMETIIC ... ...t 212
16. Authenticator Only with Ivanti Access ..................
16.1. About Authenticator Only with Ivanti Access

16.2. Configuring Authenticator Only on Ivanti NeUrons fOr MDIM ... .. ..ottt ettt ee et en e 218

16.3. Viewing Authenticator Only on Ivanti Neurons for MDM
16.4. Configuring Authenticator Only on lvanti EPMM

317329 Created at Sep 09, 2026



ivanti

17.

18.

19.

20.

21.

22.

23.

24.
25.
26.
27.

16.5. Viewing Authenticator ONly on IVaNti EPMIML L. .. ..ottt ettt ettt et et e e te et et e et ete et st et e sae s ereeae e eaneaneas 225
T6.6. What USEIS SEE TOr AUTNENTICAION ONIY ..ottt et e et e e e et et e e et e et e et et e e et e et e e et e et e et e e et e e e et e eeeere e e e e e e eae e e e eaaes 226
Multi-factor Authentication With UEIM CHIENT ... .. e ettt e et e e et et et et et et et ee et et et et e et e e ee et ee e et ereenaes 233
17.1. About multi-factor authentication With UEM CHENT ................coooiiiiiiieece ettt e et s ettt eneeeanannana 234
17.2. Overview of configuring multi-factor authentication With UEM CHENT ... .............ccoiiiiiiiieieeecceeeeeee e 236
17.3. Configuring multi-factor authentication iN IVANTI ACCESS .............ccocviviioieeeceeeeee ettt n e s enenaans 237
17.4. What users see for multi-factor authentication in UEM CIENT ..................cocooiiiiiiceceeeeeee et 240

Multi-factor Authentication with Authenticator

18.2. Configuring multi-factor authentication in lvanti Access for AUtNENTICATOr ...............c.coiiiieee et 247
18.3. Adding the Authenticator app t0 VANt EPIMIM L. .. .. . ottt ettt ettt et e et et e et e e e e 250
18.4. Adding the Authenticator app to Ivanti NeUrons fOr MDIM ... .. .. ..ottt ettt ee ettt et ettt nean e 255
18.5. What users see for muUlti-factor @QUtNENTICAION ... ........c.ociiiiii ettt ettt e et e e et et e e aeeeeeea 259
18.6. LOSt DEVICE ACCESS PrOCEAUIE .........coiiiieiiei ettt ettt ettt et et e et e e et e s e et e et et e se e et et et e et et e s e et e et ese et e e e ee et e se et e etese st et eteete s eteeaaneaeees 263

Access Certificates
19.1. Certificates

19.3. Certificate @XPIry NOTITICAtIONS ... ... .o ittt ettt ettt e et e et e et e et et et e et et e et e et e et e et e et et e s e e et e et et et e seeete et e e st e eteeeeeeeeen 270
19.4. Updating certificates for an SP or IdP .. .. 272
REPOITS ... ..ottt ettt ettt ettt et s et et e s e s s e b e b et e st e s e s e s et e 4R e R et e s oA et s e s oA et AR R A AR e A et et eAeA st b e R e et et e s et s et A s e bbb e ettt ene et eteten 275
L0 I Y oTo 1V g £=T oo T £ TP TO TP 276
20.2. Ivanti Access reports e 277
LG T = (o = =T o o] o (RPN 283
L A =T o I e a R o T (=T oo T £ TP 285
20.5. AUAITLOG ..ot ettt et ettt e e et e e e s e e s ea et e et e st et et ese et e st e e e et ea e et e et eae et et e st et et et et en s et et eaeete et eseete s e re et eseete et eseete et eaeeteneeaetenea 287
20.8. SBAS SIGN=0N ......ouiiiiceieeee ettt ettt ettt ettt ettt ettt ettt a et et et et et et et et et et et e e et et et e et t et e et et et ee et et et e et et et ean st et s e et et e nn et eteannnas 290
L= L1 T« TSRO TR TV 292
2100 AAMINS ettt ettt ettt ettt et et e ettt ettt et eae et et et et e e et et e et et et oA At et et et ae et et et e an s et et ea et et et e st et et e e et et et et et et et e e e st eaeaes 293
271.2. WOTKING WIth TESTIDP ... oottt et ettt a et et a et et et et ee et et et et e s e s et es et e s e se et e te s e e s et et e e s et et et een s et et ese s et eanennee 297
B R RV < T T o Y7L T =1 A OO TP 298
Troubleshooting
22.. Password is not prompted by Email+ application when using Ivanti Access for Office 365 ... ......cccooiiiiiiceeeee e 301
22.2. Salesforce from Web@Work does not display authentication page ..
22.3. Salesforce produces incorrect metadata With INVAlid ENTLY ID ... ..ottt et e e e et e ettt e et e et e et e et e e e ee e e e nees
APPENIX ..ottt ettt a2 A e e a et e 2t e et A ettt e e e e e e ettt ettt ettt et ettt ettt en s s e
23.1. Configuring lvanti Neurons for MDM for SSO CertifiCAtES ..............cccioiiiiiieceee ettt en et s et n e enenana
23.2. Configuring Ivanti EPMM fOr SSO COITITICAES .........cooioiieeeeeeeeeee oot ettt ettt ettt et et e et e ettt e et e e e
23.3. Configuring LDAP in lvanti Neurons for MDM for S€SSION FEVOCAtION .............c.c.cuoiiieiieieeeeeeeeeee et 309
23.4. Configuring LDAP in Ivanti EPMM fOr S€SSION FEVOCALION .............c.ciiiieiiceceeeee ettt et n ettt n e nenens 310
23.5. Customizing certificates for single Sign-0n iN IVANTE ACCESS ............ccociiiiiioeeeeeeeeeeeeee et en e 311
23.6. Back up and restore OffiCe 365 SEHINGS ...ttt et ettt et e ettt 314
23.7. Configuring Ivanti ACCeSS SPIUNK @PPIICATION ... .....c.iiiie ettt ettt ettt et ee et et e et e et e e e e eeeeae s 316
TRIFA-Party AHDULES ... .. oottt et e et e et et et et e e et e et e e et e e e et et e e e et eeeee et et e ee et et e et et et et e e s et et eeere et etesaenereeeaena 321
About Zero Sign-on with Mobilelron Access .. .. 322
CONFIGUIING ZEIO SION=0N ... .. .. .ottt e e et e et e e et et et e e e et e et et e et e eeete et e et e te st e e e et eeeee et eseete st et e etese et et eseeee s etesaesneseeenneenanans 324
Configuring Zero SIgN=-0N N IVANTTE ACCESS .............cooiiiiieeeeeee oottt et et et ettt e e et e et e et et et e et e et e ee e et e et e et e et e et et e et e et e ree et et et e eteeeeeeeereeane 326

4329 Created at Sep 09, 2026



ivanti

1. Ivanti Access 69

June 2026

Access allows access to enterprise cloud resources based on user and device posture, and whether apps are managed or not.
Non-AppConnect managed apps and AppConnect apps are supported. Authentication traffic for managed apps uses Tunnel and for
AppConnect apps uses AppTunnel. In addition, conditional rules can be configured to allow access for unmanaged applications, as

well as, manage access from mobile devices, laptops, and desktops.

.ATTENTIGN PLEASE!

New features summary
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2. New features summary

These are cumulative release notes. If a release does not appear in this section, then there were no associated new features and

enhancements.

v Ivanti Access 69 - New features summary

Integrating Ivanti Neurons Federation via Ivanti Access: lvanti Access now features a dedicated catalog tile for lvanti
Neurons, allowing it to act as a SAML service provider in federation pairs with IDPs like Okta.

For the Ivanti Neurons configuration, see Cookbook for Ivanti Neurons.
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3. Introducing Ivanti Access

Ivanti Access is a cloud service which secures access to enterprise content in business cloud services such as Box, G Suite,

Office 365, Dropbox, and Salesforce. Ivanti Access secures access based on the following:

device identity
user identity

app identity

The following topics provide an overview about Ivanti Access :

71329
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3. Ivanti Access overview

Ivanti Access allows access to enterprise cloud resources based on user and device posture, and whether apps are managed or
not. Non-AppConnect managed apps and AppConnect apps are supported. Authentication traffic for managed apps uses lvanti
Tunnel and for AppConnect apps uses AppTunnel. In addition, conditional rules can be configured to allow access for unmanaged

applications, as well as, manage access from mobile devices, laptops, and desktops.

Deployment modes

Ivanti Access consists of two modes of deployment.

* lvanti Access
In an Ivanti Access deployment, Access integrates directly with a UEM to get device posture and compliance information from
the UEM.

* |vanti Access + Standalone Sentry
In an Ivanti Access + Standalone Sentry, Access integrates with Standalone Sentry to get device posture and compliance. In
this deployment, lvanti Access has two components:

o The lvanti Access administrative portal, which is a SaaS service. Federated pair setup and configurations are done in the

Ivanti Access administrative portal.
o The Access gateway, which runs on Standalone Sentry, enforces conditional access policies and provides native mobile
app single sign-on (SSO).

Ivanti Access in either deployment provides the following features:

* Integration with business cloud service providers (SP).

 Integration with identity providers (IdP). Conditional rules to allow, block, and warn Access.
e Secure access to enterprise cloud based services.

» Federated authentication with SAML or WS-Fed.

» Visibility into users, devices, and apps accessing cloud services.

* Prevention of unauthorized devices and apps from accessing cloud based services.

Naming convention

Unless otherwise noted, lvanti Access refers to both Ivanti Access and lvanti Access + Standalone Sentry deployments.

User interface

Ivanti Access is available in the lvanti Access administrative portal or in the lvanti Neurons for MDM portal. To work with either of

these instances, use on of the following options:

 If your Ivanti Access deployment does not integrate with Ivanti Neurons for MDM, then Access features are available in the

Ivanti Access administrative portal. For more information, see Working with lvanti Access administrative portal.

 If your Ivanti Access deployment integrates with Ivanti Neurons for MDM, then the Access features are available in Ivanti
Neurons for MDM in the left navigation pane. The lvanti Neurons for MDM and lvanti Access tabs are available in one console

in lvanti Neurons for MDM. For more information about this user experience, see Working with Ivanti Access in Ivanti Neurons

for MDM administrative portal.

Working with lvanti Access in Ivanti Neurons for MDM administrative portal
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Support and compatibility

For information on support and compatibility, see the lvanti Access Release Notes.

9/329 Created at Sep 09, 2026



ivanti

3.2. Component interaction

This section provides an overview of how the various components in an Ivanti Access deployment interact with each other. The

following table describes how various components interact with Ivanti Access.

Compon

ent

Ivanti
Access
administr
ative

portal

UEM

lvanti

Tunnel

Standalo
ne

Sentry

Ivanti Access

Ivanti Access + Standalone Sentry

All Access related configurations , monitoring, reporting  All Access related configurations , monitoring, reporting are

are done in the lvanti Access administrative portal.

Managed apps which use Ivanti Tunnel, the Ivanti
Tunnel app, and configurations are pushed from UEM.
Ivanti Access gets device posture information from
UEM.

Ivanti Tunnel establishes trust with lvanti Access. Only
authentication traffic to lvanti Access goes through
Ivanti Tunnel. To trigger Ivanti Tunnel, apply the Ivanti
Tunnel VPN configuration to the managed apps and
AppConnect apps.

Not applicable.

UEM compliance actions and policies

done in the Ivanti Access administrative portal.

Managed apps which use Ivanti Tunnel, the Ivanti Tunnel

app, and configurations are pushed from UEM.

Ivanti Tunnel establishes trust with Ivanti Access. Only
authentication traffic to lvanti Access goes through Ivanti
Tunnel. To trigger lvanti Tunnel, apply the Ivanti Tunnel VPN
configuration to the managed apps and AppConnect apps.

o Gets the following from the Ivanti Access
administrative portal - SP and IdP federated pairings -
conditional rules for access control - SSL certificates and
signing certificates (X.509 certificate and corresponding
private key)

Ivanti Access gets device posture information from
Standalone Sentry.
Standalone Sentry:

» Captures information on which users, devices, and
apps authenticate to enterprise cloud service. This
information is reported in the lvanti Access
administrative portal.

Standalone Sentry Communicates with the Ivanti Access
administrative portal on port 443.

Standalone Sentry syncs up with lvanti Access at 15-minute
intervals. To force update the configuration changes to
Standalone Sentry, use the following CLI command in
CONFIG mode:

accs config-fetch update
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Policies configured in a UEM define the checks on device posture and compliance actions if the device in non compliant. Access

does the following if devices are out of compliance:

 lvanti Access blocks connection to cloud service if devices are non compliant (violate an UEM policy) and also have a blocking
action set up against the corresponding policy. If there is a non blocking action (such as email, monitor, notify) for a policy

violation, Ivanti Access does not take any action.

» For Ivanti EPMM, lvanti Access quarantines connection to cloud service if the devices are non compliant (violate an UEM
policy) and also have a quarantine action set up against the corresponding policy.

However, for Ivanti Neurons for MDM, lvanti Access does not take any action against a corresponding quarantine policy.

In addition, you can configure Ivanti Access to revoke a session token if a device is non compliant. For more information on device

compliance for session revocation, see About session revocation.

Device posture information on Compliant and Non-compliant modes

» |vanti Access will have device posture information within 5 minutes to perform compliance actions after device moves from

Non-Compliant to Compliant in Ivanti Neurons for MDM.

» |lvanti Access will have device posture information within 25 minutes to perform compliance actions after device moves from

Compliant to Non-Compliant in lvanti Neurons for MDM.

When a device goes out of compliance, Access blocks the data path. This blocked status of the device can be viewed on

Ivanti Neurons for MDM under Devices > Overview.

For more information on UEM compliance actions and policies, see the respective lvanti EPMM or Ivanti Neurons for MDM guides.
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3.3. Authentication flow with Ivanti Access

The following describe the authentication flow with Ivanti Access.

* Managed non-AppConnect app using lvanti Tunnel

» AppConnect apps with lvanti Access enabled (lvanti EPMM only)

This section is not applicable if you are deploying Access + Standalone Sentry.

Managed non-AppConnect app using Ivanti Tunnel

The following describes the authentication flow when a managed non-AppConnect app accesses a enterprise cloud service.

Figure 1. Authentication flow for a managed non-appconnect app

1. A managed app triggers lvanti Tunnel.

2. If the device is in compliance, lvanti Tunnel establishes a secure connection with Ivanti Access.

& The managed app connects to the service provider (SP) through Ivanti Tunnel.

Split Tunneling is enabled: If split tunneling is enabled, and the split tunneling does not require tunneled connection to the service

provider, the app connects directly with the service provider.

4 If the managed app does not have a valid session token, the SP issues a SAML 2.0 AuthN Request to the app and

redirects the app to Ivanti Access.

5 lvanti Access issues a secondary SAML AuthN Request based on the AuthN Request in step 4. The AuthN Request is
issued via SAML and points the user to the identity provider (IdP).

6 If the user does not have a current valid session token, the identity provider (IdP) requests the user’s credentials. If the
credentials match, the IdP issues a SAML Assertion to the user. The SAML Assertion identifies the user and redirects the

user to Access.

7 The user presents the SAML Assertion to Ivanti Access. If conditional rules for access control allow, lvanti Access issues

a secondary SAML Assertion to the user. The secondary SAML Assertion identifies the user and redirects the user to the

cloud service (SP).

8 The user presents the secondary SAML Assertion to the cloud service (SP). The SP verifies the secondary SAML

Assertion and creates a session token to the app. The session token gives the user access to the SP.

AppConnect apps with Ivanti Access enabled (lvanti EPMM only)

AppConnect apps with Ivanti Access enabled automatically use HTTP tunnel to Ivanti Access.
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Authentication flow with Ivanti
" Access + Standalone Sentry

The following describe the authentication flow in an Ivanti Access + Standalone Sentry deployment.

3.4

* Managed non-AppConnect app using lvanti Tunnel and Standalone Sentry

* AppConnect apps using AppTunnel with lvanti Access + Standalone Sentry

Managed non-AppConnect app using Ivanti Tunnel and Standalone Sentry

The following describes the authentication flow when a managed non-AppConnect app accesses a enterprise cloud service in an

Ivanti Access + Standalone Sentry deployment.

Figure 1. Authentication flow for a managed non-appconnect app

1. A managed app triggers Ivanti Tunnel.

2. If the device is in compliance, lvanti Tunnel establishes a secure connection with Standalone Sentry.

3. The managed app connects to the service provider (SP) through Ivanti Tunnel.
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Split Tunneling is enabled: If split tunneling is enabled, and the split tunneling does not require tunneled connection to the service

provider, the app connects directly with the service provider.

4 If the managed app does not have a valid session token, the SP issues a SAML 2.0 AuthN Request to the app and

redirects the app to Ivanti Access on Standalone Sentry.

5 Ivanti Access issues a secondary SAML AuthN Request based on the AuthN Request in step 4. The AuthN Request is
issued via SAML and points the user to the identity provider (IdP).

6 If the user does not have a current valid session token, the identity provider (IdP) requests the user’s credentials. If the

credentials match, the IdP issues a SAML Assertion to the user. The SAML Assertion identifies the user and redirects the

user to Access.

7 The user presents the SAML Assertion to Access on Standalone Sentry. If conditional rules for access control allow,
Ivanti Access issues a secondary SAML Assertion to the user. The secondary SAML Assertion identifies the user and

redirects the user to the cloud service (SP).

8 The user presents the secondary SAML Assertion to the cloud service (SP). The SP verifies the secondary SAML

Assertion and creates a session token to the app. The session token gives the user access to the SP.

AppConnect apps using AppTunnel with lvanti Access + Standalone Sentry

Authentication traffic for managed apps goes to lvanti Tunnel. For AppConnect apps that use AppTunnel, authentication traffic

automatically goes through Ivanti Access. By default, AppTunnel traffic is trusted by Ivanti Access.
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35 After the user is authenticated in an Ivanti Access
" deployment

After a session token is created, data between the managed app or AppConnect app and the cloud service continues to flow
through Tunnel and AppTunnel. Data does not flow through Ivanti Access. The user will have to authenticate again only after the

expiration of the session token. The length of the session token is configured on the cloud service.
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Accessing the cloud service from a desktop,

3.6. laptop, or an unmanaged device

Conditional rules configured in Ivanti Access can be used to define which apps and devices can authenticate with the cloud service
provider (SP). You can configure a conditional rule to allow an unmanaged app to access the SP. By default, conditional rules are
not applied to managed apps using Ivanti Tunnel and to AppConnect apps using lvanti Tunnel or AppTunnel. The default conditional
rule can be set to allow, block, or warn apps and devices if conditional rules do not match. If the default conditional rule is set to
Allow when all other conditional rules do not match, authentication traffic will be allowed through Ivanti Access. In this setup, the

app will be able to authenticate with the IdP.

Ivanti Access provides a set of predefined and customizable rules. For more information about conditional rules, see Conditional

Access.
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3.7. Setup overview for Ivanti Access

This section provides an overview of the setup required for implementing access control to cloud services using lvanti Access and

contains the following:

» Before you configure Ivanti Access

* Overview of steps to set up Ivanti Access

* Authentication options

Before you configure Ivanti Access

Before you start configuring Ivanti Access the following infrastructure setup is required:

» Federated authentication
Ilvanti Access supports federated authentication using SAML and WS-Fed. Refer to the documentation provided by your SP and

IdP for information on how to set up federated authentication using SAML or WS-Fed.

» Standalone Sentry enabled for AppTunnel
By default, Ivanti Access trusts all AppTunnel traffic.

Required only for lvanti Access + Standalone Sentry deployment.

¢ lvanti Tunnel or AppConnect
Ivanti Access control for managed apps requires Ivanti Tunnel. Access control for AppConnect apps requires either Ivanti
Tunnel or AppTunnel.

AppTunnel is supported only with an lvanti Access + Standalone Sentry deployment.
* App distribution
Managed apps are distributed through Ivanti EPMM or lvanti Neurons for MDM.
For related documentation, see the following:
* lvanti EPMM documentation
For information on how to set up AppTunnel, AppConnect, Ivanti Tunnel, and app distribution see the following documents: at:

o For information on how to setup AppTunnel see the Sentry Guide at Sentry Product Documentation.

o For information on how to configure Ivanti Tunnel see /vanti Tunnel Guide at

lvanti Tunnel for Android Product Documentation

o For information on how to set up an AppConnect app and how to distribute managed apps using lvanti EPMM, see the

following at AppConnect Guide.

Ensure that the Ivanti Tunnel (i0S) VPN setting is selected in the app configuration for non-AppConnect apps.

« lvanti Neurons for MDM documentation
For information on how to set up AppTunnel, AppConnect, Ivanti Tunnel, and app distribution on Ivanti Neurons for MDM, see
Ivanti Neurons for MDM Product Documentation or by clicking on Help in your Ivanti Neurons for MDM instance.

Overview of steps to set up Ivanti Access
The setup for Ivanti Access is done in the Ivanti Access administrative portal.

» Basic configuration

* Advanced configuration
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Split tunneling configuration

Delegated IdP

Basic configuration

1.

Get started with the set up.

See Getting Started with Ivanti Access.

. If your deployment uses Standalone Sentry, then register and assign Standalone Sentry to Ivanti Access.

See Set up Ivanti Access + Standalone Sentry.
OR
If your deployment is lvanti Access (without Standalone Sentry), set up integration with UEM.

See Set up lvanti Access with UEM.

. Set up a cloud service provider (SP) and identity provider (IdP) federated pair.

See Federated Pairs.

. Upload Proxy metadata to the cloud service and identity provider.

See Uploading proxy metadata.

. Publish the profile.

See Publishing a profile.

. Verify traffic flow.

See Verifying traffic flow.

Advanced configuration

1.

Set up conditional rules for access control. Conditional rules allow you to define which applications and IP network ranges can
access a cloud resource.

See Conditional Access.

. Set up session revocation, which allows you to terminate or revoke the session token if a device is out of compliance and the

compliance action is blocked or a device is retired.
See Session Revocation.

. Set up mobile app single sign-on (SSO) to allow users to access enterprise cloud services from their managed mobile devices

without having to enter passwords.
See Configuring Mobile App Single Sign-on (SSO).

. Set up Zero Sign-on to allow users access to enterprise cloud services from their unmanaged devices without having to enter

passwords.

See Zero Sign-on with Ivanti Access.

. Set up multi-factor authentication using the UEM client to allow users to access their enterprise cloud services from an

unmanaged device using multi-factor authentication in addition to their enterprise credentials.
See Multi-factor Authentication with UEM Client.

. Set up Ivanti Access desktop trust agent to verify and establish trust for unmanaged Windows 7 and Windows 10 desktops.

See Desktop Trust Agent Guide.

Split tunneling configuration

In an Ivanti Access deployment, all authentication traffic for the federated pairs configured in Access goes through lvanti Access

using lvanti Tunnel VPN. Depending on the type of Access deployment, all other traffic through Ivanti Tunnel VPN goes directly to
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the destination server or through Standalone Sentry. Split tunneling allows you to control which traffic goes through Standalone

Sentry to on-premise enterprise resources and which traffic goes directly to the destination.

For information about configuring Ivanti Access as the delegated IdP, see Split Tunneling.

Delegated IdP

In most cases, Ivanti Access is deployed as an intermediary between the service provider (SP) and the identity provider (IdP). In
such a deployment, lvanti Access acts as a proxy to the IdP and all federated SP traffic goes through Ivanti Access. In some cases,
you may want to retain the existing SP-IdP federated setup, but deploy Ivanti Access to federate a sub set of the traffic, such as

traffic from mobile devices. In such cases lvanti Access can be deployed as a delegated IdP rather than as a proxy to the IdP.

For information about configuring split tunneling, see Delegated IdP.

Authentication options

With a basic Ivanti Access setup, when users initially attempt to log in to an enterprise cloud service from their managed device,
they are prompted for their username and password. In addition, Ivanti Access allows you to set up various authentication options to
allow your users ease of access from both managed and unmanaged devices to enterprise cloud services. The following table
describes these options. See Advanced configuration for information on how to set up the various authentication options.
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Feature

Mobile app

single sign-on

Native mobile
application
single sign-on
(SSO)

SaaS sign-on

Zero Sign-on

Multi-factor
authentication

Desktop trust

Purpose

Password less access

from managed device.

Password less access

from managed device.

Password less access
from unmanaged

devices.

Ivanti Access from

unmanaged devices.

Description

Password less certificate-based single sign-on from managed devices.

Users do not need to enter their username and password.

Password less certificate-based single sign-on from managed devices.

Users do not need to enter their username and password.

A QR code is presented to users attempting to access a cloud service from their
unmanaged device. Scanning the QR code with their managed device
authenticates the user and allows access from the unmanaged device.

Users have the option to enable push notifications or one-time passcode (OTP). If
enabled, a push notification is sent to the managed device on subsequent logins
from the unmanaged device. Alternately, users can use OTP.

Users do not need to enter their username and password.

Two factor authentication allows users to access cloud services from unmanaged
devices.

Users enter their username and password on the unmanaged device. A push
notification is sent to the user's managed device. If accepted, users can access the

cloud service from their unmanaged device. Alternately, users can use OTP.

agent
Desktop trust Ivanti Access from The desktop trust agent verifies and establishes trust for unmanaged Windows 7
agent unmanaged Windows 7 and Windows 10 desktops, thus allowing access to cloud services
and Windows 10
desktops.
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4. Getting Started with Ivanti Access

The following topics let you configure lvanti Access:

» Before you set up Ilvanti Access

* Working with lvanti Access administrative portal

o Changing the password

o Resetting the password recovery key

o Configuring 2-step verification

¢ Working with lvanti Access in lvanti Neurons for MDM administrative portal

o Changing the Password for lvanti Neurons for MDM portal

o Admins

 lvanti Access Global Dashboard
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4.1. Before you set up Ivanti Access

Verify that you have the following items before configuring lvanti Access.

* Deployment Type

» Federated authentication

« lvanti Access credentials

» Standalone Sentry information

Gather Standalone Sentry information if you plan to have Standalone Sentry in your lvanti Access deployment.

» Certificates for Ivanti Access + Standalone Sentry

* Signing certificate

Deployment Type

Ivanti Access supports deployment with Standalone Sentry or Ivanti Access (as a service). Before you begin with Ivanti Access,
ensure that you understand the deployment types.

For more information, see lvanti Access overview.

Federated authentication
Ivanti Access supports federated authentication using SAML and WS-Federation.
Before you begin with lvanti Access, ensure that you are able to login to every service provider you intend to use with Access using

federated identity from your identity provider(s).

Federated authentication setup is not required for implementing certificate-based SSO with Ivanti Access.

Ivanti Access credentials
When you sign up for Ivanti Access, an email is forwarded to you by your sales representative.
The email contains the following important information that you will need for accessing the system:

* URL for the Ivanti Access administrative portal

* local administrator login credentials
Be sure to retrieve the information in the email before proceeding.
Root Admin credentials lets you perform the following tasks:

e Sign in to Ivanti Access administrative portal

» Create cloud service provider (SP) and identity provider (IdP) federated pairs
e Set up access control rules

* User management

* Activate or deactivate admins

» Self Serve
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» Configuration Management
¢ Analytics and Dashboard
* Register Standalone Sentry

* View reports

Standalone Sentry information

If your deployment is lvanti Access + Standalone Sentry, add a secondary hostname to the Standalone Sentry you use for access
control. The primary DNS FQDN is reserved for Standalone Sentry for AppTunnel. The secondary hostname will be reserved for the
Access module on the Standalone Sentry. You will use the second hostname when you first log in to the Ivanti Access

administrative portal and go through the setup wizard.

Certificates for lvanti Access + Standalone Sentry

Ensure that you have an SSL certificate to use with Ivanti Access. You will also require signing certificates when you set up a cloud

service provider (SP) and identity provider (IdP) federated pair.

SSL certificate for Ivanti Access

The SSL certificate must be in PKCS 12 format and issued by a publicly trusted certificate authority (CA). The issuer can be an
intermediate or root CA. The common name (CN) in the certificate must be exactly the same name as the second hostname

reserved for the Access module on Standalone Sentry. You will upload this certificate when you go through the setup wizard.

Generating an SSL certificate (PKCS12 file) for lvanti Access

If you don't already have a PKCS12 file, you can use OpenSSL to generate a PKCS12 file. Ignore this section if you already have a
PKCS12 file.

Execute the following commands to generate a PKCS12 file:

1. Generate a certificate signing request (CSR) to submit to a certificate authority (CA). Enter the following command in OpenSSL:

openssl req -out CSR.csr -new -newkey rsa:2048 -nodes -keyout privateKey.key
2. Forward the CSR.csr file to the CA for signing.The CA returns a .crt (example: certificate.crt) file.

3. Combine the certificate and private keys into a PKCS12 file.
To combine the certificate and private keys into a PKCS12 file, enter the following OpenSSL command:

openssl pkcs12 -export -out certificate.p12 -inkey privateKey.key -in certificate.crt -certfile CACert.crt
o CACert.crt contains the CA's cert chain that signed certificate.crt.
o You must upload certificate.p12 in the Ivanti Access administrative portal.

o You will be asked for an export password. You will use the export password when you upload the certificate in Ivanti

Access.

Signing certificate

Ivanti Access uses signing certificates to sign authentication requests and SAML assertions. A default signing certificate specific to
your Access instance is automatically provided. When you set up a federated pair in the Ivanti Access administrative portal, you are
also provided with the option to either generate a new signing certificate or upload a certificate of your choosing. If you do not want
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to use the default certificate, you can use the option to generate or upload a new certificate. For more information, see Federated

Pairs.

The SSL certificate should not be used in lieu of a signing certificate.
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4.2. Working with Ivanti Access administrative portal

You can access the Ivanti Access administrative portal from a web browser. Use the credentials provided in the welcome email to
sign in to the lvanti Access administrative portal.

If you wish to use the new user interface, see Working with lvanti Access in Ivanti Neurons for MDM administrative portal.

Procedure

1. In a supported browser, enter the Access URL provided in the welcome email.
Example: https://access-nal.ivanti.com
The URL may vary depending on the region.

Administrator accounts lock temporarily for a short period after multiple consecutive invalid password attempts on initial log in.
2. For Username, enter the email address provided in the Welcome email.
3. For Password, enter the password provided in the Welcome email.

4. Click Sign In. The Change Password window displays.

Figure 1. Change password

5. For Current Password, enter the password provided in the Welcome email.
6. For New Password, enter a new password.

7. For Confirm New Password, re-enter the same password that was used for New Password and click Done. The log in screen

appears. Enter the new credentials to log in to Ivanti Access.

8. Enter the new password to log in to Ivanti Access.
The Password Recovery Key window displays, which provides options for receiving the password recovery the key.

Figure 2. Password recovery key

Password Recovery Key b

Generate Password Recovery Key

Your admin password entered below is used to secure your data. Even Mobilelron will not be
able to access your data

A Password Recovery Key is generated which is needed in the event the admin forgets their
password.

Without the Recovery Key you will not be able to reset your forgotten password and Mobilelron
will have to reset your tenant by deleting your tenant data.

Password

& Email Recovery Key
This will email the Password Recovery Key to your admin email address.

Copy Recovery Key
Warning: You must copy the recovery key on the next screen in the event you forget your
admin password.

~¢ Generate Key

1. Enter the New Password in the text box.
2. Select one of the following options to backup your Recovery Key.

o Email Recovery key: This option lets you email the Password Recovery Key to your administrator email address.
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o Copy Recovery key: This option lets you copy the Password Recovery Key to a file in your local drive. A warning to receive
an email for recovery key appears when you click Copy Recovery Key option.

Figure 3. Warning for password recovery key

After login, if you forget your password, click Account Settings > Change Password. The window to change your

password opens. You must use the password recovery key to change your password.

If you forget your password and lose your password recovery key, you will not have access to the Access administrative portal.
Contact the Root Admin or the Super Admin to reset the password. If the Root Admin forgets the password, contact Support.
11. Click OK > Generate Key.
12. Click Continue to get started with the setup wizard.

13. Click Get Started to select the preferred deployment type.
The screen to select lvanti Access or lvanti Access + Standalone Sentry appears.
Once you select the deployment type and click Done, you will not have the option to change your selection.

14. Click Done.

15. Click [ to start configuring account settings.

The email for the administrator account and the Tenant GUID is visible.
Next steps

» For an Ivanti Access (without Standalone Sentry) deployment, see Set up lvanti Access with UEM.

» For an lvanti Access + Standalone Sentry deployment, see Set up lvanti Access + Standalone Sentry.

Related topics

» Changing the password

* Resetting the password recovery key

* Configuring 2-step verification

 lvanti Access Global Dashboard
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4.2.1. Changing the password

After you initially sign in to the Ivanti Access administrative portal using the credentials provided by Ivanti, you may want to change
the password. Your enterprise security policies may require you to change your password periodically.

When you attempt to enter a password for more than six times, the account is locked. You must wait for sometime to log in again.

After login, if you forget your password, click Account Settings > Change Password. The window to change your password

opens. You must use the password recovery key to change your password.

Procedure
1. Inthe lvanti Access administrative portal, click Account Settings > Change Password.

The Change Password dialog appears.

2. For Current Password, enter the current password.
38 For New Password, enter the new password.
4. For Confirm New Password, re-enter the new password.
54 Click Done.
Password requirements

A new password must match the following requirements:

* Password length should be between 8 and 32 characters

* No spaces

* Not more than 2 identical characters in a row (For example: 111 not allowed)
» Sequential characters are not allowed (For example: 123 or abcde)

* Atleast one lower case letter (a-z)

* At least one upper case letter (A-Z)

* At least one number (0-9)

* Atleastone symbol [~ '@ #$ % "&* () _+:;<>?{}[1]]
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4.2.2. Resetting the password recovery key

You can change the password recovery key in the lvanti Access administrative portal.

Procedure
1. Inthe Ivanti Access administrative portal, click Account Settings > Reset Password Recovery Key.
The Password Recovery Key dialog appears.

Password Recovery Key b

Generate Password Recovery Key

Your admin password entered below is used to secure your data. Even Mobilelron will not be
able to access your data

A Password Recovery Key is generated which is needed in the event the admin forgets their
password.

Without the Recovery Key you will not be able to reset your forgotten password and Mobilelron
will have to reset your tenant by deleting your tenant data.

Password

@ Email Recovery Key
This will email the Password Recovery Key to your admin email address.

Copy Recovery Key
Warning: You must copy the recovery key on the next screen in the event you forget your
admin password.

~¢ Generate Key

2. Enter your password in the text box.

3. Select one of the following options to backup your Recovery Key.
* Email Recovery key: This option emails the Password Recovery Key to your admin email address.
* Copy Recovery key: This option lets you copy the Password Recovery Key to a file in your local drive.

You can use this key to recover your password in case you forget the password.

4. Click Generate Key.

If you forget your password and lose your password recovery key, you will not have access to the Ivanti Access administrative

portal.

Resetting your password

The password recovery key is required to reset the password from the log in screen. However, when a tenant logs in, recovery key
is not required to reset the password. You cannot reuse the last three passwords including the current password when you reset a
password.

Procedure
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1. On the Ivanti Access Log in page, click Reset Password.
You will be prompted to create a new password.

2. For Username, enter your username.

38 For Recovery Key, enter your password recovery key.
You can copy and paste the key.

4. For New Password, enter a new password.
oF For Confirm New Password, re-enter the new password.

6. Click on Reset Password.
You will be returned to the Sign In dialog.
7. Enter the new password to sign in to the Ivanti Access administrative portal.
Resetting your password can sometimes fail for the following reasons. Ensure that you check the error and verify the reason.
. Invalid recovery credentials

* Account could be in either 'Deactivated' or 'Require Password Change' state

Reset password failed. This can happen because of

invalid recovery credentials or account could be in
either "Deactivated' or "Require Password Change' state

Username

apricot 2@ab.com Password Requirements

v Password length should be
Password Recovery Key between & and 32 characters
v No Spaces
v Not more than 2 identical
characters in a row (e.g., 111
not allowed)
New Password v No sequential characters
allowed (e.g., 123 or abcde)

wnarrene

At Least one of each:

v Lower case letter [a-2]
Good v Upper case letter [A-Z]
v Numeral [0-9]
Confirm New Password v Symbol[~!'@# 5% *&~(
Yo <=2 {HIN

s

Sign In

Reset Password
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4.2.3. Configuring 2-step verification

2-Step verification adds another layer of security that requires not only a password and user name but also a verification code to
sign in to the Access administrative portal. The verification code is generated by either Authenticator or Google Authenticator. You

configure 2-step verification in the Ivanti Access administrative portal.

You can enable 2-step verification only for your account. You cannot enable 2-step verification for other administrators or vice
versa. If 2-step verification is enabled, you are prompted to enter your credentials and the verification code to access Access

account. If the verification code is not available, you cannot sign in to the lvanti Access administrative portal.

» 2-Step verification with Google Authenticator is supported on iOS and Android devices. 2-Step verification with Authenticator

is supported only on iOS devices.

« |If 2-Step verification fails, verify if your device is in sync with the local time
Before you begin

» Verify that you have created an Ivanti Access account.

* For iOS devices, verify that you have downloaded the Authenticator app or Google Authenticator app from iOS App Store .
OR
For Android devices, verify that you have downloaded the Google Authenticator app from Android Google Play Store.

Procedure

1. Inthe Ivanti Access administrative portal, click Account Settings > 2-Step Verification.

2. Click the Off toggle.
A Warning is displayed.
& To configure 2-step verification, click Continue, then Next.

A QR code is displayed.

Figure 1. QR code for 2-step verification

4. On your device, launch the authenticator app.

5. From the authenticator app, scan the QR code displayed in Ivanti Access.

Alternately, for Google Authenticator only, click the Enter Time based Secret Key link to generate a secret key. Enter the generated

secret key in Google Authenticator. The secret key is unique to every verification.

A 6-digit code is generated in the authenticator app.
6. In the lvanti Access administrative portal, click Next to enter the 6-digit code.

Figure 2. Enter 6-digit code
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7. In Enable 2-Step Verification enter the 6-digit code.

8. Click Done.

To verify whether 2-step verification is on or off, in Access, go to Settings > Admins. The 2-Step Verification column displays the

status.
To generate a verification code for 2-step verification for signing in to Ivanti Access:

« If you are using Google Authenticator, launch the app.

 If you are using Authenticator, launch the app, and go to Settings > Admin OTP.

Disabling 2-Step Verification

Administrators can disable 2-step verification for their own account only. However, a Super Admin can disable 2-step verification
for an Admin or Read Only Admin. If an administrator with Admin or Read Only Admin role loses their phone or has issues with 2-
step verification, they can contact their Access Super Admin to reset 2-step verification for their account. If a Super Admin is not
available, contact Ivanti Support. An email notification is sent to the administrator if a Super Admin or Ivanti Support disables 2-step
verification for an account. However, email notification is not sent when administrators disable the 2-Step Verification for their own

account. For more information about administrator roles, see Admins.
2-Step verification can be disabled from Account Settings > 2-Step Verification in the admin portal.
Before you begin

 Verify that 2-Step Verification is enabled.

Procedure 1

1. Inthe Access administrative portal, go to Account Settings > 2-Step Verification.

2. Click the toggle to change the setting to OFF.
Procedure 2

1. In the Access administrative portal, click Settings > Admins.

2. Click the toggle in the 2-Step Verification column for your account to change the setting to OFF.

This method is not available to administrators with Read-only permission.

Signing out of the Ivanti Access administrative portal

If you do not sign out, the session will timeout in 30 minutes.

Procedure
1. Inthe Ivanti Access administrative portal, click Account Settings > Sign Out.

When you sign in to Access again, launch an authenticator app and generate a verification code. You will be prompted to enter the
verification code in addition to your username and password.
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Working with Ivanti Access in Ivanti Neurons for

4.3. MDM administrative portal

You can access the Ivanti Access administrative portal from a web browser. If your deployment uses lvanti Neurons for MDM, sign
in with your Ivanti Neurons for MDM credentials. If your deployment uses Ivanti EPMM, use the credentials provided in the welcome

email to sign in to the lvanti Access administrative portal.

The features such as resetting the password recovery key and configuring 2-step verification are not supported for Access in the

Ivanti Neurons for MDM administrative portal.

Procedure

1. In a supported browser, enter the URL for your Ivanti Neurons for MDM tenant.
Example: https://na2.ivanti.com/login.html
For Access: login.ivanti.com

The URL will vary depending on your region.

2. Enter your Ivanti Neurons for MDM administrator account.
3 Click Sign In and enter the Password.
4. Click Sign In again.

The Ivanti Neurons for MDM portal opens.

59 Click the Accesstab to view the admin portal.

6. Click Get Started to select the preferred deployment type.

The screen to select Access or Access + Standalone Sentry appears.
Once you select the deployment type and click Done, you will not have the option to change your selection.

7. Select the deployment type as Access or Access + Standalone Sentry.

Access is configured and the Access admin portal opens.

8. Click [ to start configuring account settings.

The email for the administrator account and the Tenant GUID is visible.

For an Ivanti Access (without Standalone Sentry) deployment, see Set up Ivanti Access with UEM.

For an Ivanti Access + Standalone Sentry deployment, see Set up Ivanti Access + Standalone Sentry
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Account settings

Click Access > Account to view the links to documentation, support, your Access tenant GUID, your administrator account
information, and links to change your password and sign out.

Related topics

* Changing the Password for Ivanti Neurons for MDM portal
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Changing the Password for lvanti Neurons for
MDM portal

After you initially sign in to the Ivanti Neurons for MDM administrative portal using the credentials provided, you may want to change

4.3.1.

the password. Your enterprise security policies may require you to change your password periodically.

When you attempt to enter a password for more than six times, the account is locked. You must wait for sometime to log in again.

| f you forget your password, click Forgot Password in the log in page. An email is sent to the user associated with the

username with instructions to reset the password.

Procedure
1. Inthe lvanti Access administrative portal, click Account Settings > Change Password.

The Change Password dialog appears.

Change Password X
« Password must have at least:
o {/ 12 characters.
« 3 of the following are required:
o {7 1Special Character(s).
o {7 1Uppercase Character(s).
o @ 1Lowercase Character(s).
o (» 1 Digit(s)

« Additional Rules:
o @ 2 maximum repeating characters
e & 3 maximum digi L
o & May not be based on a dictionary word.
o @ Masy not contsin slphsbetic sequencas.
o @ May not exceed 32 characters

2. For Current Password, enter the current password.

The password requirements are listed when you click to enter the password.

3. For New Password, enter the new password.
4, For Confirm New Password, re-enter the new password.
5 Click Done.
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4.3.2. Admins

The Admins tab lets you create and delete profiles for administrators to manage the Ivanti Access portal. It also lets you activate
and deactivate (enable or disable) the administrators.

Settings ! Admins / Add New Admin

Add New Admin Canesl

Admin details

First name Last name

Emai Display name

Admin Roles
Super Admin Adm’n Read-only Admin
«@>Read-only & Configuration emen
» Access to Dashboard and Reports + Create a new profile

Create/Edit/Delete federated pairs « De

Create/Edit/Delete conditional
access policies

-

Configure split tunneling
Manage branding

Manage cenificates

The Reset Password and 2-Step verification is not available for Admins with Access and Ivanti Neurons for MDM portal.

When a new Admin is created, you will receive an email with an activation link to reset the password.

Admins added in the Access tab will not have any Cloud role. They will only see the Access tab. Admins added in the Ivanti Neurons
for MDM tab may have Access roles as well as Cloud roles depending on what they are assigned.

e 1 Adsin

1 admin(s)

The following options are not available in the Ivanti Neurons for MDM portal:

* The Status column is not available for the Admin created.

* The reset admin password option is also removed in Ivanti Neurons for MDM portal.

For more information on Adding an administrator, creating and deleting profiles, see Admins.
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4.4. lvanti Access Global Dashboard

The Ivanti Access Global Dashboard is designed to support data management. The dashboard is categorized into sections such as
Authenticated Users, Authentication Requests, Secured Cloud Services, Secured Mobile Apps, Authenticated Users &
Authentication Requests, Top Secured Services, Top Services By Authenticated Users, Mobile Apps Blocked, and Block & Allow

Requests.

You can view the dashboard data for any preferred period. The dashboard displays real time data when the reports are submitted to

Ivanti Access by Sentry. It takes about 15 minutes to refresh the data.

You can click on the trend graphs to fetch the overlay card for a preferred date. The overlay card displays the report for the

appropriate date you selected. To view the complete report, click View All Data. The Reports tab displays the complete report.

Dashboard

Globa| Dashboard Last80cays " 2020M27 & To | 20210725 0

Authentication Secured Cloud A Mobilelron Authénticate
e Secured Mobile Apps B
Requesis Services F = SRR Registered

4 93 5 - 0

1 Aulhenlicaled Users

Authenticated Users & Authentication Requests

Authenticated users include only successiul logins. Authentieation requests inslude both successhul and failed requests.

H Users @ E Requests @

Each data set on the dashboard can be viewed in multiple different graphical formats, such as a bar graph, line graph, pie graph, or

in a tabular format. The tabular form also displays the time that the data is aggregated by Coordinated Universal Time (UTC).
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Sections

Authenticated
Users

Authentication

Requests

Secured Cloud

Services

Secured Mobile
Apps

Authenticate
Registered

Authenticated
Users &
Authentication
Requests

Top Secured

Services

Top Services By
Authenticated

Users

Mobile Apps
Blocked

Allow, Block & Warn
Requests

Authentication by
OS Platforms

Authentication by
Managed Apps

GeolP Map

Description

Provides the number of allowed or blocked users that are authenticated by the identity providers.

Provides the number of allowed or blocked requests that are targeting the cloud services. It also provides

information about the requests that have processing exceptions.

Provides information about Federated Pairs. Each active Federated Pair is a service.

Provides the number of unique applications that are accessed by the user.

Provides the number of Authenticate registered desktops. It helps the admin view the percentage of
desktops they intend to have registered and then accordingly admin can register more desktops.

Provides a graphical representation for the authenticated users and requests trends.

Provides the number of blocked requests based on the top secured services.

Provides the number of authenticated users for every service.

Provides a graphical representation about the blocked services.

Provides a graphical representation about the allowed and blocked hits based on any appropriate
combination such as Rule, SAML pair, and policies. It also provides information about the warn requests to
secured cloud services using specific policies and rules.

Provides a graphical representation about the Service Provider actions by aggregate OS such as iOS,

Android, Windows, Macintosh, Linux, and other unknown platforms.

Provides a graphical representation about the list of Managed Apps that are accessing the Service
Provider.
When a managed app that is not available in Ivanti Access database is accessed, a bar named Unknown is

displayed in the graph. These apps will be monitored and added to the database in the future releases.

The Allow, block, and warn requests data to secured cloud services is available based on geolocation. In the Allow, Block, and Warn

Requests section of the dashboard, click £ to view geolocation.

GeolP identifies the location and other characteristics such as over lay card displaying IP address, username, time stamp of end

users for a wide range of applications including content personalization, fraud detection, traffic analysis, and compliance. The

GeolP map provides the following features:

» Count of Allow/Block/Warn requests
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e Zoom in and Zoom out to have better precision of the data

» Horizontal scrolling to view a particular section of the map

* Filters to narrow down the data set

* Checkboxes to select Allow, Block, or Warn requests

* The geolocation data in some cases may not provide the exact location.
¢ To see individual Rule Action, select only one check box.

* Some activity dots may appear off the continental maps. Zoom in for accurate locations.

Figure 1. Geolocation for allow, block, and warn requests

Allow, Block & Warn Requests  snow Fiters
Use filters to display allow, block and wam requests te secured cloud services using specific policies of rules Data peints may overlap. Single select Allow, Block ar Warn 1o avoid overlapping.
¥ Allow @ b Block @ @ Wam @

The geo-location data in some cases may not provide the exact location. To see individual Rule Action, select only one check box. Note: Some aclivity dots may appear off the continental maps
Zoom in for accurate locations. —
A e B+ EH
Viewing details for allow, block, or warn requests

The Allow, Block, or Warn requests are displayed on the GeolP map at various locations. You can determine the users logged in
from a specific location to assess and mitigate the risks . Clarity is provided through reverse lookup. When you mouse over the Geo
bubble, the callout which appears, displays the count of Allow, Block, and Warn requests.

Procedure
1. On the GeolP map, click the Geo Bubble for Allow, Block, or Warn request.

The Allow Requests, Block Requests, or Warn Requests window displays based on your selection.

Figure 2. Request details
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Allow Requests

TIMESTAMP

2017/11/28

2017/11/28

2017/11/28

2017/11/28

2017/11/28

2017/11/28

The Reports page opens to display the Geolocation details.

POLICY

Policy 1
Policy 1
Policy 1
Policy 1
Policy 1

Policy 1

RULE

General Bypass

General Bypass

General Bypass

General Bypass

General Bypass

General Bypass

SOURCE IP

0c05fb3 1d6a

8a03d0eac3a

32df062958¢

81009553165

daB543e56¢c2

79bf3c8529¢e

Click View All Data.

USERNAME

2al133c51441 @example.com

cb256ef433b@example.com

ccl76balcd8@example.com

980alelaf84@example.com

O0defd03deef@example com

6028b380cc8@example.com

View All Data
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5. Set up Ivanti Access with UEM

Access integrates with a unified endpoint management (UEM) platform to get device posture and compliance information. To set up
the integration, you configure Access integration in the UEM and verify the integration in Ivanti Access. The UEM are

* lvanti EPMM

¢ |vanti Neurons for MDM

You can integrate up to six Ivanti Neurons for MDM instances and multiple lvanti EPMM servers (no limit) in your deployment.
The configuration with UEM described in these sections only apply to Ivanti Access (without Standalone Sentry) deployments.

The following topics help you configure UEM and lvanti Access:
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Overview of configuration with lvanti Neurons for
MDM

Complete the following tasks to set up Ivanti Neurons for MDM integration with Ivanti Access:

2.1

1. Configuring Ivanti Access in Ivanti Neurons for MDM
2. Configuring Ivanti Neurons for MDM in Ivanti Access
3. Configuring lvanti Tunnel in lvanti Neurons for MDM
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Configuring Ivanti Access in lvanti Neurons for
MDM

Set up Access on lvanti Neurons for MDM.

2.1.1.

Before you begin

* Make a note of the URL for your Access instance, and the Access administrator username and password. The URL for your

Access instance is one of the following:

- https://access-nal.mobileiron.com

- https://access-eul.mobileiron.com

* Ensure that you have Manage Ivanti Access Integration role in Ivanti Neurons for MDM.

* You have the credentials for the Ivanti Access administrator account you will use to set up Ivanti Access in Ivanti Neurons for
MDM. lvanti recommends creating a separate administrator account in Ivanti Access that is specifically used for UEM
integration with Ivanti Access. Ensure that the account does not have 2-step verification enabled.

Procedure

1. In Ivanti Neurons for MDM, go to Admin > Access.

Figure 1. configure ivanti access on ivanti neurons for mdm

2. Enter the following:
- Access Admin URL: URL for Access
- Access Admin Username: User name for the Access administrator account you created for Access integration.

- Access Admin Password

2 Click Register.

Ivanti Access is registered with lvanti Neurons for MDM and the following displays:

Figure 2. ivanti access registration

Admi )
o Mobilsiron Accass

Next steps

Configuring Ivanti Neurons for MDM in lvanti Access.
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Related topics

See the /vanti Neurons for MDM Guide for information about setting roles.
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5.1.2

Configuring Ivanti Tunnel in Ivanti Neurons for
"MDM

Ivanti Tunnel creates a secure connection between the managed device and Ivanti Access for authenticating users accessing

enterprise cloud resources.

Before you begin

Add a Certificate Authority and create an Identity Certificate setting in Ivanti Neurons for MDM.
o Add the Certificate Authority in Admin > Certificate Authority.

o Create an Identity Certificate setting in Configuration > Add > Identity Certificate.
For Certificate Distribution, select Dynamically Generated and for Source, select the certificate you configured in Admin >

Certificate Authority.

If you were using a Sentry profile to configure Ivanti Access in Ivanti Neurons for MDM, reconfigure your setup to use an
Access profile before deploying Ivanti Tunnel 3.1.0 for iOS through the most recently released version as supported by Ivanti.

To set up an Access profile, see Configuring Ivanti Access in Ivanti Neurons for MDM.

For Android enterprise, app configuration is done when adding the app to the UEM for distribution. The following procedure
applies to all supported OS except Android enterprise. However, configuration information provided in this procedure also
applies when you configure Android enterprise. For information on how to add lvanti Tunnel for Android enterprise to lvanti
Neurons for MDM, see the relevant section in the /vanti Tunne/ Guide.

If you are configuring Ivanti Tunnel for Android enterprise and using Access Profile only, lvanti recommends adding configuring

AllowedApplList to specify the apps for which authentication traffic goes through Ivanti Tunnel.

Procedure

10.

11.

12.

13.

14.

15.

.In Cloud, go to Configurations > +Add.

. Search for Ivanti Tunnel and click Ivanti Tunnel.

. Select the OS type for the configuration.

. Create a separate Ivanti Tunnel configuration for each OS type.

. Enter a name for the configuration.

. Select one of the following:

. Access Profile Only - Select if Ivanti Tunnel traffic goes only to Access.

. Sentry + Access Profile - Select if lvanti Tunnel VPN supports both traffic to Access for authentication to enterprise cloud

resources and through Standalone Sentry to on-premise enterprise resources. This option is available for iOS and Android only.

. If you selected Sentry + Access Profile for profile mode, select the Sentry profile and the iOS or Android service you created in

the Sentry profile.

For lvanti Tunnel for Android configuration, do the following:

For Client Cert. Alias, for Ivanti Tunnel for Android only, select the same certificate configuration you select for SCEP Identity.
For SCEP Identity, select the Identity Certificate configuration you created for Ivanti Tunnel.

For Ivanti Tunnel for Windows 10 configuration, do the following:

For SCEP Identity, select the Identity Certificate configuration you created for Ivanti Tunnel.

For Define Ivanti Tunnel App Settings, select Advanced.
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16. Enter the following key-value pairs:

Key Value
AppTriggerList/0/App/Id App Id that will trigger Ivanti Tunnel.
Example:

%PROGRAMFILES% (x86)\Google\Chrome\Application\chrome.exe

TrafficFilterList/0/App/Id App Id that will tunnel traffic through Ivanti Tunnel.
Example:
%PROGRAMFILES% (x86)\Google\Chrome\Application\chrome.exe

RouteList/0O/Address If your Cloud tenant is *.access-nal.mobileiron.com enter:
18.232.253.154
If your Cloud tenant is *access-eul.mobileiron.com enter:
18.194.253.44

RouteList/O/PrefixSize 32

TrafficFilterList/O/RoutingPolicyType SplitTunnel

RouteList/1/Address If your lvanti Neurons for MDM tenant is *.access-nal.mobileiron.com enter:
18.232.30.29

If your Ivanti Neurons for MDM tenant is *.access-eul.mobileiron.com enter:
18.194.99.243

RoutelList/1/PrefixSize 32

10. Leave all defaults as is and click Next.

If you are configuring lvanti Neurons for MDM and Ivanti Tunnel for Android enterprise and using Access Profile only, Ivanti
recommends adding configuring AllowedApplList to specify the apps for which authentication traffic goes through Ivanti Tunnel.

11. Select the distribution for the configuration and click Done.

12. In lvanti Access,

13. Navigate to the UEM tab.

14. Select the Ivanti Neurons for MDM UEM and click the Sync UEM button.

15. Enter the credentials and click Verify and Done.

This step is required to pull the lvanti Tunnel certificates from the UEM and established trust between lvanti Tunnel and lvanti
Access.

Next steps

1 Add Ivanti Tunnel to Ivanti Neurons for MDM. For information on how to add Ivanti Tunnel to Ivanti Neurons for MDM, see

the relevant section in the /vanti Tunnel Guide for the device OS.

2. Set up SP and IdP federated pairs.

See Service provider (SP) metadata and Identity provider (IdP) metadata.

Related topics

For more information about configuring and distributing lvanti Tunnel see the /vanti Tunnel Guide for the OS.
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Configuring Ivanti Neurons for MDM in Ivanti

5.1.3. ACCESS

You configure your Access tenant in Ivanti Neurons for MDM and verify the integration in Ivanti Access in the UEM tab.
Before you begin
Ensure the following:

* Your Ivanti Access tenant is configured in Ivanti Neurons for MDM. See Configuring Ivanti Access in lvanti Neurons for MDM

* You have the credentials for the Ivanti Neurons for MDM administrator account you will use to verify the connection from Ivanti
Access to Ivanti Neurons for MDM. Ivanti recommends creating a separate administrator account in Ivanti Neurons for MDM

that is specifically used for UEM integration with Access. Ensure that the account,
o is a single user, not an API user.

o has Access administrator, Common Platform Service (CPS), and Device Read Only roles.
Procedure
1. Click UEMon the left navigation pane in lvanti Access.
Figure 1. UEM tab

2. In UEMs tab, click Connect to Verify to complete the UEM registration process.
The Verify UEM Tenant window appears.

Figure 2. Verify UEM Tenant

3. Enter the following:
¢ UEM Username: User name for the lvanti Neurons for MDM administrator account you created for Access integration.

* UEM Password: Password for the administrator account.

The following status displays in Access based on the connection:

Status Description
Connected Ilvanti Access and Ivanti Neurons for MDM are connected.
Not Verified The Ivanti Neurons for MDM Credentials are not verified by Access. Enter the credentials to

complete the workflow.

Deregistered Ivanti Access is deregistered.
Unreachable Server is unable to connect to Ivanti Neurons for MDM.
Incorrect Password or The UEM permissions or password is incorrect.
Permissions

4. Click Verify.

5. Click Done.
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6. Select the host added and click Sync UEMin the right-pane.

This action fetches the Ivanti Tunnel profiles from UEM and pushes to gateway.
Next steps

Configure Ivanti Tunnel in Ivanti Neurons for MDM. See Configuring Ivanti Tunnel in lvanti Neurons for MDM.
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5.2. Overview of configuration with lvanti EPMM

Set up Ivanti EPMM integration with Ivanti Access configuration in the following order:

Configuring Ivanti Access in lvanti EPMM

Configuring lvanti Tunnel in lvanti EPMM

Configuring Ivanti EPMM in Ivanti Access
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5.2.1. Configuring Ivanti Access in lvanti EPMM

Configure Ivanti Access in Ivanti EPMM.

Before you begin

» Add a Certificate Enroliment setting in lvanti EPMM. You will upload the associated CA certificate in Access to establish

trust between lvanti Tunnel and lvanti Access.

For more information about Certificate Enroliment settings, see the /vanti EPMM Device Management Guide for your device

operating system. For Android enterprise, see the lvanti EPMM Device Management Guide for Android.

» Ensure that you have Manage Ivanti Access Integration and Common Platform Services (CPS) roles enabled in Ivanti EPMM. To

enable roles, in the Ivanti EPMM Admin Portal, go to Admin > Admins > select the administrator > click Actions > Edit Roles.
After updating roles, sign out and then sign in again to the Ivanti EPMM Admin Portal for the changes to take effect.

» Ensure that 2-step verification is turned off for the administrator in Access.

* Make a note of the URL for your Access instance, and the Access administrator username and password. The URL for your

Access instance is one of the following:

- https://access-nal.mobileiron.com

= https://access-eul.mobileiron.com

Figure 1. adding roles in ivanti epmm
Edit Rodes - miadmin x

v Mobdelion AcCess .
¥1 Manage Mebilalron Access Selected Permissions Avaikable Permissions

Integration

= Add, Edit and Delete Mobilziron Access

Integration
¥ Microsoft Graph
Edi Roke for Microson Gragh Selected Permissions Avaikable Permissions
View Role for Microsoft Geaph s Edil permssion for Microsoft Gragh
o Vigw parmisEon for MICrosoR Gragh
Creae of Cancel Wipe Request o Create/Cancel Wipe Request Permission
Other Roles.
View device feature usage data Selected Permissions Avvailable Permissions.
¢ Commen Platform Servces (CPS! « View user details using CPS o View gevice feature usage data
1 o View device details usng CPS * Modie App
¥ Conngctor « View metadata using CPS « Enforce single session
+» Send message fo device usng CPS * Migraton
¥l AP « Force device check-in using CPS
N + Update user custom atribule using CPS
Mobie Agp
o Upaate device Custom aTribute usng
== =
Procedure
1. In the Ivanti EPMM Admin Portal, go to Services > Access.

Figure 2. configure access
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Ivanti Access
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Connect to Ivanti Access
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e |
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2. Enter the following:
= Access Admin URL: URL for Access.
= Access Admin Username: Username for an Access administrator.
= Access Admin Password.

38 Click Register.

Access is registered with Ivanti EPMM.
Figure 3. access registration
(s

Next steps

Configure Ivanti Tunnel in Ivanti EPMM for Ivanti Access. See Configuring lvanti Tunnel in Ivanti EPMM.
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5.2.2. Configuring lvanti Tunnel in lvanti EPMM

Ivanti Tunnel creates a secure connection between the managed device and Ivanti Access for authenticating users accessing
enterprise cloud resources.

Before you begin

. Ensure that you have registered Ivanti Access with Ivanti EPMM.

D Ensure that you have added Ivanti Tunnel to lvanti EPMM.

For information on how to add Ivanti Tunnel to lvanti EPMM, see the relevant section in the /vanti Tunnel Guide for the device OS.

Procedure

1. In lvanti EPMM, go to Polices & Configs > Configurations.

2. Click Add New > VPN.

Figure 1. add ivanti tunnel vpn setting

38 For Connect Type, select the Ivanti Tunnel or Ivanti Tunne(Android).
Create a separate Ivanti Tunnel configuration for each OS type.

4. Enter a name for the configuration.
58 Select the check box for Enable Access.

6 For Identity Certificate, select the Certificate Enrollment configuration you created earlier to establish trust between

lvanti Tunnel and lvanti Access.

7. Click Save.

* The Enable Access setting is also available in the AppConnect App Configuration and Web@Work configuration. The setting
allows these apps to direct authentication traffic to Access. The setting is available only if Services > Access is configured in
the Ivanti EPMM Admin Portal. Otherwise, the setting is grayed out.

» Federated traffic from Docs@Work through Access is only supported with Ivanti Tunnel. However, using lvanti Tunnel to CIFs
services will fail. Federated traffic through AppTunnel and an Ivanti Access (without Standalone Sentry) deployment is not

supported for Docs@Work. Selecting Enable Access in the Docs@Work configuration does not have an impact.

* Google Apps (GApps) require Chrome to direct authentication traffic through lvanti Access.
Next steps

Configure Ivanti Access in Ivanti EPMM. See Configuring Ivanti EPMM in Ivanti Access.
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5.2.3. Configuring lvanti EPMM in Ivanti Access

The Ivanti EPMM with which Ivanti Access integrates is configured in the UEM tab in Ivanti Access.
' When lvanti EPMM is in maintenance, you must configure the load balancers to return 503, Service Unavailable.

Before you begin

« Ensure that you have completed the steps detailed in the following:

- Configuring Ivanti Access in Ivanti EPMM

= Configuring Ivanti Tunnel in lvanti EPMM

* Make a note of the following:

- FQDN for lvanti EPMM.

- The username and password for an administrator with Common Platform Services (CPS) and Device Read Only roles in
Ivanti EPMM.

- lvanti recommends creating a separate administrator account in lvanti EPMM that is specifically used for UEM integration

with Access.
Procedure
1. Click UEM on the left navigation pane in the Ivanti Access administrative portal.
The UEM panel with the host details appears.
2. Click Connect to Verify either in the UEM Username column or in the right hand panel.

The Verify UEM Tenant window appears.

Figure 1. Verify UEM Tenant

Verify UEM Tenant

Verify the user name and password for UEM

Host URL

hitps://na2 mobileiron_com/

UEM Usemame UEM Password
miadmin Password
3. Enter the following details:

- Host URL:The fully qualified domain name (FQDN) of Ivanti EPMM.

The field is automatically populated and not editable.
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- UEM Username: A user with Common Platform Services (CPS) and Device Read Only roles assigned in Ivanti EPMM.

- UEM Password

The following status is displayed in Ivanti Access based on the connection:

Status Description
Connected Access and lvanti EPMM are connected.
Not Verified The Ivanti EPMM Credentials are not verified by Access. Enter the credentials to complete the
workflow.
Deregistered Access is deregistered.
Unreachable Server is unable to connect to Ivanti EPMM.
Incorrect Password or The UEM permissions or password is incorrect.
Permissions
4. Click Verify.

The Ivanti Tunnel certificate is pulled and establishes trust between lvanti Tunnel and lvanti Access.

51 Click Done.

Next steps

Set up SP and IdP federated pairs. See Federated Pairs.
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5.3. Deregistering Ivanti Access from UEM

To stop using Ivanti Access with UEM, deregister the Access profile configured in the UEM and delete the UEM in lvanti Access.

Deregistering the Access profile in UEM and deleting the UEM in Access can be done in any order. It is, however, important to
do both.

Before you begin

o Ensure that the Access profile in UEM is no longer in use and that there is no data associated with the profile. This

means that Enable Access is disabled in any lavnti Tunnel VPN profile, AppConnect App Configuration, Docs@Work, or

Web@Work configuration.
Procedure
1. In the UEM, navigate to the Access profile.

In the lvanti EPMM Admin Portal, go to Services > Access.

In lvanti Neurons for MDM, go to Admin > Infrastructure > Access.

2. Click Deregister to remove the Access profile.

A Deregister Access Profile window displays.

3.  Depending on your UEM, click Confirm or Deregister Access Profile to deregister.

Enter the Access Admin Username and Password to deregister.

4. In the Access administrative portal, click UEM.

59 Click Deletein the right panel to remove UEM.

The Delete UEM window appears.

6. Click Delete UEM.

UEM is removed from lvanti Access.
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6. Set up Ivanti Access + Standalone Sentry

In Access + Standalone Sentry deployment, Access gets device posture and compliance information from Standalone Sentry. To

make Standalone Sentry known to Access, register Standalone Sentry to Access, then assign the Sentry to the Access profile.

Standalone Sentry registration and setup is not applicable to a Access (as a service) deployment. Skip this section if you are

deploying Access (as a service).

Overview of steps to set up Ivanti Access + Standalone Sentry

The following describe the tasks to set up lvanti Access + Standalone Sentry:

Adding a profile

Registering a Standalone Sentry

Assigning Standalone Sentry to a profile
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6.1. Adding a profile

If you selected Ivanti Access + Standalone Sentry, the Add Profile screen appears. Use the Profile page to create a profile for lvanti

Access and set up Ivanti Access + Standalone Sentry.

Before you begin

* The certificate must be signed by a trusted third-party CA, and must have its associated private key as part of the PKCS 12 file.

* The certificate must comply with security requirements. See Error conditions for SSL certificate. For more information about
error conditions, see Adding a profile . If the SSL certificate does not comply with the security requirements, then the following

error displays.

* Associate the SSL certificate with the Sentry second hostname.
Procedure

1. For Hostname, enter the second hostname for the Standalone Sentry.

The second hostname will be associated with lvanti Access.
Figure 1. Configure hostname
«— Back to list

Add a Profile  cancel

Add a profile

Configure hostname and ssl certificate
@ Configure Hostname

2 Configure Certificate Hostname Config

Provide the hostname which needs to match the SSL certificate which will be uploaded on
next screen. This is the second DNS name for Sentry which is used for Access.

Hostname

yourcompany.coi

2. Click on Next.

Figure 2. Configure certificate

3. Click Add new certificate to upload the SSL certificate associated with the second hostname.

Figure 3. add new certificate

4. For Certificate Name, enter a name by which you can identify the certificate.

5 For Certificate Password, enter the password required to open the certificate.
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6. Click Choose File to navigate to the location of the certificate file or drag and drop the certificate file.

7. Click Add SSL Certificate to complete the process of adding the certificate.

8. Click Done to complete the profile setup.

Figure 4. Complete profile setup

App and Device Identity Trust

LS

o Devie o ldenkty Trust Enabied Q App ldertty Trast Enabied

s | rns

s

Bk Sate |08 Uar Apent Al
" o) S nry—

Bioeh bniwonet Exphiarer Liww Ager l I |
w]

Ensure Cloud Services are Ensure Cloud Services are accessed
accessed only from devices you trust only from mobile apps you trust with
with good security posture, DLP controls enabled.
Device Trust is enabled for App trust s established when connecting with
Mobilelron registered devices Mobilelron Tunnel (per App VPN) or AppTunnel,

9. Click Continue to view the profile in the Overview page.

You will now have created a profile. You can now add a cloud service provider (SP) and identity provider (IdP) federated pair to this

profile.
Next steps

Register a Standalone Sentry to Ivanti Access. See Registering a Standalone Sentry.

Related topics

See Federated Pairs for information about adding an SP and an IdP federated pair.

Error conditions for SSL certificate

The SSL certificate you upload to the Sentry profile must meet the security requirements from Apple. If the certificate does not
meet the security requirements the system displays error messages. Ivanti Access checks for the following error conditions:

» SHA-1 server certificate or issuing authority detected.

« Server certificate or issuing authority contains RSA key size less than 2048 bits.

» Server certificate does not contain DNS name of the server in the Subject Alternative Name extension.
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The following conditions are applicable only if the server certificate is issued after July 1, 2019 as indicated in the certificate. For
more information, see the requirements provided by Apple: https://support.apple.com/en-us/HT210176

* Server certificate does not contain an ExtendedKeyUsage (EKU) extension containing the id-kp-serverAuth OID.

* TLS server certificates have validity period of more than 825 days.
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6.2. Registering a Standalone Sentry

Use the Standalone Sentry command line interface (CLI) to register Standalone Sentry to lvanti Access.

Procedure
1. SSH to Standalone Sentry.
2. Log in as an administrator.
3. Enter the following commands:
Enable

Configure terminal

accs registration <tenant url> <user>.

<tenant url>: The tenant URL you received in the welcome email.
Do not use /cms in the tenant url.

<user>: The local admin email for Ivanti Access you received in the welcome email.

You will be prompted to enter the tenant admin password. This is the admin password your received in the welcome email.

End

Show accs registration

Example of Standalone Sentry registration to Ivanti Access
The following example shows the CLI and output for registering Standalone Sentry to Ivanti Access.
Last login: Fri Feb 19 16:58:43 2016 from 10.10.15.2

3k sk >k 3k ok 3k ok ok 3k ok ok sk ok 3k ok 3k sk >k 3k ok ok sk ok 3k ok ok sk ok 3k ok ok sk ok k sk ok sk ok 3k sk ok ok ok 3k sk >k sk ok ok sk ok sk ok k ok ok ok ok k k-

* Sentry CLI *

* %

3k sk sk ok ok ok ok ok ok sk ok ok ok ok ok ok sk ok ok ok ok ok ok sk ok ok ok ok ok ok ke sk ok ok ok ok ok ok k ok ok ok ok ok ok ok ok ok ok ok sk sk ok ok ok ok ok sk sk ok

Welcome miadmin it is Tue Feb 23 22:24:51 UTC 2016
sentry@mycompany.com> enable

Password:

sentry@mycompany.com# configure terminal

Enter configuration commands, one per line.

sentry@mycompany.com/config# accs registration https://access-nal.mobileiron.com foo@example.com
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Enter password for user "foo@example.com":
Registration succeeded. Details:

"tenantURL" : "https://access-nal.mobileiron.com",
"tenantUsername" : "foo@example.com",
"registrationTimeMs" : 1456267371581,

"crtUuid" : "17592186044416",

"crtUsername" : "17592186044416"

}

sentry@mycompany.com/config# end
sentry@mycompany.com# show accs registration
{

"tenantURL" : "https://access-nal.mobileiron.com",
"tenantUsername" : "foo@example.com",
"registrationTimeMs" : 1456267371581,

"crtUuid" : "17592186044416",

"crtUsername" : "17592186044416"
}sentry@mycompany.com#

Next steps

Assign the Standalone Sentry to a profile. See Assigning Standalone Sentry to a profile.

Related topics

Example of Standalone Sentry registration to lvanti Access
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6.3. Viewing Standalone Sentry information

You can view the Standalone Sentry information that you have added in Access. The registered Standalone Sentry checks-in every
fifteen minutes to lvanti Access. When Sentry does not check-in, authentication failures to cloud service providers might occur.
When Sentry does not check-in for an hour, lvanti Access displays an alert in the Sentry tab to resolve the issues. The administrator
is also notified with an email every 30 minutes for 24 hours to diagnose the issues and resolve the check-in issue. The email

notification is stopped after 24 hours.

If the Standalone Sentry that was registered to Access is no longer in use, unassign the Standalone Sentry from the profile to

stop getting alerts.

Procedure
1. Click Sentry in the left navigation pane of Access administrative portal after you have registered the Standalone Sentry.

You can now assign the Standalone Sentry to a profile.

The Supported versions of Standalone Sentry are also listed on this page.

2. Enter the administrator's password to assign the Standalone Sentry to a profile.

3 To view the detailed report of the Standalone Sentry that you have added, select the appropriate Sentry. The detailed
report displays on the right pane.

Report Description

Overview The Overview section provides the following information:
« ID
* Status

e Last Activity Time

* Registration Time

Inventory The Inventory report provides the following information:

* Hostname

* Machine Size

* Product Version

¢ Fips Enabled

* Portal Url

e Service Start Time
* UEM Hostname

* UEM Server Type
Configuration The Configuration report provides information about the status of the Sentry configuration.

Registration The Registration report provides information about the status of Sentry registration.
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6.4. Standalone Sentry actions

You can take the following actions on a Standalone Sentry:
. Assign the Standalone Sentry to a profile.

* Unassign the Standalone Sentry to a profile.

¢ Delete the Standalone Sentry.

Assigning Standalone Sentry to a profile

Assigning Standalone Sentry to Ivanti Access profile allows Access to get device posture and compliance information from that

Standalone Sentry.

Procedure

1. In the Sentry page, select the Standalone Sentry.

2. Click Actions >Assign to assign the Standalone Sentry to the profile.

The Standalone Sentry Status displays as Profile Assigned.

Figure 1. sentry profile assigned

1 sanlry ACTIONS -

Unassigning Standalone Sentry from a profile

Unassign Standalone Sentry if it is no longer in use.

Procedure

1. In the Sentry page, select the Standalone Sentry.

2. Click Actions > Unassign to unassign the Standalone Sentry to the profile.

The Standalone Sentry Statusdisplays as Profile Unassigned.

Deleting a Standalone Sentry

When you delete a Standalone Sentry, it will be unregistered when the Standalone Sentry syncs with the Ivanti Access

administrative portal.
Before you begin

Unassign the Standalone Sentry from an lvanti Access profile. See Unassigning Standalone Sentry from a profile.

Procedure
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1. In the Sentry page, select the Standalone Sentry.
2. Click Actions > Delete.
& Click on Delete Sentry.

The Standalone Sentry will no longer be listed in the Sentry page.

The Standalone Sentry will be unregistered when it next syncs with the Ivanti Access administrative portal.
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6.5. Profile overview

The Profile > Overview page provides an overview of the steps to enable access control for cloud services.

If you have an Ivanti Access + Standalone Sentry deployment, the page also provides a snapshot of Standalone Sentry under Profile
Details. You can edit the hostname and SSL certificates from the Overview page.

A profile is a set of configurations that can be assigned to a Standalone Sentry. It consists of a single hosthame and its SSL
configuration, IdP and SP proxy pairs, and conditional rules that control access to the IdP and SP proxy pairs. You can have multiple

IdP and SP proxy pairs and conditional rules in the profile.

For Ivanti Access + Standalone Sentry, you can assign a profile to multiple Standalone Sentry.

Editing the profile
The edit function allows you to update the Standalone Sentry second hostname and SSL certificate for Ivanti Access.
Procedure
1. In Profile Details, click the text box to edit the details.
Iltem Description Default
Hostname The second hostname for Standalone Sentry. The second hostname is associated Hostname entered during
with Access on Standalone Sentry. initial setup.
SSL The SSL certificate for lvanti Access. Certificate uploaded during
Certificate Select from the drop down list. initial setup
Alias
Add new Click to add a new SSL certificate.
certificate
2. Click B8 to save the changes or E to cancel.

The changes are applied when the Standalone Sentry syncs with the lvanti Access administrative portal.
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7. Federated Pairs

Ivanti Access acts as a proxy between the service provider (SP) and identity provider (IdP). In a federated pair set up, lvanti Access
appears as a service provider (SP) to your identity provider (IdP) and as an IdP to your SP. A federated pair is the original IdP and SP

pair for which Access is used as the proxy.

This following describes the steps required to set up a three-way trust between the SP, IdP, and Access and contains the following:
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7.1. Configuring federated pairs

A federated pair is the identity provider (IdP) and service provider (SP) pair for which lvanti Access is used as the intermediary.

Federated pairs are configured in Federated Pairs. The Federated Pairs link in the left navigation pane changes to Federation if

delegated IdP is enabled.

Before you begin

Before you configure a federated pair, ensure the following:

1.

You have an existing federated authentication setup, using SAML or WS-Fed, between the cloud service provider (SP) and the
identity provider (IdP).

. The existing federated authentication setup between the SP and IdP works without lvanti Access in the path.

. You have the SP and IdP metadata.

o For instructions on getting cloud service provider (SP) metadata see the following Knowledge Base article

How do | access Service Provider (SP) metadata?

o For instructions on getting identity provider metadata see the Knowledge Base article at
How do | access Identity Provider (IdP) metadata?

Microsoft Azure Active Directory as an IdP is qualified only with Salesforce (SP) and G Suite (SP).
Microsoft Azure Active Directory as an IdP is not supported with Office 365 (SP).

G Suite as an IdP is qualified only with Salesforce (SP) and Facebook Workplace (SP).

G Suite as an IdP is not supported with Office 365 (SP).

OnelLogin as an IdP is not supported with Office 365 (SP).

WebEx as an SP is qualified only with Microsoft ADFS (IdP) and Okta (IdP).

For Office 365 Using WS-Federation only the following IdP are supported: Microsof ADFS and Ping Identity.

Procedure

.In the lvanti Access administration portal, go to Profile > Federated Pairs.

. Click +Add New Pair.

The set of supported cloud service providers displays.

. Click the appropriate service provider to configure service provider settings.

To add a service provider that is not listed, select either Custom SAML Service Provider or Custom WS-Federation Service
Provider.

Concur is a compatible app. Concur as a service provider is tested only with Okta and Microsoft ADFS.

. Enter the requested information for the service provider.

The requested information includes the signing certificate, encryption certificate for SAML assertions, service provider
metadata, checkbox to validate signature for authentication requests sent by service provider, and the option to configure
single sign-on (SSO).

If you had previously uploaded signing certificates, select the certificate from the Signing Certificate drop-down list. lvanti also

provides a default signing certificate, which is also available in the drop-down list.

o Previously, the service provider signing certificates existed but were not validated and user could log in to the service
provider regardless of the signing certificate status. Now, a checkbox is introduced to validate the service provider

signature and log an error in the Reports > Access. For the existing federated pairs, the checkbox is disabled and for the
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new federated pairs, it is enabled by default. This field is supported for Salesforce and Custom SAML service provider
only.

o When configuring a Federated Pair, the checkbox labeled "Validate signature for authentication requests" should be
enabled. For backward compatibility, this option is unchecked for the existing pairs. Ensure that the SP/IdP metadata is
updated and enable the checkbox.

5. Click Next.
The set of supported identity providers displays.

6. Click the appropriate identity provider to configure identity provider settings.

7. Enter the requested information.

The requested information includes the signing certificate and the identity provider metadata.
8. Click Done to complete the federated pair configuration.
9. Click OK in the Federated Pairs Setup is Complete message.

The new pair is displayed on the Federated Pairs tab in Access.

You can also edit a federated pair. On the Federation page, click # for the federated pair that you want to edit. When editing a
federated pair, you can switch from add metadata URL to upload metadata or vice versa or only provide the metadata URL for the
federated pair.

Related topics

* Signing certificates

» Generating a signing certificate in lvanti Access

» Service provider (SP) metadata

« Configuring Mobile App Single Sign-on (SSO)

¢ |IdP initiated login

* SAML response signature

« Identity provider (IdP) metadata

» Office 365 settings

« For more information on configuring federated pairs, see lvanti Access cookbooks.

Next steps

1. Publish the profile.
See Publishing a profile.

2. Upload metadata from Access to SP and IdP.
See Uploading proxy metadata.

3. Verify traffic flow.
See Verifying traffic flow.
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7.2. Use Cases for distinctive deployments

Some customers have distinctive deployment scenarios with custom service provider and identity providers. This section lists some

of the use cases that are distinctive and can serve a requirement in other deployments.

Jabber and Ivanti Access

An lvanti EPMM user can leverage Access to provide Zero Sign-on or conditional access for a Jabber client. Jabber can be used to
protect messaging and calling voice data requirements. This deployment uses M| Packet Ivanti Tunnel for Jabber (service provider)

and Ping Federate (identity provider) with Access.

For more information on MI Packet Ivanti Tunnel and Ivanti Access deployment, see the KB article.
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7.3. Signing certificates

Ivanti Access uses standard PKI to sign authentication requests and assertions used for federation. A default signing certificate is
created for every Access instance. If you do not want to use the default certificate, you can generate a new signing certificate in the
Ivanti Access administrative portal or add a PKCS 12 file containing a certificate and private key to use for signing federation

messages.

* Adding a signing certificate in lvanti Access

* Generating a signing certificate in lvanti Access

SSL certificates should not be used in lieu of the signing certificate. This use case is not supported.

You can use the same signing certificate for the SP as well as the IdP.

Adding a signing certificate in Ivanti Access
The following provides the steps for adding a signing certificate in Access.
Before you begin
» Ensure that you have a PKCS 12 format file (.PFX or .P12) that contains your signing certificate and corresponding private key.

Procedure

1. Inthe service provider or identity provider configuration, click Advanced Options.
2. Click Add a new certificate.
3. Enter the following information:

Iltem Description

Certificate Name Enter an identifying name for the signing certificate.

Certificate Password Enter the password for the signing certificate.

Choose File Click to navigate to the location of the certificate or drag and drop the certificate to this location.

4. Click Add Signing Certificate to add the signing certificates.

The certificate is available to select from the Signing Certificate drop-down list.

The certificate is also listed in the Access Certificates tab.

Generating a signhing certificate in lvanti Access
The following provides the steps for generating a signing certificate in lvanti Access.

Procedure

1. Inthe service provider or identity provider configuration, click Advanced Options.

2. Click Generate certificate to generate and add the signing certificate.
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& For Certificate Name, enter a name to identify the signing certificate.

4. Click Generate Signing Certificate.

The Certificate Name displays in the Signing Certificate drop-down list.

The certificate is also listed in the Access Certificates tab.
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7.4. Service provider (SP) metadata

When a federated pair uses SP metadata URL, metadata is monitored. Ivanti Access monitors SP metadata present in the system
with the metadata at the URL. Metadata monitoring occurs every 24 hours. The fields such as Entity ID, ACS URL, and Signing cert

pem are monitored and evaluated for changes.

Use one of the options described in the following table to upload SP metadata to Access. When any changes are detected across
any of these fields between metadata present in the system and the metadata at the URL, Access raises an alert with an email to all
the administrators. It also displays an alert in the Ivanti Access portal. The administrator then uses the sync metadata option to
update the federated pair with these changes.

Ivanti Access verifies the validity of the service provider metadata certificate file and sends email notifications. For more

information, see Certificate expiry notifications.

If the SP certificate expires, your device end users will not be able to authenticate and access corporate services federated through

Ivanti Access admin portal.
The following table describes the options for uploading service provider (SP) metadata.

Option Description

Upload  Click Choose File to navigate to the metadata file to add or drag and drop the file.
Metadat The metadata file automatically populates the data Access.

a

Add Enter the following information:
Metadat * Entity ID

a

* Assertion Consumer Service URL

Click Add New to add multiple Assertion Consumer Service (ACS) URLs. The option to add multiple ACS URLs is
available for Custom SAML SP and Custom WS-Fed SP only. For more information about multiple ACS URLs, see

Assertion Consumer Service (ACS) URLs.

Select Auth requests signed to enter a Base64 Encoded Cert.
Use the Add Metadata option to add metadata for G Suite. For more information, see Metadata for G Suite.

Metadat Enter the metadata URL.
a URL If there are changes to the metadata on the SP at the configured URL, Ivanti Access sends an email notification to the
Access administrator.
In Access > Federated Pairs, the following alert message displays for the federated pair:
SP metadata has changed.
For the federated pair, click Actions > Sync SP metadata to update the metadata file in Ivanti Access.
An email notification is sent to the lvanti Access administrator after the sync.

Assertion Consumer Service (ACS) URLs

Configure Assertion Consumer Service (ACS) URLs if you want to configure multiple destinations for the service provider (SP). For
example, you may want your sales and customer support teams to go to separate locations on the service. Based on the intended
destination, the SP encodes a different ACS URL in the authentication request. Access directs traffic to the ACS URL in the
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Authentication Request if it matches the ACS URL configured in Access. If an ACS URL is not provided in the Authentication Request
or the ACS URL does not match the ACS URL configured in Access, the traffic goes to the default destination.

The option to add multiple ACS URLs is available for only for Custom SAML SP and Custom WS-Fed SP only.

Metadata for G Suite

G-Suite does not provide a metadata file, therefore, for G Suite, select the Add Metadata option to add the service provider

metadata to Ivanti Access. Enter the following:

* Entity ID: google.com/a/

» Assertion Consumer Service URL: https://www.google.com/a//acs

For Pingldentity only, select the check box for Auth requests signed. In the Base 64 Encoded Cert text box, paste the Base 64
Encoded Cert from Pingldentity.

See also, the Knowledge Base article.
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7.5. IdP initiated login

The Enable IdP initiated login for this SP option is available for configuration for custom service providers (SP) only. However, the
option is enabled by default for Concur SP. The option is disabled for all other SPs.

Select the Enable IDP initiated login for this SP option if your service provider redirects to the IdP login page, instead of sending a
SAML AuthnRequest to the IdP.

Enabling IdP initiated login lets Access expose an IdP URL that generates a SAML request to the original IdP. However, if the Use
Ivanti Tunnel Certificate for SSO option is also enabled, Access generates a SAML response to the SP based on the user’s lvanti

Tunnel certificate.
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7.6. SAML response signature

The ability to choose the SAML response signature is available for custom service providers (SP) only.

This option is available for service providers that require the SAML Response to be signed instead of signing the SAML Assertion

inside the SAML Response.

The Sign Assertion option is selected by default. You can select the Sign Response option if appropriate.

SAML Responses received by Ivanti Access must always have the Assertion signed. However, the Response must not be

signed.
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7.7. Encrypting SAML assertions

Enabling encryption of SAML assertions adds another layer of security. Enable this feature in a mobile app single sign-on setup if
the SP supports SAML assertion decryption. The SAML assertions are encrypted such that the assertions can be decrypted only
with the private keys held by the service provider.
* Encryption of SAML assertions is disabled by default.
* Responses can be signed while carrying a signed encrypted Assertion, but the Response itself is not encrypted.
» Do not use the signing certificate for encrypting SAML assertions and vice-versa.
* The following service providers (SP) support encryption of SAML assertions:
o Salesforce
o Custom SAML Service Provider
o Custom WS-Federation Service Provider
» A default certificate for encryption is automatically available in your Ivanti Access tenant.
» Enabling SAML assertion encryption, enables additional options for Native Mobile Application Single Sign-On (SSO). These
options allow you select the data encryption algorithm and the key transport algorithm for single sign-on.

Before you begin

See Configuring Mobile App Single Sign-on (SSO)for information about setting up single sign-on.

Procedure

1 Inthe service provider configuration for Salesforce, Custom WS-Federation Service Provider or for Custom SAML

Service Provider, go to Encryption Certificate.

2. Click the check box for Encrypt SAML assertion.
The default encryption certificate is automatically selected.

3. (Optional) To use a different certificate than the default certificate, do one of the following:
- select a certificate from the drop-down list.

- click Generate certificate or Add new certificate.

Adding a new certificate for SAML assertion encryption
The following provides the steps for adding a new certificate for SAML assertion encryption.
Before you begin
» Ensure that you have a PKCS 12 format file (.PFX or .P12) that contains the certificate and corresponding private key.
Procedure

1. In the service provider (SP) configuration, in the Encryption Certificate section, click Add new certificate.

2. Enter the following information:
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Item

Certificate Name

Certificate
Password

Choose File

Description
Enter an identifying name for the encryption certificate.

Enter the password for the encryption certificate.

Click to navigate to the location of the encryption certificate or drag and drop the certificate to this

location.

3. Click Add Encryption Certificate to add the new certificate.

The certificate is now available to select from the drop-down list.

The certificate is also listed in Profile >Access Certificates.

Generating a certificate for SAML assertion encryption

The following provides the steps for generating a certificate for SAML assertion encryption.

Procedure

1. In the service provider (SP) configuration, in the Encryption Certificate section, click Generate certificate.

2. For Certificate Name, enter a name to identify the certificate.

3. Click Generate Encryption Certificate.

The certificate is now available to select from the drop-down list.

The certificate is also listed in Profile > Access Certificates.

Related topics

D Adding a new certificate for SAML assertion encryption

* Generating a certificate for SAML assertion encryption
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7.8. Identity provider (IdP) metadata

When a federated pair uses |[dP metadata URL, metadata is monitored. Ivanti Access monitors IdP metadata present in the system
with the metadata at the URL. Metadata monitoring occurs every 24 hours. The fields such as Entity ID, Redirect SSO URL, Post

SSO URL, and Signing cert pem are monitored and evaluated for changes.

Use one of the options described in the following table to upload IdP metadata to Ivanti Access. When any changes are detected
across any of these fields between metadata present in the system and the metadata at the URL, Access raises an alert with an
email to all the administrators. It also displays an alert in the Ivanti Access portal. The administrator then uses the sync metadata
option to update the federated pair with these changes.

Use one of the options described in the following table to upload IdP metadata to Ivanti Access.

Ivanti Access verifies the validity of the identity provider metadata certificate file and sends email notifications. For more

information, see Certificate expiry notifications.

If the IdP certificate expires, your device end users will not be able to authenticate and access corporate services federated through

Access admin portal.

Option Description

Upload Click Choose File to navigate to the metadata file to add or drag and drop the file.
Metadata The metadata file automatically populates the data in lvanti Access.

Add Enter the following information:

Metadata e Entity ID

¢ Post SSO URL
¢ Redirect SSO URL

* Base64 Encoded Cert

Metadata Enter the metadata URL.
URL For ADFS, enter the metadata URL for the ADFS server in the following format:
https://<ADFS DOMAIN NAME>[FederationMetadata/2007-06/FederationMetadata.xml.
If the ADFS server is internal, expose the URL through the firewall.
If there are changes to the metadata on the IDP at the configured URL, lvanti Access sends an email notification
to the lvanti Access administrator.
In Access > Federated Pairs, the following alert message displays for the federated pair:
IDP metadata has changed.
For the federated pair, click Actions> Sync IDP metadata to update the metadata file in Ivanti Access.

An email notification is sent to the lvanti Access administrator after the sync.

About Microsoft ADFS metadata

For a SAML pair configured with Microsoft ADFS, you can upload the metadata, configure a metadata URL, or add the metadata.
Changing the initial configuration of the metadata to a different form depends on how you configured the metadata initially. The

following table describes the initially configured form and the forms to which it can be modified.
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Initial SAML pair configuration Can be modified to

using
Upload metadata Metadata URL.
However, it cannot be modified to Add Metadata.
Metadata URL Upload Metadata.
The existing URL configuration is overridden by the uploaded metadata, and the URL is no
longer tracker.
The metadata configuration cannot be modified to Add Metadata.
Add Metadata Cannot be modified to other options.
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7.9. Office 365 settings

Office 365 is configured using either WS-Federation or SAML federation authentication protocols. Select one of the following

service provider options in the Choose Service Provider page to configure Office 365 settings:

» Office 365 Using SAML

« Office 365 Using WS-Federation

Figure 1. Choose service provider
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The following describes the settings specific to Office 365 as the service provider:

» Office 365 settings using SAML authentication

« Office 365 settings using WS-Federation authentication

* PowerShell commands for Office 365

« Backup and restore Office 365 federation settings

¢ Multi-domain issuer

* Active Logon Policy for Office 365

Office 365 settings using SAML authentication

The following describes the additional Office 365 settings available for configuration if your service provider is Office 365 Using

SAML. These settings are available in the IdP configuration page:

» ECP Backend Type: Select from the drop-down list. Specifies the ECP backend type to connect to the IdP.

* Federated Domain: Enter the value for Office 365.

Example: mycompany.com.

» Active Logon Settings: Enter the Active Logon URL in the text box for Original IDP Active Logon URL. The Active Logon URL
varies depending on the ECP backend type and the IdP. If your IdP is Microsoft ADFS, the Original IDP Active Logon URL text
box is pre-populated with the Active Logon URL. Update the URL with the correct ADFS domain.
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o Example for ADFS using ECP WS-Trust 1.3:
https://<FQDN of the ADFS server>/adfs/services/trust/13/usernamemixed.

o Example for ADFS using WS-Trust2005:
https://<FQDN of the ADFS server>/adfs/services/trust/2005/usernamemixed

Figure 2. IdP settings for Office 365 as the service provider using SAML
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Office 365 settings using WS-Federation authentication

The following describes the additional Office 365 settings available for configuration if your service provider is Office 365 Using
WS-Federation.

The option to enable multiple federated domains is available in the Office 365 service provider configuration page.

* Support Multiple Domains: Select the check box to enable multiple federated domains to use the same federated pair in lvanti

Access.
The options to configure MEX metadata and the Active Logon URL are available in the IdP configuration page.

MEX metadata and Active Logon URL expose SOAP Web Service endpoints and define how other endpoints interact with the SOAP
Web Service endpoints. Ivanti Access publishes MEX metadata based on the MEX metadata configuration provided by the original
IdP. Access only exposes the endpoints that are supported and configured in the MEX metadata of the original IdP. Only WS-Trust
1.3 and WS-Trust 2005 protocols for usernamemixed are supported. Configuring MEX metadata allows for support for applications
such as Microsoft Dynamics 365 and Microsoft SQL Server. In addition, Windows Transport endpoint is supported with Ivanti

Access + Standalone Sentry deployments only.

For more information about enabling Windows Transport endpoints see Azure Hybrid Domain-Join with lvanti Access.

Select one of the following methods to provide the MEX metadata configuration from the original IdP:
* Enable Mex Metadata: Select the check box to provide metadata configuration from the original IdP. Choose one of the
following:

o MEX metadata URL: Enter the URL for the MEX metadata for the original IdP.
Example for ADFS MEX Metadata URL : https://<FQDN of the ADFS server>/adfs/services/trust/mex
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Note: Federation metadata import through URL might fail if the server does not present certificate chain issued by trusted
certificate authorities. For the MEX metadata URL, the corresponding server must present full certificate chain issued by
trusted certificate authority.

o Upload MEX metadata: Upload the MEX metadata file from the original IdP.

Deselect the check box to disable MEX metadata.

* Enable Active Logon URL: Select the check box to enable Active Logon URL. Enter the Active Authentication URL for the
original IdP. You enable Active Logon URL to handle Active Auth traffic. This is required for applications, such as some email
applications, that support only active authentication. lvanti Access exposes only WS-Trust 2005 usernamemixed endpoints. If
your IdP is Microsoft ADFS, the Original IDP Active Logon URL text box is pre-populated with the Active Logon URL. Update the
URL with the correct ADFS domain.

Example:
https://<FQDN of the ADFS server>/adfs/services/trust/2005/usernamemixed

Deselect the check box to disable Active Logon URL.

Native iOS clients, Android email clients, and Email+ use active authentication.

See also Active Logon Policy for Office 365.

Figure 3. Office 365 settings using WS-Federation authentication
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Authentication with Microsoft PowerShell commands

Ivanti Access supports the use of Microsoft PowerShell commands, such as Connect-MgGraph and Connect-SPOService, to get
authorization tokens to authenticate endpoints with Azure ID. This support allows administrators to set up authentication for service

provider (SP) accounts that belong to a federated domain.
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» PowerShell commands, such as Connect-SPOService, are ActiveAuth transactions. Therefore, ensure that an Active Logon

Policy is applied. Otherwise, the ActiveAuth traffic is bypassed and no rules are evaluated.

* Ensure that the latest version of Microsoft Graph PowerShell SDK is installed when running PowerShell scripts from lvanti
Access pair for setting up Office 365.

For Ivanti Access + Standalone Sentry deployments, the feature is not enabled by default. The feature is enabled using command
line interface (CLI) commands in Standalone Sentry. The commands are available in Standalone Sentry 9.6.0 through the latest

version as supported by lvanti.

Do not enable the feature on a Standalone Sentry that is configured for ActiveSync. The feature is not supported on a

Standalone Sentry that is configured for ActiveSync.
To enable the feature in Ivanti Access + Standalone Sentry deployments, enter the following command in Standalone Sentry
command line interface (CLI) in CONFIG mode:
config# debug sentry ignore-line-breaks true

To disable the feature in Ivanti Access + Standalone Sentry deployments, enter the following command in Standalone Sentry
command line interface (CLI) in CONFIG mode:

config# debug sentry ignore-line-breaks false

Restart the Standalone Sentry service for the configuration changes to take effect. To restart Standalone Sentry service, enter the
following command in EXEC PRIVELEGE mode:

sentry# service tomcat restart

The 'service tomcat restart' may impact traffic.

Would you like to proceed? {yes|[no]} : yes

To view whether the feature is enabled or not in Standalone Sentry, enter the following show command in EXEC PRIVELEGE mode:
sentry# show sentry ignore-line-breaks

org.apache.xml.security.ignoreLineBreaks: false

» False indicates that the feature is disabled.

» True indicates that hte feature is enabled.

PowerShell commands for Office 365

The commands to federate Azure AD with Ivanti Access are provided as a PowerShell batch script, which can be downloaded from
the lvanti Access administrative portal. After you create a federated pair with Office 365 in Access, the link to download the

PowerShell batch script becomes available in the federated pair listing in Profile > Federated pairs.

Ensure that the latest version of Microsoft Graph PowerShell SDK is installed when running PowerShell scripts from lvanti
Access pair for setting up Office 365.

To use the PowerShell commands, download the PowerShell script and run the script in PowerShell with the following command:

script_name.ps1-domain mydomain.com
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In the above command:

¢ script_name is the name of the downloaded PowerShell script.

* mydomain.com is the Microsoft Azure AD domain.
Ensure that you have PowerShell Administrator permissions.

Figure 4. Download PowerShell commands

Backup and restore Office 365 federation settings

To backup and restore the Office 365 federation settings, see Back up and restore Office 365 settings.

Multi-domain issuer

If you are federating using the WS-Federation protocol, you can use the same federated pair for multiple AD domains suffixes that
federate with the same Office 365 tenant.

In cases where multi-domain issuer is enabled, lvanti Access composes the multi-domain issuer from the domain in the UPN. If the
UPN domain is the sub domain, the issuer will not match with the root domain issuer in Azure AD. Configure the attribute
AzureDomain in the ADFS, if you have a domain forest (multiple ADs joined in the forest). In such cases, the issuer URI suffix is

derived from the value of the attribute name AzureDomain in the assertion from the original IdP.
For ADFS 3.0, to add the AzureDomain attribute, add the following claim rules to the relying party trust:

* Query DistinGuishedName from AD

e c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer == "AD AUTHORITY"]
=> add(store = "Active Directory", types = ("http://somedomain.com/phasel"), query = ";DistinGuishedName;", param =
c.Value);

Parse DistinGuishedName to compose root domain

e c:[Type == "http://[somedomain.com/phasel"]
=> add(Type = "http://somedomain.com/phase2", Value = RegExReplace(c.Value, "*(?:.*?)DC=(?<domain1>[*'DC']*),DC=(?
<domain0>[*'DC']*)$", "$.$"));
Issue root domain and AzureDomain attribute
c:[Type == "http://somedomain.com/phase2"]

=> issue(Type = "http://schemas.xmlsoap.org/claims/AzureDomain", Value = c.Value);
For ADFS 4.0, to add the AzureDomain attribute, add the following claim rules to the relying party trust:

* Query DistinguishedName from AD

» c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> add(store = "Active Directory", types = ("http://somedomain.com/phasel"), query = ";distinguishedName;", param =
c.Value);

Parse DistinguishedName to compose root domain

e c:[Type == "http://somedomain.com/phasel"]
=> add(Type = "http://somedomain.com/phase2", Value = RegExReplace(c.Value, "*(?:.*?)DC=(?<domain1>[*'DC']*),DC=(?
<domain0>[~'DC'T*)$", "$.$"));

Issue root domain and AzureDomain attribute
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c:[Type == "http://somedomain.com/phase2"]

=> issue(Type = "http://schemas.xmlsoap.org/claims/AzureDomain", Value = c.Value);
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710. Cookbook for Ivanti Connect Secure

Ivanti Connect Secure can work as SAML service provider. Use Okta or any appropriate IDP and configure a Customer SP
federation pair on Ivanti Access using Ivanti Connect Secure SP and IDP.

This cookbook considers Okta as the identity provider.

If the user tries to configure Request Header rule with Header Name as "Referer”, the configured header rule will not be
evaluated by Ivanti Access. This occurs as by default, lvanti Connect Secure does not send Referer Header in the SAML

request.

Complete the following procedure to configure lvanti Connect Secure.
Before you begin

» Ensure your global SAML configuration is correct
o Login to Ivanti Connect Secure admin portal.

o Under System > Configuration > SAML, select Settings.
Validate or populate Host FQDN for SAML with the FQDN of your Ivanti Connect Secure Appliance

o Click Save.

Creating metadata file for Ivanti Connect Secure

1. Login to Ivanti Connect Secure admin portal.

2. Under System > Configuration > SAML, select New Metadata Provider.
3. Enter a Name such as Access_ZSO.

4. Select Remote for location.

5. Enter the Download URL provided by Okta.

6. Verify the Identity Provider for roles.

7. Click Save.
It takes a few moments for the values to populate from the Metadata Service. Refresh the page to see if download was

successful or not.

Downloading metadata on Ivanti Connect Secure

1. Login to Ivanti Connect Secure admin portal.

2. Under Authentication > Auth. Servers choose new SAML Server and click New Server.
3. Enter a Name such as Access_ZSO.

4. Select 2.0 for SAML Version.

5. Select Metadata for Configuration Mode.

6. Select the Identity Provider Entity Id from your Okta SAML Metadata Provider (In Creating metadata file for Ivanti Connect

Secure).
7. Select POST for SSO Method.

8. Select the Okta SSO Certificate.
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9. Select a valid Device Certificate for Signing.
10. Click Save.

11. Edit the Authentication Server created and click Download Metadata.

Configuring Federated Pair on Ivanti Access
1. Login to Access admin portal.
2. Click Profile> Federation > Add Pair.
3. Select Pulse Secure as the service provider.

4. Upload Pulse SAML metadata.xml saved in Downloading metadata on lvanti Connect Secure.

5. Select Use lvanti Tunnel Certificates for SSO .

6. Click Next.

7. Select Okta as the identity provider in the catalog.
8. Upload the Okta Metadata.

9. Click Done.

10. Publish the profile.

Updating Ivanti Connect Secure configuration to federate with Ivanti Access

1. Login to Ivanti Connect Secure admin portal.

2. Edit the metadata provider created in Creating metadata file for lvanti Connect Secure.

3. Enter the Access IDP Metadata (Upload to SP) download URL.

4. Click Save.

Refresh the page to ensure that the new metadata is downloaded successfully.

5. Edit the SAML Auth server created in Downloading metadata on Ivanti Connect Secure.

6. Edit and update the Identity Provider Entity ID to newly updated access url.
7. Select the Access SSO Certificate.

8. Click Save.

Updating Okta configuration to federate with Ivanti Access

1. Login to Okta admin portal and edit the Metadata Provider.

Additional configurations on Pulse Secure required for end-end flow

The following configuration is for users with ZSO enabled on Ivanti Access admin portal.

Enable ZSO for user portal

Configure Users Realm to use SAML Auth Server

1. Login to Pulse admin portal > Users > User Realm > New User Realm.

2. Enter a name for realm and select SAML Auth server in Authentication.
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3. Click Save.
4. Under Role mapping, create a new rule with username * and select Users role from the list.

5. Click Save.

Configure Sign In Policy for ZSO

1. Login to Pulse admin portal > Authentication > Sign In > Sign In Policies.

2. Click New URL.

3. Select User type > Users.

4. Enter "*/zso" as the Sign-in URL.

5. In Authentication realm, select User Picks from a list of authentication realm and select the User realm configured for ZSO.

6. Click Save.

Enable ZSO for Admin Portal

Configure Admin Realm to use SAML Auth Server

1. Login to Pulse admin portal > Admin > Admin Realm > New Admin Realm.

2. Enter a name for realm and select SAML Auth server in Authentication.

3. Click Save.

4. Under Role mapping, create a new rule with username * and select Users role from the list.

5. Click Save.

Configure Sign In Policy for ZSO
1. Login to Pulse admin portal > Authentication > Sign In > Sign In Policies.
2. Click New URL.
3. Select User type > Administrators.
4. Enter "*/zso" as the Sign-in URL.
5. In Authentication realm, select User Picks from a list of authentication realm and select the Admin realm configured for ZSO.

6. Click Save.

Enable ZSO for Pulse Client

Configure VPN Profile for Pulse Client

1. Login to Pulse admin portal > Users > Resource Policies > VPN Tunneling > Connection profile.

2. Create a New Profile.

3. Enter a name for the profile.

4.In IPv4 address assignment, select IPv4 address pool and enter a pool of IP address. For example: 10.10.10.1-100

5. Click Save.

88/329 Created at Sep 09, 2026



ivanti

7.11. Active Logon Policy for Office 365

A passive logon policy (passive or modern authentication) is configured by default for Office 365 federated pairs. If your Office 365
email application does not support passive authentication, use the Active Logon Policy option to assign a separate conditional
policy to authenticate the active authentication (ActiveAuth) traffic for the Office 365 federated pair. The Active Logon Policy option

becomes available after the Office 365 federated pair is created.

Passive authentication is based on a browser-based connection to Office 365, which supports redirects. The following describe the
federated authentication flow with passive authentication:

1. The user-agent (browser) connects to Office 365.

2. Office 365 responds with a 301 redirect to the identity provider.

3. The user-agent follows the redirect to the identity provider.

4. The identity provider presents a login form for end users to enter their credentials.

The credentials can be in the form of user name and password, certificate, or another alternative method.

5. The identity provider generates a response that contains an authentication Assertion and a browser-based mechanism, either

redirect or JavaScript, to auto-submit the Assertion to Office 365.
6. The user-agent uses the browser-based mechanism to submit the Assertion to Office 365.

7. Office 365 validates the Assertion, thus allowing the user to log in.
Active authentication does not support browser-based connection to Office 365. Therefore, it does not

e support 301 redirects
e render HTML or form-based entry

» do JavaScript-based automatic form submission.
The federated authentication flow for active authentication is as follows:

1. Users enter their account credentials in the email application.

2. The email application sends the user credentials to Office 365.

3. Office 365 forwards the user credentials to the identity provider.

4. The identity provider returns an Assertion in the response to Office 365.

5. Office 365 validates the Assertion allowing the user to log in.
For an Office 365 federated pair configured in Ivanti Access, if there are no policies assigned to ActiveAuth traffic, the ActiveAuth
traffic is bypassed and no rules are evaluated. If you are using email applications that support only active authentication, to allow

these applications to authenticate with Office 365, assign an Active Logon policy to the Office 365 federated pair. See Office 365

settings.
Native iOS clients, Android email clients, and Email+ use active authentication.

When you assign a policy from the Active Logon Policy drop-down, the conditional rules in the assigned policy are evaluated for

ActiveAuth traffic. The following conditional rules are not applicable to ActiveAuth traffic:

e Trusted App and Device Rule

e |vanti Tunnel Rule
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* Multi-Factor Authentication
* Android for Work Registration
* iOS Native Email OAuth

* Desktop Trust Rule

Assigning an active logon policy

The option to assign a policy for active logon is available in Profile > Federated Pairs, in the listing for the Office 365 federated pair.

Before you begin

Ensure that you have created a separate conditional policy to use for ActiveAuth traffic. When you create a conditional policy, the

policy becomes available in the Active Logon Policy drop down when you are assigning the policy. To create a conditional policy,

see Conditional Access.

Ivanti recommends that you configure a separate conditional policy for Active Logon.

Procedure
1. In Ivanti Access, go to Profile > Federated Pairs.
2. In the listing for the Office 365 federated pair, click & .

The Assign Policy window opens.
Figure 1. Assign logon policy

Assign Policy X

Passive Policy
Passive Policy

Default Policy v

Active Logon Policy

Best practice is to configure a separate policy for Active Logon.

Office 365 Active Logon policy constraints:

1. Conditional Access Rules with *“Warn" action will behave as an *Allow” action

2. Conditional Access Rules for Trusted App and Device and Tunnel Rule are not applicable for
Aclive Logon.

Read more
Active Logon Policy

None v

Cancel Assign

3. Select the policy from the following options:

Passive Policy: Select the Passive policy from the drop-down list for browser-based solution.

Active Logon Policy: Select the Active Logon policy from the drop-down list for client-based solution.
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Select None from Active Logon drop down list, if you do not want Active Authentication traffic to evaluate any policy's rule

condition.

4. Click Assign.
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712. Publishing a profile

Publishing the profile makes the changes available. In an Ivanti Access (without Standalone Sentry) deployment, publishing the
profile makes the changes live. Typically, it takes less than two minutes for the changes to take effect.

In a deployment with Ivanti Access + Standalone Sentry, the changes are made available to the Standalone Sentry paired with the
profile. Standalone Sentry picks up the changes when it next syncs. If there are any changes, Standalone Sentry consumes the

changes.

Standalone Sentry syncs every 15 minutes with the lvanti Access administrative portal. Therefore, it might take up to 15 minutes for

the changes to take effect. However, you can force an update from the Standalone Sentry command line.

If there is a delay of fifteen minutes for Sentry to be updated, then to manually force an update, use Sentry CLI accs config-

fetch{update/ force-update}.

The following changes cause Standalone Sentry to restart:
. Fetching updates for the first time

* Access hosthame changes
e Access SSL cert changes

* Access port changes
Before you begin

Under the menu options, click View Changes to verify the changes.

The profile Publish button is hidden when there is no change in the profile since the last publish. The Publish button is enabled
only when the profile is modified since the last publish. Whenever the changes to configuration are reverted, the publish

button disappears. It disappears if there is no actual change to the profile, since the last publish.
Procedure
1. In the Ivanti Access administrative portal, go to Profile > Overview.

2. Click Publish.
Publish is only available if a pair has been created.

3N Click OK.
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713. Azure Hybrid Domain-Join with Ivanti Access

Azure AD Join Configuration allows an administrator to enable Windows Transport endpoint for Windows device registration with

Azure AD.

For more information, see the KB article.
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714. View federated pairs

You can view the list of configured federated pairs in the Ivanti Access administration portal in Profile > Federated Pairs.

* Information and metadata for a SP and IdP pair

» Assigning a policy to a federated pair

 Editing a federated pair

» Deleting a federated pair

Information and metadata for a SP and IdP pair

For information and metadata for a federated pair, expand the row for the federated pair or click on the icons under Actions.

Figure 1. Federated pairs details
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Item
Name

Policy

Certificate
SSO

Access SP
Metadata
(Upload to
1dP)

Access IDP
Metadata
(Upload to
SP)

Actions

Assign policy

icon
Editicon

Vertical three
dots

Description
Name you entered for the federated pair.

Name of the conditional policy applied to the federated pair.
For an Office 365 federated pair, the Passive Policy name is displayed.

Indicates whether certificate-based single sign-on is configured for the pair.

Ivanti Access generates proxy metadata by combining the service provider metadata and the signing certificate.
You upload the Access (SP) metadata to the IdP.

* Click Download to download the Access proxy metadata for the SP.
» Click View to view the Access proxy metadata for the SP.

» Click Copy URL to copy the proxy metadata and upload to IdP.

Ivanti Access generates proxy metadata by combining the IdP metadata and the signing certificate. You upload
the Access (IdP) proxy metadata to the cloud service provider.

* Click the Download to download the Access proxy metadata for the IdP.
» Click the View to view the Access proxy metadata for the IdP.

* Click Copy URL to copy the proxy metadata and upload to SP.

Click to assign a conditional policy.

For an Office 365 federated pair, you can choose a passive policy or an active logon policy.
Click to edit the settings for the federated pair.

Click for additional actions available for the federated pair:
» Delete: Click to delete the federated pair

* View SP Metadata: Click to view the metadata you uploaded for the cloud service provider (SP) .
» View IDP Metadata: Click to view the metadata you uploaded for the identity provider (IdP).
* Download PowerShell Commands for ADFS: Click to download the PowerShell script to run the commands.

* Download PowerShell Commands for Office 365: Click to download the PowerShell script to run the

commands.

Assigning a policy to a federated pair

If a policy is not applied to a federated pair, the default policy is applied.

During the initial setup, lvanti recommends that you do not make changes to the default policy.

Procedure
1. In the Ivanti Access administration portal, go to Profile > Federated Pairs.
2. For the federated pair, click &.
& In the Assign Policy dialog, from the Policy drop down list select a policy.
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4. Click Assign.

5 Click Publish.

If you do not Publish the changes, the updates are not applied.
Related topics

» Office 365 settings.

» Conditional Access.

Editing a federated pair

If you make changes to a federated pair, change the metadata file, or the signing certificate, you must upload an updated proxy
metadata file to the service provider and the IdP.

Procedure
1. In the Ivanti Access administration portal, go to Profile > Federated Pairs.
2. For the federated pair, click Actions > Edit.
38 After editing, click Publish.

If you do not Publish the changes, the updates are not applied.

Deleting a federated pair

The following provides the steps for deleting a federated pair.

Procedure
1. In the Access administration portal, go to Profile > Federated Pairs.
2. For the federated pair, click Actions > Delete.
& In the pop-up box, click Delete.
4. After deleting, click Publish.

If you do not Publish the changes, the updates are not applied.

Delete, removes the Federated pair from lvanti Access. However, to also remove Access from the federated login path to the
service provider, you must establish or restore the direct federation between your service provider and identity provider.
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7.15. Renewing the SSL certificate

The following describes the steps to add a new SSL certificate when the current SSL certificate expires.

Procedure
1. Login to the lvanti Access with administrator credentials.
2. In the Overview tab, scroll down to Profile Details.
3. Click the certificate in the SSL Certificate Alias field.

4. Click Add new certificate. The Add SSL Certificate windows displays.

5% Enter the Certificate Name and Certificate Password.

6. Under SSL Certificate Upload, click Choose File.

7. Upload the new SSL certificate to renew the certificate.
8. Click Add SSL Certificate.

The SSL certificate is now renewed.
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7.16. Uploading proxy metadata

Ivanti Access generates proxy metadata by combining the cloud service provider (SP) or the identity provider (IdP) metadata and
the signing certificate. The proxy meta data is automatically generated when you configure the SP and IdP in the Ivanti Access

administrative portal.

You upload the proxy meta data to the SP and the IdP. When you upload the proxy meta data to the (SP) and the (IdP), you establish

a three-way trust between the SP, IdP, and Access. All authentication traffic now goes through Access.
Before you begin
If your deployment is Ivanti Access + Standalone Sentry:

* Ensure that a Standalone Sentry is registered on the Ivanti Access administrative portal.
* The Standalone Sentry is assigned to the profile.

* The profile with configured federated pair is published to Standalone Sentry.

Procedure
1. Get the proxy metadata from the Ivanti Access administrative portal:

Go to Profile > Federated Pairs.

Expand the row for the federated pair.

For the Access service provider proxy metadata, click the Download link adjacent to Access(SP) Metadata.
You will upload the Access(SP) Metadata file to the identity provider (IdP).

For the Access identity provider proxy metadata, click the Download link adjacent to Access(IDP) Metadata

You will upload the Access(IDP) Metadata file to the cloud service provider (SP).

2. Upload the proxy metadata to cloud service provider (SP).

3. Upload the proxy metadata to identity provider (IdP).

Related topics

e For instructions on uploading the IdP proxy metadata to an SP, see the Knowledge Base article.

» For instructions on uploading the SP proxy metadata to an IdP, see the Knowledge Base article.
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7.17. Verifying traffic flow

After you upload proxy metadata to the cloud service provider (SP) and identity provider (IdP), traffic will flow through Ivanti Access

and Standalone Sentry. You can verify that authentication and access to the cloud service is working.

Procedure

1 On a mobile device use the service provider's app to access the cloud service. You should be able to access the cloud

service successfully.
2. On adesktop, access the cloud service. You should be able to access the cloud service successfully.

3. On the Access administrative portal, check Reports > Access.

The Reports > Access page displays the authentication traffic to which the default rule is applied. Standalone Sentry sycns with the
Ivanti Access administrative portal every 15 minutes. It may take up to 15 minutes for the authentication traffic to display in Reports >

Access.

4 Use the debug accs check-in access-report CLI command that forces Sentry to sync Access reports to the Ivanti

Neurons for MDM console.

Next steps
e Set up conditional rules.

See Conditional Access.
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718. Cookbook for Ivanti Neurons

Integrating Ivanti Neurons as a SAML Service Provider with lvanti Access

Ivanti Neurons can work as SAML service provider. Use Okta or any appropriate IDP and configure a Customer SP federation pair on

Ivanti Access using the dedicated Ivanti Neurons SP catalog item and your chosen IDP.

This cookbook considers Okta as the identity provider.
Custom Rules: You can apply custom conditional access policies to this federation. For example, you can configure Network
Rules in Ivanti Access to restrict user logins for Ivanti Neurons to a specific IP range.

Before you begin

Ensure your global SAML configuration is correct.
Ensure you have the required administrative privileges in lvanti Neurons, Ivanti Access, and Okta.

For configuring an external authenticator provider in Neurons, see External Authentication (SSO).

Phase 1: Preparing Metadata

Creating the Identity Provider metadata record in lvanti Neurons

Login to the lvanti Neurons admin portal.

Navigate to the SSO/SAML configuration section.

Select Other IdP to create a new external authentication provider.

Select Enabled Signed Requests and then click Apply Changes.

Select Download SP metadata.

Upload the Access IdP metadata. For further details, refer Phase 2 and Phase 3.

Click Continue.

Encrypted assertions are not supported in Ivanti Access.

Phase 2: Configuring the Federated Pair on Ivanti Access

Setting up the Federation Pair

Login to the Ivanti Access admin portal.
Navigate to Profile > Federation > Add Pair.

From the service provider catalog, select the dedicated Ivanti Neurons tile.
Do not use the 'Custom SAML' option; selecting the Neurons tile ensures proper analytics tracking.

Upload the Ivanti Neurons 'SAML metadata.xml' that you downloaded in the previous phase.
Click Next.

Select Okta as the identity provider from the catalog.
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4. Upload the Okta Metadata.

5. Click Done.
Phase 3: Finalizing the Integration

Updating Ivanti Neurons to federate with Ivanti Access

1. Login to the Ivanti Neurons admin portal.
2. Edit the metadata provider you created earlier.
3. Update the configuration to point to the Access IDP Metadata (Upload to SP) option.

4. Ensure that the Identity Provider Entity ID is updated to the newly generated Access URL.

Updating Okta configuration

1. Login to the Okta admin portal.

2. Edit the application configuration for this setup to recognize the Ivanti Access integration as the trusted entity routing the

authentication.

3. While configuring Okta Console, as listed in Okta Authentication (SAML), ensure to update the attributes in Configure SAML >

Attribute Statements, as follows:
1. (Mandatory) Name: 'email’, Value: 'user.email'. Click Add Another.
2. (Optional) Name: 'given_name', Value: 'user.firstName'. Click Add Another.

3. (Optional) Name: 'family_name', Value: 'user.lastName".

The data in the above fields is case-sensitive.

Publish the Profile
Once all configurations and rules are set, publish the profile in lvanti Access to apply the changes.

» Return to the Ivanti Neurons admin portal. Click Continue > Validate Settings. The validation takes place automatically. You will

receive a confirmation screen if login is successful.

(Optional) Configuring Conditional Network Rules
If you need to restrict Ivanti Neurons access to specific networks:

1. In the lvanti Access admin portal, open your newly created Ivanti Neurons federation pair.
2. Navigate to the Custom Rules option.

3. Select Network Rule.

4. Define the permitted IP range to restrict login access to those specific IPs.

5. Click Save.
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8. Delegated IdP

The following provide more information about setting up Ivanti Access as a delegated IdP:
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8.1. Delegated IdP overview

In most cases Ivanti Access is deployed as a proxy between the service provider (SP) and the identity provider (IdP). In such a
deployment, all federated SP traffic goes through Ivanti Access. In some cases, you may want to retain the existing SP-IdP
federated setup, but deploy Access to federate a sub set of the traffic, such as traffic from mobile devices. In such cases, Ivanti
Access can be deployed as a delegated IdP rather than as a proxy to the IdP. If Access is deployed as a delegated IdP, the original

IdP is seen as an SP by Ivanti Access.

Ivanti Access can be deployed as the delegated IdP only for the following IdPs:
* |daptive
* Microsoft ADFS

» Okta

* PingFederate
In an Ivanti Access configured as a delegated IdP:

* To authenticate managed devices, configure certificate single sign-on (SSO) in the UEM.

* To authenticate unmanaged devices, you have the option to enable Unmanaged Device Authentication in Ivanti Access. If
authentication for unmanaged devices is enabled, the unmanaged device is redirected to the original IdP for forms-based
authentication.
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Authentication flow with Access as the delegated
IdP

The following graphic provides the authentication flow with Access as delegated IdP for managed devices:

8.2.

Figure 1. Authentication flow with Access as the delegated IdP

1. Users access a service provider (SP) from a managed app. The managed app triggers lvanti Tunnel.

2 If the app does not have a valid session token, the SP issues an authentication request to the app and redirects the app

to the identity provider (IdP).

3 The IdP issues a secondary authentication request based on the authentication request in step 2 and points the user to

Ivanti Access (delegated IdP).

4 Ivanti Access identifies the user based on the certificate used to establish the Ivanti Tunnel VPN. Based on the
information provided in the lvanti Tunnel certificate, Access generates an authentication response to the app and
redirects to the original identity provider (IdP). Access determines the contents of the authentication response based on
the Native Mobile Application Single Sign-On (SSO) configuration in Access, which includes the user identifying

information that the SP expects.

5 The original IdP generates an authentication response to the app based on the authentication response in step 4 and

redirects to the original SP.
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6 The SP verifies the user information and creates a session token to the app. The session token gives the user access to
the SP.
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8.3. Configuring Ivanti Access as the delegated IdP

Setting up Access as the delegated IdP requires configuration in UEM, Access, and in the IdP as well. Ivanti Access supports
delegation for the following IdPs: Idaptive, Microsoft ADFS, Okta, and PingFederate.

Only authentication from managed devices is allowed for Delegated IDP with Idaptive pair.

The setup described here does not apply to an lvanti Access + Standalone Sentry deployment. If your deployment is Ivanti Access

+ Standalone Sentry, see the following KB article: Access as Delegated IDP.

Overview of tasks
1. In UEM, configure certificates for single sign-on. If single sign-on is configured, lvanti Access authenticates the user.
Otherwise, the user is redirected to the original IdP for forms-based authentication.
2. In Ivanti Access, enable Delegated IdP in Settings > Tenant Settings.
3. In Ivanti Access, and set up the original IdP in Profile > Federation > Add Pair > Delegated IdP.

4. In the original IdP, set up delegation to Ivanti Access.
Before you begin
Ensure the following:

» You have an existing federated authentication set up between the cloud service provider (SP) and the supported identity
provider (IdP).

* In a delegated IdP setup, Access sees the IdP as an SP. Therefore, download the SP metadata from the IdP. If you are enabling
authentication for unmanaged devices, also download the IdP metadata from the IdP. The following table provides links to

instructions on how to get the metadata for your IdP.
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IdP For instructions on how to get the metadata go to Supported methods for

providing metadata in

Access
Idaptive  Download the metadata. See the Cookbook for Idaptive. Upload metadata
ADFS Download metadata from https://<YourADFS>/FederationMetadata/2007- Upload metadata
06/FederationMetadata.xml Enter metadata URL
Okta See the Cookbook for Okta. Upload metadata

(Manual  See the "How to get Metadata from Okta as SP for Access" section for instructions on Enter metadata URL
Setup) downloading the SP metadata from Okta.

See the "How to get Metadata from Okta as IdP for Access" section for instructions on

downloading the IdP metadata from Okta. Required only for enabling authentication for

unmanaged devices.

Okta Cookbook for configuring Okta as delegated IDP

(Automat See "Step 1: Creating an application and download the metadata for Okta" section for
ed instructions on downloading the metadata from Okta.

Setup) : If the okta admin wants to unhide the Access application created from the automated

workflow, they can do so by from Okta console. For more information , see the

cookbook.
PingFede See the "Configure PingFederate for Delegated-IdP flow" section in Cookbook for Upload metadata
rate PingFederate. Enter metadata URL

« If single sign-on is configured in UEM, SCEP obtains user information from LDAP. Therefore, ensure that the LDAP settings in
UEM fetch the appropriate attributes from LDAP.
The Ivanti Tunnel certificate is setup to include the mapping to a certificate field for certificate native mobile application single
sign-on (SSO). The following tables describe the certificate field mapping for Ivanti Neurons for MDM and lvanti EPMM.

LDAP for Ivanti Neurons for MDM deployments Certificate SAN Type in SCEP
Idaptive

$ $ RFC 822 Name
ADFS

$ $ RFC 822 Name

$ $ Distinguished Name
$ $ Not Applicable

Okta and Ivanti Neurons for MDM deployments
$ $ RFC 822 Name

PingFederate and Ivanti Neurons for MDM deployments

$ $ RFC 822 Name
F5
$ $ RFC 822 Name
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LDAP for Ivanti EPMM deployments Certificate SAN Type in SCEP
Idaptive

EmailAddress $EMAILS RFC 822 Name
ADFS

sAMAccountName $USERID$ RFC 822 Name
distinguishedName $USER_DN$ Distinguished Name
Okta

userPrincipalName $SEMAILS RFC 822 Name

PingFederate

userPrincipalName $EMAILS RFC 822 Name
F5
userPrincipalName $EMAILS RFC 822 Name

To make it easier to configure mobile application single sign-on, upload a sample Ivanti Tunnel certificate and assign user
friendly names to each field in the certificate. For more information, see User Certificates.

Procedure

10

11.

12

.In Ivanti Access, go to Settings > Tenant Settings.
. For Delegated IDP, click the toggle to ON to enable delegated IdP.

. Navigate to Profile > Federation.

. Click Add Pair and select Delegated IdP.

S PITES
FaC

. Click the appropriate IdP to configure identity provider settings.

Select Custom Identity Provider for any other provider other than the available identity providers.

. Select the signing certificate.

A default signing certificate is selected. You can select a different signing certificate from the drop-down list.

. Select "Validate signature for authentication requests sent by the service provider". For backward compatibility, this option is

unchecked for the existing pairs. Ensure that the SP/IdP metadata is updated and enable the checkbox.

. (Optional) Select the check box for Encrypt SAML assertions.
. Upload the service provider (SP) metadata from the original identity provider (IdP).

. For mobile app single sign-on do the following:

From the Reference Client Certificate drop-down list, select the sample Ivanti Tunnel certificate.

. In the SAML Subject Configuration section:

For Type,
If your IdP is Idaptive, select Email.
If your IdP is ADFS, select Persistent.
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If your IdP is Okta, select Email.
If your IdP is PingFederate, select Email.
* For Get Value From, select SAN of type rfc822Name.
The instance maps to the order it is listed in the certificate configuration in UEM.

13. (Only if your IdP is ADFS) In the SAML Attribute Configuration section:

SAML Attribute Configuration is not needed for Okta and PingFederate, irrespective of the SP.

Name Get Value from Additional transforms
UserID SAN of type rfc822Name -
UserDomain SAN of type directoryName: Instance 1 dn:domain

4. 1f you selected Encrypt SAML assertions, select the encryption algorithms.

The options for encryption algorithms are only visible if you selected Encrypt SAML assertions.
5. Click Next.

6. (Optional for Okta Manual Setup) For Unmanaged Device Authentication, check Enable policy and configurations for handling
authentication of Unmanaged Mobile Devices via IDP.
Enabling the option directs authentication traffic from unmanaged devices to the original IdP for forms-based authentication.
If the original IdP is Okta or PingFederate, the option to upload IdP metadata becomes available.
This option is not available for ADFS because the metadata for ADFS, uploaded earlier in the configuration, includes both SP

and IdP metadata.

This set up is for Okta manual setup only. Follow the Cookbook for Okta automated setup for automated setup.

Figure 1. unmanaged devices authentication

13. (Optional) For Okta or PingFederate, if you enabled Unmanaged Device Authentication, upload the IdP metadata downloaded

from the respective IdP.
14. Click Done to complete the configuration.

15. In Profile > Federation, click on the IdP listed in Delegated IdP and download the Access IDP Metadata. If Unmanaged Device

Authentication is enabled, you will also see Access SP Metadata. Download the Access SP metadata as well.

16. (Optional) If your IdP is ADFS, click Download the Powershell Command for ADFS.

If there are changes to the SP or delegated IDP metadata, Access detects these changes and notifies the administrator via
email.

The following alert message also displays for the federated pair in Access > Delegated IDP: SP/Application metadata (IDP) has
changes. For the delegated IDP, click Actions > Sync SP/Application metadata (IDP) to update the metadata file in Ivanti
Access.

An email notification is sent to the lvanti Access administrator after the sync.

Next steps

» Set up the IdP for delegation to Ivanti Access. This includes uploading the Access IdP, and the Access SP, if applicable,

metadata to the IdP. Upload the Access IdP metadata in the IDP where delegations are configured. Upload the Access SP
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metadata in the IdP where service providers are configured. Do one of the following:
o If your IdP is ADFS, run the PowerShell script in ADFS. This is the same PowerShell script you downloaded from lvanti
Access. The PowerShell script contains the commands to setup delegation to Ivanti Access.
See PowerShell commands for ADFS.

See also Using Ivanti Access as a Delegated IdP for ADFS.
o If your IdP is Okta, see Okta as Delegated IdP (Manual Setup) and Okta as Delegated IdP (Automated Setup).
o If you IdP is PingFederate, see Ivanti Access as Delegated IdP for PingFederate
 If you enabled unmanaged device authentication, ensure that the conditional policies applied to the Delegated IdP
configuration does not block unmanaged devices.

Related topics

* Signing certificates

¢ Identity provider (IdP) metadata

* Encrypting SAML assertions

» Conditional policies

PowerShell commands for ADFS
Ivanti Access provides PowerShell scripts for the following:

¢ Set up Ivanti Access as the delegated IdP in ADFS

» Create a new lvanti Access theme in ADFS for iPads running iOS 13

The PowerShell scripts eliminate the need to copy and paste the commands. The PowerShell scripts can be downloaded from

Profile > Federation and run on your machine.
The following describes how to use the PowerShell scripts:

* Running the PowerShell scrip to set up lvanti Access as the delegated IdP in ADFS

* Using the PowerShell script to create a new Ivanti Access theme in ADFS for iPadOS 13 upgrades

Running the PowerShell scrip to set up Ivanti Access as the delegated IdP in ADFS

The commands to set up Access as the delegated IdP in ADFS are provided as a PowerShell batch script that can be downloaded
and run on your machine. After you create a delegation for ADFS in Access, the link to download the PowerShell batch script

becomes available in the listing for the delegated IdP in Profile > Federation.

Running the script as described allows you to set up Access as a Claims Provider Trust in ADFS. When Access presents its claims to
ADFS, ADFS serves the corresponding Relying Party, such as Office 365 or Salesforce, and allows the user to authenticate to the

Relying Party. The Relying Party, such as Office 365 or Salesforce, must also be configured in ADFS.

If authentication of unmanaged devices is enabled in the delegated IdP configuration in Access, the PowerShell script also adds
Access as a Relying Party with all required claims in ADFS.

Before you begin

* Ensure that you have PowerShell Administrator permissions.
» Depending on your ADFS version, run one of the following commands to get the Active Directory identifier:

o For ADFS 4.0: (Get-AdfsClaimsProviderTrust -Name "Active Directory").ldentifier
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o For ADFS 3.0: Get-ADFSProperties

Look for the value for Identifier.
Procedure

1. Download the PowerShell script.
1.In Access, go to Profile > Federation.
2. For the ADFS listed, click the three vertical dots in Actions.
3. Click Download Powershell Commands for ADFS to download the script.

2. Run the following command in PowerShell:
\MICROSOFT_ADFS_SP_WSFED-script.ps1 -activeDirectoryldentifier "ActiveDirectoryldentifier" -sourceAdfsWebThemeName
default -targetAccessWebThemeName "AccessThemeName"
You will be prompted to enter values specific to your environment.
For ActiveDirectoryldentifier, enter your enterprise Active Directory identifier.
For AccessThemeName, enter any name. This the web theme name for Access. ADFS automatically creates the web theme

name based on the name you enter.

Using the PowerShell script to create a new Ivanti Access theme in ADFS for iPadOS 13 upgrades

The iPadOS 13 upgrade PowerShell script creates a new Access theme in ADFS so that authentication traffic from iPads running

iPadOS 13 is redirected to lvanti Access.

* The iPadOS 13 upgrade PowerShell script becomes available only if you have an existing delegated IdP setup with ADFS. If you
are creating a new delegated IdP setup with ADFS, follow the procedure in Running the PowerShell scrip to set up lvanti
Access as the delegated IdP in ADFS.

* The upgrade script does not overwrite or delete any existing web theme in your environment. It creates a new theme from an

existing source theme that you specify.
Before you begin
Ensure that you have PowerShell Administrator permissions.
Procedure

1. Download the PowerShell script.
2.1n Access, go to Profile > Federation.
{[+]] NAME POLICY CREATED ON ACTIONS

Wl A migentryll Default Policy 2019/08/06 4:45 PM =
“ B Mlcrogoft /

Accass IDP Metadata{Upload to IDP) View | Download | Copy URL

Access SP Metadata(Upload to IDP) View | Download | Copy URL

IiPaqOS 13 Upgrade Powershell Script Download ]

1. For the ADFS listed, for iPadOS 13 Upgrade Powershell Script, click Download.

1. Run the following command in PowerShell:
MICROSOFT_ADFS_SP-iPadOS13-upgrade-script.ps1

2. Enter values that are specific to your environment.

For ActiveDirectoryldentifier, enter your enterprise Active Directory identifier.
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Run one of the following commands to get the Active Directory identifier based on the version of ADFS:
o For ADFS 4.0: (Get-AdfsClaimsProviderTrust -Name "Active Directory").ldentifier
o For ADFS 3.0: Get-ADFSProperties

Locate the value for Identifier.
3. Enter the source web theme name from which to create the new web theme.
Enter the existing Access web theme name. A duplicate of the Access web theme is created.

4. Enter a new target web theme name for the new web theme.
ADFS automatically creates a new web theme name based on the name you enter.
If you provide an existing web theme name, the script prompts you to enter a new name.

After the new web theme is created, you are presented with the following options:

* Apply customized ADFS web theme to all Relying Party Trusts: Select this option to apply the new web theme to all Relying
Party Trusts.

* Do not apply ADFS web theme now. Exit: Select this option to save the web theme and exit PowerShell without applying to any
Relying Party Trusts. If you need to apply the new web theme to only some Relying Party trusts in your environment, contact
your ADFS administrator.
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9. Conditional Access

Ivanti Access allows you to define which applications and IP network ranges can access a cloud resource. You define the apps and
IP network ranges that can access the cloud resource in conditional policies and rules in lvanti Access.

The following provide additional information on setting up conditional policies and rules:
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9.1. Conditional policies

A conditional policy is a set of conditional rules, which can be applied to a federated pair. A conditional policy can contain multiple

conditional rules.

A default policy is automatically created when you do the initial setup through the setup wizard. The default policy is automatically
applied to a federated pair if no other policy is applied. You cannot delete the default policy, you can only edit it. The default policy
automatically includes a set of predefined rules. You can create additional policies. However, only one policy can be applied to a

federated pair with the exception of the Active Logon policy, which can be applied in addition to another policy.
You can do the following in a policy:

* Add or delete rules.
* Move rules up or down in the list.
* Change the action on a rule.

* Disable rules.
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9.1.1. Adding a new conditional policy

To add a new conditional policy in Ivanti Access, go to Profile > Conditional Access.
Before you begin

Before you create conditional access policies and rules, verify that traffic is flowing as expected between lvanti Access, the identity

provider (IdP), and the cloud service provider (SP). See Verifying traffic flow

Procedure

1. Inthe Ivanti Access administrative portal, go to Profile > Conditional Access.

2. Click +Add Conditional Policy to add a new conditional policy. The new policy is created.

3. Edit this policy appropriately. You can enter a name and description for the policy.
The General Bypass rule is created by default when you add a new policy.

4. Click Publish to make the changes available.
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9.2. Conditional rules

Conditional rules define which app, devices, or users are allowed or blocked access to the service provider. Conditional rules are
contained in a policy. The rules are applied in the order they are listed in the policy. The top row is evaluated first. If the rule
condition is not met, the next rule is evaluated. If rule condition is met, the action associated with the rule is taken and all other rules

are skipped. You can change the order of the rules by moving the rule either up or down in the list.
Conditional rules allow or block access to a cloud resource based on the following:

 lvanti Tunnel information
¢ User information

* IP network range
You can limit traffic to allow only the configured IP network range, or block traffic from the configured IP network range.
Go to Reports > Access to view the source IP for the authentication traffic.

e Source IP or headers added by a HTTP proxy or load balancer.

» User agent (app) accessing the cloud service
The user agent is a short string provided by the app accessing the cloud service. The user agent string identifies the app.

Go to Reports > Access to view the user agent string for the authentication traffic.
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9.2.1. Adding a conditional rule

You add a conditional rule to a conditional policy.

Procedure
1. In the Ivanti Access administrative portal, go to Profile > Conditional Access.
2. Expand the policy row to which you want to add the conditional rule.
3 Click +Add Rule to add a new conditional rule.
4. Click a predefined or customizable rule.
59 Complete the requested fields for the rule.
6. Click Done to save the rule.

The rule appears at top of the list. To reorder the list, select the rule and move it to the preferred position in the list.

7. Click Publish to make the changes available.

Related topics

* Predefined conditional rules

» Customizable conditional rules
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9.3. Predefined conditional rules

Ivanti Access provides a set of predefined conditional rules. These rules are automatically added to the default policy when the
default policy is created. You cannot change a predefined rule. You can do the following to a predefined rule:

* Delete the rule.

* Change the action on the rule.

* Move the rule up or down in the list.

« Disable the rule.

The General Bypass rule is a special predefined rule that is automatically added to all new policies and it is the last rule in the policy.

The rule cannot be moved up in the list or be disabled. You can only change the action on the rule.

Rule name Description Default
action
Trusted App Determines whether all tunneled applications are allowed that incude using Ivanti Tunnel, Allow
and Device Web@Work, Docs@Work, using AppTunnel or Ecosystem apps using AppConnect with
AppTunnel.

Untrusted Apps  Blocks all applications that do not have Ivanti Tunnel VPN configuration.

on iPad

Untrusted Apps Blocks all applications that do not have Ivanti Tunnel VPN configuration. Block
on iPhone

Untrusted Apps  Blocks all applications that do not have Ivanti Tunnel VPN configuration.

on MAC

Untrusted Apps Blocks all applications that do not have Ivanti Tunnel VPN configuration. Block
on Android

Untrusted Apps Blocks all applications that do not have lvanti Tunnel VPN configuration. Block
on Windows

Android for Determines whether the untrusted devices are enabled to register for Android for work. Allow
Work If your deployment is Access + Standalone Sentry, ensure that your Standalone Sentry version is
Registration 8.5.0 through the most recent version as supported by Ivanti.

iOS Native Controls (allow/block) access to the IdP from iOS native email client using OAuth with Office 365.  Allow
Email OAuth This rule is not automatically added to the default policy.
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9.4. Customizable conditional rules

You can customize the following set of conditional rules:

* Tunnel Rule. For more information, see Tunnel rule.

» User Info Rule. For more information, see User Info Rule.
* Network Rule. For more information, see Network Rule.
* App Rule. For more information, see App Rule.

» Advanced Network Rule. For more information, see Advanced Network Rule.

¢ Multi-Factor Authentication: For more information, see Multi-factor Authentication

* Request Header Rule: For more information, see Request Header Rule.

* Zero Sign-on Rule: For more information, see Multi-factor Authentication.

» Desktop Trust Rule. For information, see Desktop Trust Rule.

» Device Ownership Rule : For more information, see Device Ownership Rule.

» Redirect to IDP: For more information, see Redirect to IDP Rule.

Tunnel rule

Add a Tunneled rule to control access for tunneled apps. The following describes the fields in the Tunnel Rule.

Iltem Description

Name Enter a name for the rule.

Description Enter descriptive text for the rule.

Action From the drop down menu, select one of the following:

Allow: Allows traffic from the specified Tunneled application.
Block: Blocks traffic from the specified Tunneled application.
Warn: Warns traffic from the specified Tunneled application.

Follow Policy: Applies the conditional policy that you choose from the existing list.

User Info Rule

Add a User Info Rule to control access for an user or an user group. By default, all the fields in the SAML assertion, including subject

and any attributes are matched against the values specified in this rule.

* Add attribute names in this rule if you want to match the values specified in this rule only to the attribute you specify here.

» If you want the values specified in this rule to match all attributes, use the attribute name "*".

Values can be user IDs or group IDs. If you configure your Identity Provider to include a group ID to match against, it enables you to

configure a small list of group IDs instead of a large list of individual user IDs.
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Iltem Description
Name Enter a name for the rule.

Description Enter descriptive text for the rule.

SAML Select the SAML Subject checkbox if you want the UserIinfoRule to match the SAML Subject. The default option is
Assertion set to true.
Field Enter the Attribute Name. For example, *.abcd.

If the username or the group is part of the Attributes in the SAML response, then the Attribute name must be
added here or the * must match with all of the attributes if any in the SAML response.

Match With From the drop-down menu, select one of the following:

* Add: Lets you add users to the list to configure the rule.
+ Upload to Append: Lets you upload a text file with one user or group per line.

» Upload to Replace: Lets you replace the existing list of users with a new list of users in a new text file.

Ivanti recommends to use .txt format files to upload the users. The file must contain only one user per line.

Action From the drop-down menu, select one of the following:

« Allow: Allows traffic from the specified User or User group.
» Block: Blocks traffic from the specified User or User group.
* Warn: Warns traffic from the specified User or User group.

* Follow Policy: Applies the conditional policy that you choose from the existing list.

Network Rule

Add a Network Rule to control access from an IP network range. The following describes the fields in a Network Rule.

Iltem Description

Name Enter a name for the rule.

Description Enter descriptive text for the rule.

Action From the drop down menu, select one of the following:

Allow: Allows traffic from the specified IP address range.
Block: Blocks traffic from the specified IP address range.
Warn: Warns traffic from the specified IP address range.

Follow Policy: Applies the conditional policy that you choose from the existing list.

Start IP Mask or CIDR Network Address Enter the start address for the IP address range.
The IP address can be in the form of an IPv4 address or CIDR.

End IP Mask or CIDR Network Address Enter the end address for the IP range.

The IP address can be in the form of an IPv4 address or CIDR.

App Rule

Add an App Rule for an app or device platform to allow or block the app or device platform. The following describes the fields in an

App Rule.
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Iltem Description

Name Enter a name for the conditional rule.

Description Enter descriptive text for the conditional rule.

Action From the drop down menu, select one of the following:

Allow: Allows traffic from the specified Application.
Block: Blocks traffic from the specified Application.
Warn: Warns traffic from the specified Application.

Follow Policy: Applies the conditional policy that you choose from the existing list.

Matching Algorithm From the drop down menu, select one of the following:
Regex: Select if you plan to use a regular expression for the user agent.
Wildcard: Select if you plan to use wildcard for the user agent

Literal: Select if the rule should exactly match the configured expression.

Expression Enter an expression for the app, based on the matching algorithm you selected.

Check the Reports view to see the user agents in the traffic for authentication.

Case Sensitive Select if the rule should consider the case configured in the expression.
Partial Match Select if the rule can be applied to a partial match of the configured expression.
Advanced Network Rule

Add an advanced network conditional rule to control access based on source IP and/or headers added by an HTTP proxy or load
balancer. For more information, see the KB article.

Figure 1. adding advanced network rule
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Create Advanced Network Rule

Rule ko control access based on source IP or headers added by 2 HTTP proxy or load balancer.

Name

Name ]

+ Add Deseription

How do | configure rules?

Source IP Setting

Source IP Ranges Excluded Source IP Ranges
Thiz action is applied only if source IP address belongs to any of the following IP This aclion is nel applied il source IP address malches any of Iflg following 1P
addresses of ranges. sddresses or ranges. Used Io exclude certain =ub IP ranges suree [P Ranges’
7~ |
IPv4 or CIDR Network Address(es) IPvé or CIDR Network Address(es)
0 Item(s) Add New 0 ltem(s) Add New

# Configure Header Rule

When specified, this action is apped anly if the selecied HTTP header {added by HTTP
proxies) containe certain [P addresses.

Header Rule Configuration

HTTP Header
Select the HTTP header containing client IP addresses.

X-Forwarded-For v
Header IP Ranges Ignored Header IP Ranges
This action is appiied only if the configured HTTP header contsins a dient IP address I the configered HTTP header contains an IP address belonging (o any of the
belanging to any of the follewing IP addresses or mnges. following IP addresses or ranges, that IP addresa in the HTTP header is ignored.

i3 e |

|Pv4 or CIDR Network Address(es) IPv4 or CIDR Metwork Address{es)
l 0 Item(s) Add New 0 item(s) Add New
Rule Action

Select Action ./ |

The following describes the fields in an Advanced Network Rule.
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Iltem Description
Name Enter a name for the conditional rule.
Description Enter descriptive text for the conditional rule.

Source IP Setting

Source IP Ranges ¢ Click Add New to add the IP address manually. Enter the Source IP address range
that must be IPv4 or CIDR Network Address. For example: 192.168.0.1 or
192.168.0.0/24

» Select Upload to Append to upload a fine and append the IP addresses to the
existing IP address.

Select Upload to Replace to replace all the IP address with the IP address from the
uploaded file.

Upload a text file containing the IP addresses in CIDR format or the normal IP Address
format. The maximum number of allowed entries of IP address(es) in the text file is 1000

for successful upload of IP address(es).

Excluded Source IP Ranges Exclude Source IP range is required when you have a large IP range that to configure for
source IP and exclude subsets of that range from the consideration.
For example:
The rule must be configured for the range 192.168.0.0 — 192.168.0.255. However, you
might not want IP ranges from this set. The IP ranges to be excluded are 192.168.0.0 -
192.168.0.3 and 192.168.0.8 — 192.168.0.11.
Configure the source IP range as 192.168.0.0/24.
In exclude IP range, add 192.168.0.0/30 and 192.168.0.8/30.
Procedure
* Click Add New to enter the sub IP address range that you wish to exclude from the
Source IP ranges. For example: 192.168.0.1 or 192.168.0.0/24

* Use the drop-down list to Upload to Append or Upload to Replace an IP address

range.

You must upload a plain text file with each line containing an IP address or a CIDR

network. The maximum number of IP range entries supported is 1000.

Configure Header Rule - Select the
check-box to configure the Header
Rule.

By default, this checkbox is enabled.
Deselect the checkbox to create a
rule without headers.

Header Rule Configuration

HTTP Header Select one of the HTTP header types containing client IP addresses.
* X-Forwarded-For
° X-MS-Forwarded-Client-IP

Header IP Ranges » Click Add New to enter the Header IP range that contains a client IP address. For
example: 192.168.0.1 or 192.168.0.0/24
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Iltem Description
* Use the drop-down list to Upload to Append or Upload to Replace a Header IP

range.

You must upload a plain text file with each line containing an IP address or a CIDR
network. The maximum number of IP range entries supported is 1000.

Ignored Header IP Ranges Use the Ignored Header IP Range when you have multiple proxies that always get added
to the header.
* Click Add New to enter the IP address range that the IP address in the HTTP header
is ignored.

* Use the drop-down list to Upload to Append or Upload to Replace an IP Header

range.

You must upload a plain text file with each line containing an IP address or a CIDR
network. The maximum number of IP range entries supported is 1000.

Action From the drop down menu, select one of the following:
Allow: Allows traffic from the specified Application.
Block: Blocks traffic from the specified Application.
Warn: Warns traffic from the specified Application.

Follow Policy: Applies the conditional policy that you choose from the existing list.

Certain deployments masks an X-Forwarded-For header with Z-Forwarded-For before adding its own X-Forwarded-For header
identifying the originating customer IP address. This prevents the internal IP addresses leaking out of the enforcement nodes. This
provides the true static IP address of the user. Hence a request through the proxy will have a static IP address into X-Forwarded-For
header. To set up the Advanced Network Rule that only leverages a static IP address as X-Forwarder-For header.

* Source IP Setting: 0.0.0.0/0
» Configure Header Rule (X-Forwarded-For) and upload a .txt file (including the static IP)
* Rule action: Allow

* Set the General bypass rule to Block.

All the source IPs are valid unless the IP matches, it is blocked by General bypass rule.

Multi-factor Authentication

For information about adding the multi-factor authentication rule, see Multi-factor Authentication with Authenticator

Zero Sign-on Rule

For more information about adding the Zero Sign-on rule, see Zero Sign-on with Ivanti Access

Desktop Trust Rule

For information about adding a desktop trust rule, see the /vanti Access Desktop Trust Agent Guide.

Request Header Rule
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Add the Request Header Rule to match the value of a HTTP request header with a specified pattern. The Request Header rule is

very similar to the App rule; however, you can select any header name other than just the User-Agent.

Use case: When the user has Access federated with Microsoft ADFS and Office 365 and then tries to register a device, it gets
blocked by the untrusted Apps on Windows 10 rule. If you use the Azure Domain integration, then the actual MDM registration is

also done by Azure.
Due to the current policies, there is no option to allow device registrations on these Windows 10 devices except from allowing Edge.
The new Request Header Rule thus helps to match the value of any HTTP request header with a specified pattern.

Figure 2. request header rule

Create Request Header Rule

This rule matches value of a HTTP request header with a specified pattern

Name

Description

Request Header Rule

How do | configure rules?

quest Header Name

Select Matching Algorithm  \/

Expression

l ]

Case Sensitive

Partial Match

Ay

Remember decision across requests of a single login

Rule Action

ANiow ~s

The following table lists the fields in a Request Header Rule:
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Item

Name

Description

Request Header Name

Matching Algorithm

Expression

Case Sensitive
Partial Match

Remember decision across requests

of a single login

Action

Device Ownership Rule

Description

Enter a name for the conditional rule.

Enter descriptive text for the conditional rule.

Enter any appropriate header name such as User-Agent.

From the drop-down menu, select one of the following options:
Regex: Select if you plan to use a regular expression the header name.
Wildcard: Select if you plan to use wildcard for the header name.

Literal: Select if the rule should exactly match the configured expression.

Enter an expression for the app, based on the matching algorithm you selected.
Check the Reports view to see the header name that you mentioned in the traffic for
authentication.

Select if the rule should consider the case configured in the expression.
Select if the rule can be applied to a partial match of the configured expression.

Select this checkbox to remember the action for the first request and to apply the same
action for the rest of the requests.

This action skips the rule evaluation for the remaining requests of SP login.

From the drop down menu, select one of the following:
Allow: Allows traffic from the specified Application.
Block: Blocks traffic from the specified Application.
Warn: Warns traffic from the specified Application.

Follow Policy: Applies the conditional policy that you choose from the existing list.

Add the Device Ownership Rule to control access based on the user's device ownership at the time of registration with lvanti

NMDM. You can impose stricter conditional access policies using this rule. The user's device ownership is identified using an API

that is used for a complaint or non-complaint device check. To use this rule, a new rule must be created for each of the device

ownership types. If the device ownership is selected as "Device Not Set" and no rule is created for "Device Not Set," by default, all

traffic from all the applications is allowed.

The three different types of supported device ownerships are:

* Company Owned Device
¢ User Owned Device, and

» Device Not Set

To create the Device Ownership Rule:

1. Navigate to Profile > Conditional Access > Add Conditional Policy > Add Rule.

2. Click Device Ownership tile.

3. On the Create Access based on Device Ownership page, enter a name and description for the rule in the Name and

Description fields, respectively.

4. Select an ownership tile for which you want to create the rule.
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5. Select an action from the Rule Action dropdown for the selected ownership tile. If you select Follow Policy from the dropdown,

then you must specify a policy in the Select Existing Policy dropdown.

6. Click Done to finish configuring the rule.

Figure 3. Device ownership rule

Create Access based on Device Ownership

Allow or block the access of the device based on their ownership defined at the time of device regisiration with lvanti NMDM. A new rule musi be created for each device ownership type

Mame

Descrniption

[;] How do | configure rules?

E Company Owned Device E User Owned Device E Device Not Set

These devices are owned by company and used These devices are owned by users and used for Device Registration Settings is not enabled for

by employees for work

Rule Action

Enllriss Ballews  ne |

Allow

Fallow Policy.

work thase devices

Select Existing Paliey .~

The following table lists the fields and elements associated with the Device Ownership Rule:

Iltem
Name
Description

Company Owned

Device

User Owned

Device
Device Not Set

Rule Action

Select Existing

Description
Enter a name for the conditional rule.
Enter descriptive text for the conditional rule.

Company owned devices used by the employees for work

User owned devices used for work

Device registration settings not enabled for devices during registration with lvanti NMDM.

From the drop down menu, select one of the following:

Allow: Allows traffic from the specified Application.

Block: Blocks traffic from the specified Application.

Warn: Warns traffic from the specified Application.

Follow Policy: Applies the conditional policy that you choose from the existing list.

An existing policy that could be applied to the rule. This dropdown displays when you select Follow Policy

Policy option in the Rule Action dropdown.
Redirect to IDP Rule
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The Redirect to IDP rule lets you redirect to the configured IDP for authentication.
In managed or unmanaged devices flow, if redirect to IDP rule is evaluated, you are redirected to IDP for authentication.

For example, in managed devices, when the federated pairs are selected to perform single sign-on without the need to authenticate
at the IdP end and if Redirect to IDP rule is evaluated, user is directed to IDP for authentication even though single sign-on is

enabled at pair level.
To create the Redirect to IDP Rule:

1. Navigate to Profile > Conditional Access > Add Conditional Policy > Add Rule.
2. Click Redirect to IDP tile.

3. On the Create Redirect to IDP Rule page, enter a name and description for the rule in the Name and Description fields,

respectively.

4. Select an action from the Rule Action dropdown. If you select Follow Policy from the dropdown, then you must specify a policy
in the Select Existing Policy dropdown.

5. Click Done to finish configuring the rule.
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9.5. Policy chaining

You can chain a conditional policy to a conditional rule in another policy. When the conditional rule is evaluated and the conditions in
the rule are met, the conditional rules in the chained policy are also evaluated. This allows you to configure additional conditionals
rules to be evaluated for the original rule. This is called policy chaining and allows additional flexibility in evaluating which apps and
IP network ranges can access a cloud resource. You can choose a policy from the existing list of policies for a rule to follow. You
can chain only one policy to a rule.
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9.6. Example setup with conditional rules

In the setup described in this section, traffic from managed apps using AppTunnel (AppConnect apps using AppTunnel and
managed apps using Ivanti Tunnel) on an iPhone or iPad, and all traffic from laptops, desktops, and Android and Windows 10 mobile

devices flows through Ivanti Access.

» Setup with conditional

» Expected behavior with the example setup

Setup with conditional

The following outlines the example setup with conditional rules:
»  Configure Salesforce service provider and related IdP in Federated Pairs.

* Apply Ivanti Tunnel VPN to the Salesforce app.

» Configure the following rules in Conditional Access:

Conditional rule name Action
Trusted App and Device on iOS Allow
Untrusted Apps on iPhone Block
Untrusted Apps on iPad Block
General Bypass Allow

The order of the rules matters. Rules are evaluated in the order they appear.

Expected behavior with the example setup
The following outlines the expected behavior with the example setup:
« Traffic from the managed Salesforce app on an iPhone and on an iPad will be allowed through lvanti Access. This setup allows
apps such as Web@Work that use AppTunnel to also authenticate to Salesforce.
« All other traffic from iPhone and iPad will not be allowed through lvanti Access.

* Therefore, on an iPad or iPhone, only traffic from the managed Salesforce app and any apps that use AppTunnel will have

access to Salesforce.

* This setup allows users on other devices to continue to access Salesforce. Other devices include desktops, laptops, and

Windows 10 and Android mobile devices.

For additional examples, seeKB article.
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9.7. Managing policies and rules

You can take the following actions on a conditional policy or rule:

Disable: Disables the conditional rule. The rule is no longer applied.

Delete: Deletes the conditional rule or policy. You cannot delete a policy that is applied to a federated pair, however you can

delete conditional rules in that policy.
Edit: Allows you to edit the settings in a policy or a rule.

Reorder: Allows you to reorder the position of the conditional rule.

Applying a conditional policy to a federated pair

See Assigning a policy to a federated pair.

Editing a conditional policy
Procedure

1. Inthe Ivanti Access administrative portal, go to Profile > Conditional Access.
2. To edit the name of a conditional policy, click on the edit icon next to the policy name.
3.  To edit the description for a policy, click on the edit icon next to the descriptive text.

4. To make changes to the conditional rules in a policy, click on the directional arrow to expand the policy.
See Editing a rule.

S Click Publish to push the changes associated with the Profile.

Deleting a conditional policy

Procedure

1. In the Ivanti Access administrative portal, go to Profile > Conditional Access.
2. Click on the trash icon next to the policy name you want to delete.

38 In the pop up window, click Delete Policy.
4. Click Publish to update the changes associated with the Profile.

Editing arule

Procedure

1. In the Ivanti Access administrative portal, go to Profile > Conditional Access.
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2. Click on the directional arrow to expand the policy you want to edit.

28 Click on the Edit icon for the conditional rule you want to edit.

For a description of the fields, see Customizable conditional rules.

4. Click Done to save the changes.

5 Click Publish to update the changes associated with the Profile.

Disabling, enabling, or deleting a rule

Procedure
1. In the Ivanti Access administrative portal, go to Profile > Conditional Access.
2. Click on the directional arrow to expand the profile you want to edit.
38 For each conditional rule you can do the following:

- Disable: The rule is no longer applied.

- Enable: Enables the conditional rule. The rule is applied in the order in which it is listed.

- Edit: Modifies the conditional rule.

- Delete: Deletes the conditional rule.

= Reorder: Move the conditional rule higher or lower in the list.

4. Click Publish to update the changes associated with the Profile.
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9.8. Enabling the compliance remediation page

If a device is not in compliance, authentication traffic to Access is blocked and the user is presented with an Internet unavailable

error. The error is logged in Access in Reports > Errors.
Enabling Compliance Remediation Page allows you to specify a customized remediation page to the device user.

» This feature is not available for Ivanti Access + Standalone Sentry deployments.

« If split tunneling is configured, only authentication traffic is blocked. All other traffic is allowed to destination.
Before you begin

Ensure that you have created a remediation page to present to users from non-compliant devices. For information on creating a

custom remediation page, see Adding a remediation page.

Procedure
1. In Access, navigate to Profile > Conditional Access.
2. For Compliance Remediation Page, slide the toggle to ON.

3. From the drop-down list, select a remediation page.

The remediation page is presented to users attempting to access a cloud service from a non-compliant device.

4. Click Save and publish the changes.
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10. Configuring Mobile App Single Sign-on (SSO)

In an Ivanti Access deployment, single sign-on (SSO) allows users access to enterprise cloud services from the apps on their
mobile devices without having to enter passwords. Single sign-on is available only for managed apps, including the Safari browser,
on managed devices using lvanti Tunnel. Access identifies the user based on the certificate used to establish the VPN tunnel. Based
on the information provided in the certificate, Ivanti Access generates a federation response to the service provider (SP) without
redirecting the user to the original identity provider (IdP). Access determines the contents of the federation response based on the
Native Mobile Application Single Sign-On (SSO) configuration in Ivanti Access, which includes the user identifying information that

the SP expects.

The user identifying information that the SP expects is typically available in the enterprise LDAP directory. The UEM SCEP that Ivanti
Tunnel uses captures the user information from LDAP and makes the information available in the Ivanti Tunnel certificate. The
Native Mobile Application Single Sign-On (SSO) configuration uses the information from the Ivanti Tunnel certificate in the
federation response to the SP.

This feature is also referred to as certificate-based single sign-on.
Before you begin

» Ensure that the user identifying information that the service provider (SP) expects is available in the lvanti Tunnel certificate.
The following are examples of user identifying information:

¢ Email address
* Immutable ID
« Configure the subject alternative names in the SCEP setting for the lvanti Tunnel certificate in the UEM.

Example: If you are using the email address and immutable ID as the user identifying information, configure the following in the

subject alternative name:

Type Value
RFC 822 Name $EMAILS
NT Principal Name $USER_CUSTOM1$

(Required only for Office 365, holds the unique immuatble ID)

* SCEP obtains users information from LDAP. Therefore, ensure that the LDAP settings in UEM fetch the appropriate attributes
from LDAP. If you are using email and immutable ID as the user identifying information, ensure that the following values are
available in LDAP settings in UEM:

e Email: userPrincipalName
e Custom 1: ObjectGUID

* For more information, see Configuring lvanti EPMM for SSO certificates, Configuring lvanti Neurons for MDM for SSO

certificates, and Customizing certificates for single sign-on in lvanti Access.

* To make it easier to configure mobile application single sign-on, upload a sample Ivanti Tunnel certificate and assign user

friendly names to each field in the certificate. For more information, see User Certificates.
Procedure

1. In lvanti Access, go to Profile > Federated Pairs.
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2. Click +Add New Pair or edit an existing pair.

3. In the service provider (SP) configuration page, scroll down to the Native Mobile Application single Sign-On (SSO) section.
Figure 1. Application single sign-on advanced options

Choose Service

Provides Native Mobile Application Single Sign-On (SSQO)
Configure Service = R
Provider # Use Tunnel Certificates for SSO

Check this box if you would like users to be suthenticated automatically by leveraging their authentication in
the Mobileiron Tunnel VPN. For users logging in from managed mobile devices and applications, this wil
eliminate the need for them to enter passwords. Oth rs will not be affected by this behavior (i.e. they wil
ue to be routed to the original idP to authenticate the:

O

- Advanced Options

Assertion Validity: | gp ( minutes )
When you federate with a Service Provider, either using WS-Federation or SAML, the user information is
relayed through a SAML Assertion. When using Certificate-based Single Sign-On, the contents of the
SAML assertion may be tailored to how the Service Provider expacts it. The source of the user
information is the Tunne! user-certificate that is received by Access during the ransaction. Flease select

how the value for each SAML assertion field is obtained from the user certificate, optionally any tranforms
to be applied to the value

Reference Client Certificate: [ ] v
View SAML Assertion Example Based on Specifications Below

SAML Subject Configuration

Type: Emai v

Get Value From: | Subject v

Additional transforms:

SAML Attribute Configuration

1 Attribute(s) Add New
Name: | Attribute Name

—
Get Value From: | Subject v f:f,

Additional transforms

1. Select Use Ivanti Tunnel Certificates for SSO.
2. Expand Advanced Options.
3. From the Reference Client Certificate drop-down list, select the sample Ivanti Tunnel certificate.
4. In the SAML Subject Configuration section, for Type, select
o Unspecified for SAML
o the type the service provider expects for WS-Fed.

5. For Get Value From, select the certificate field from which to get the value.
You created the user-friendly names when you added the sample Ivanti Tunnel certificate to Access in the User Certificates
tab.

6. (Optional) For Additional Transforms: Enter the required transforms if the SP expects values that are derived from the value

provided in the certificate.

7. (Optional) SAML Attribute Configuration. The SAML attribute configuration populates the Attribute and value section of the
federation response from Access. Configure this if the SP expects such attributes. Click New to add each new attribute.

8. (Optional) For Encryption Algorithms, select the data encryption algorithm and the key transport algorithm.

The encyrption options are available only if Encrypt SAML assertions is enabled.

9. (Optional) Click the View SAML Assertion Example Based on Specifications Below link to verify that the SAML assertion

contains the required user-identifying information.

135/329 Created at Sep 09, 2026



ivanti

Related topics

= For information about configuring the assertion fields in a federation response, see Customizing certificates for single sign-

on in lvanti Access.

» For information about encrypting SAML assertions, see Encrypting SAML assertions
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1. Split Tunneling

In an Ivanti Access deployment, all authentication traffic for the federated pairs configured in Access goes through Access using
Tunnel VPN. Depending on the type of Ivanti Access deployment, all other traffic through Tunnel VPN goes directly to the
destination server or through Standalone Sentry. Split tunneling allows you to control which traffic goes through Standalone Sentry

to on-premise enterprise resources and which traffic goes directly to the destination.
For example, you may need to configure split tunneling if your deployment uses lvanti Tunnel VPN:

* to authenticate to a service provider (SP), such as Salesforce, via Access.

* to access an internal SharePoint server such as sharepoint.mycompany.com via Standalone Sentry.

In the example, federated authentication traffic to Salesforce goes through Access, traffic to the SharePoint server goes through
Standalone Sentry, and data traffic to Salesforce goes directly to the destination.

Split tunneling is supported for both Ivanti Access and lvanti Access + Standalone Sentry deployments.
The following topics provide additional information about split tunneling:

* Split tunneling in an Ivanti Access + Standalone Sentry deployment

 Split tunneling in an lvanti Access deployment

 Split tunneling for Android

+ Split tunneling for i0OS and macOS

* Overview of steps for configuring split tunneling in lvanti Access

Split tunneling in an Ivanti Access + Standalone Sentry deployment

In an Ivanti Access + Standalone Sentry deployment, all authentication traffic for the federated pairs configured in Access goes to
Ivanti Access. All other Ivanti Tunnel VPN traffic goes through Standalone Sentry. Split tunneling allows you to specify how the
traffic that is not federated through Ivanti Access is handled. You can specify whether the traffic goes through Standalone Sentry or

directly to the destination.
' Split Tunneling is disabled if all the Sentry profiles from VPN are removed from all the registered EMMs.

Figure 1. Split tunneling in an Ivanti Access + Standalone Sentry deployment

g m‘ ___,  Cloudservice
- N sl - provider

__4

Split tunneling in an Ivanti Access deployment

In an Ivanti Access deployment, by default, all authentication traffic for the federated pairs configured in Access goes to Access. All
other traffic goes directly to the destination. However, you may require that some traffic go through Standalone Sentry to access

on-premise enterprise resources. In such cases, you configure split tunneling to do the following:
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» Authentication traffic for federated pairs configured in Ivanti Access goes through Access.
 Traffic to on-premise enterprise resources goes through Standalone Sentry.

» All other traffic goes directly to destination.

Figure 2. Default split tunneling in an Access (without Standalone Sentry) deployment

-

Figure 3. Split tunneling Access (without Standalone Sentry) and Standalone Sentry

Split tunneling for Android

For Android apps, split tunneling is configured in the lvanti Tunnel VPN configuration for Android or in the Ivanti Tunnel for Android
enterprise configuration. Split tunneling using Ivanti Tunnel for Android native and Android enterprise is handled in the Tunnel
configuration for those devices. See the /vanti Tunnel for Android Guide for information about setting up split domains and routes

lists.

In an Ivanti Access deployment, tunneling to both enterprise cloud services and to on-premise enterprise resources is not

supported with Ivanti Tunnel for Samsung Knox Workspace.

Split tunneling for iOS and macOS

For iOS apps and macOS, split tunneling is configured in Ivanti Access in Profile > Split Tunneling. The split tunneling configuration
in lvanti Access is only applicable to lvanti Tunnel for iOS and macOS.

Overview of steps for configuring split tunneling in lvanti Access

The following is an oveview of steps for configuring split tunneling in lvanti Access:

1. Enabling split tunneling

2. Adding domains for split tunneling
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1.1. Enabling split tunneling

The split tunneling feature is disabled by default.

To configure split tunneling for iOS devices, enable split tunneling and configure the domains to go to Standalone Sentry or direct to
destination.

Deleting a Standalone Sentry configuration from an UEM and performing a sync removes the Standalone Sentry data from Access.
This also disables split tunneling. To stop traffic from being redirected, Publish the changes in Ivanti Access.

Before you begin

* To access on-premise enterprise resources through Standalone Sentry, ensure that you have deployed Standalone Sentry and
that the Standalone Sentry is selected in the lvanti Tunnel VPN configuration.

* Inan lvanti Access + Standalone Sentry deployment, ensure that you have an SP and IdP pair configured. An Access profile is
created only if an SP-IdP pair is configured. Assign Standalone Sentry to the profile. Assigning the Standalone Sentry to an
Access profile, allows Standalone Sentry to pull the Access configurations, which includes the split tunneling configuration.
The SP-IdP pair can be an SP-IdP pair with dummy data.

Procedure
1. In Ivanti Access, go to Profile > Split Tunneling.
The Split Tunneling Configuration page displays.
2. For Enable Split Tunneling, move the toggle to On.
By default, traffic that does not go to Ivanti Access goes directly to destination.
& To change the default behavior, click the link next to Default Action.
Related topics

For more information, see the KB article.

When you enable split tunneling, the Tunnel authentication traffic to Access rule is added by default. This rule is the default
domain to which traffic is sent. The rule cannot be edited.
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1.2. Adding domains for split tunneling

Add destination domains to configure which domains go directly to the destination and which domains go via Standalone Sentry.

Before you begin

« Verify that the lvanti Tunnel-enabled apps and Safari are tested before deploying to production. This is because enabling or

disabling split tunneling in Ivanti Access impacts the traffic through lvanti Tunnel .

» Verify that split tunneling is enabled in Ivanti Access. See Enabling split tunneling .

Procedure

1.

In lvanti Access, go to Profile > Split Tunneling.

The Split Tunneling Configuration page displays.

3.

4.

5%

2. Click Add Domain.

In the Add Split Tunneling Rule pane, enter the name for the rule.

(Optional) Enter a description for the domain.

In the Split Tunnel Config section, enter the destination domain.

Examples: login.example.com or *.example.com

6.

- Send to destination via Sentry: Traffic destined to the domain is sent to Standalone Sentry.

- Send directly to destination: Traffic destined to the domain goes directly to the destination.

7.

In the Action drop-down, select the appropriate action.

Click Done. The domain rule is added to the table and is enabled by default.

Click Publish to make the changes available.
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12. Branding

The Branding page allows you to customize what users see if an app on a device cannot access a cloud resource.
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12.1. Branding overview

You configure branding in Profile > Branding. Ivanti Access provides the following options to customize the branding and messaging
that users see in the interaction pages on their device.

Figure 1. Branding options
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e

Service Unavaltable Page
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* Company Logo: Upload your company logo to customize what device users see in interaction pages for Zero Sign-on and

Authenticator. See, Configuring branding for Zero Sign-on.

» Remediation Page: Use this page to customize the message that device users see if a conditional rule blocks access to an
application. You can redirect device users to a URL or create a custom error page. You can add a different remediation page for

each conditional rule to block access to an application. See, Adding a remediation page.

» Service Unavailable Page: Use this page to customize the message that the device users see if an application cannot access
the cloud service or any other reason. For example, the service may not be available due to network issues. You can redirect

device users to a URL or create a custom error page.

* Warning Page: Use this page to customize the message that device users see when conditional access rule has the action set

to warn. You can allow users to continue through this warning.
The following default interaction pages are available:

* Interaction page when access to ivanti neurons for mdm application is blocked on desktop and mobile

* Interaction page when the service is unavailable on desktop and mobile

* Interaction page when access to ivanti neurons for mdm application is blocked on desktop and mobile

Figure 2. Interaction page when access to ivanti neurons for mdm application is blocked on desktop and mobile
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BLOCKED

Your access to this Cloud Application
is blocked for security reasons

This application has been
blocked as per your company
policy.

Please contact your
administrator

This application has been blocked as per
your company policy.

Please contact your administrator

Figure 3. Interaction page when the service is unavailable on desktop and mobile
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SERVICE
UNAVAILABLE

We have encountered an issue that
prevents access to your application.

We have encountered an issue
that prevents access to your
application.

Please try again. If the issue
persists, contact your
administrator.

Figure 4. Interaction page with a warning for security reasons

WARNING

Your accass to this Cloud Appiication
s biocked for security reasons

WARNING !

Device must be registered with
Mobilelron Security and this
application must be
downloaded from Mobilelron
Apps@Work for continued
access to it. Failure to conform
will deny access to this
application. Please follow
instructions below to conform
with our company security
policy.
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WARNING

This device must be registered with
Mobilelron and this application must be
downloaded from Mobilelron Apps@Work for
continued access to it. Please contact your
administrator for instructions.
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12.2. Adding a remediation page

A remediation page is presented to device users if a conditional rule blocks access to a cloud service. You can customize the
default remediation page that is provided or you can create a new remediation page. You can create separate remediation pages for

each conditional rule to customize the remediation actions that device users see.

After you create a remediation page, navigate to Profile > Conditional Access to associate the remediation page with the conditional

rule.
Before you begin

 If your deployment is Ivanti Access + Standalone Sentry, verify that you have installed Sentry 9.1.2 through the most recently

released version as supported by Ivanti.

» Verify that you have a working federated pair before enabling this feature.

Procedure

1. Navigate to Profile >Branding.

2. Click Add Remediation Page in the Remediation Page Branding panel.

The new Remediation page is added below the default remediation page.
& Customize and preview the remediation page.
4. (Optional) The administrator can choose to associate an appropriate Remediation page with the rule.

S Click Publish to apply the conditional rule with the profile.

In lvanti Access + Standalone Sentry deployment, there is a delay of fifteen minutes for Sentry to be updated.

You can customize what the user sees in one of the following ways. If the branding is not customized, the default message is

displayed to the device user.

» Redirecting device users to a URL

» Creating a customized message
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12.3. Redirecting device users to a URL

If an application is blocked or the connection fails for any reason, you can redirect the device users to a specified URL.

Procedure
1. Inlvanti Access, go to Profile > Branding > Remediation Page or Service Unavailable Page.
2. In Page Options, select | want to redirect users to my website URL.
& Enter the redirect URL in the text box for Redirect URL.
The redirect URL must include http:// or https://.
4. Click Save Changes to save the settings.

If a redirect URL is configured in the Remediation Page, device users are directed to the redirect URL if an application is blocked.

If a redirect URL is configured in the Service Unavailable Page, device users are directed to the redirect URL if the cloud service is
unavailable. For example, a 503 error.
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12.4. Creating a customized message

If an application is blocked or the connection fails for any other reason, you can customize the error message presented to the
device user. You can customize the error message by adding your company logo, company name, custom text, and a Help link.

Procedure

1. Inthe Ivanti Access administrative portal, go to Profile > Branding > Remediation Page or Service Unavailable Page.
2. In Page Options, select | want to customize the page presented to users.

3. In Customization Settings, click Choose File to navigate to the location of your company logo.

The graphic must be no more than 300 pixels wide and 50 pixels high.

If you do not want to upload a graphic, select Remove logo.
4. Enter a Message describing why users have encountered the issue.
You can enter up to 255 characters.

5. Enter a Help message describing how users can access help or report the issue. You can enter up to 255 characters.
6.  Enter the Help Link. Choose http:// or https://, and enter the URL in the text box.
7. Enter the Help Link Text that the device users see instead of the URL.

8. Click Save Changes to save the settings.
The Preview section displays the customized message.

Device users are now presented with the customized message.

Use Reset to Default option, in the Remediation page or Service Unavailable page to restore the default values when the
profile was created.

Creating a customized warning message

You can customize the warning messages to device users when a Conditional Access Rule is set to warn.

Procedure

1. Inthe Ivanti Access administrative portal, go to Profile > Branding > Warning Page.

2. In Customization Settings, click Choose File to navigate to the location of your company logo.

The graphic must be no more than 300 pixels wide and 50 pixels high.

If you do not want to upload a graphic, select Remove logo.

& Enter a Warning Message about the issue.
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You can enter up to 255 characters.

4. Enter a Help message describing how users can access help or report the issue. You can enter up to 255 characters.

5.  Enter the Help Link. Choose http:// or https://, and enter the URL in the text box.

6. Enter the Help Link Text that device users see instead of the URL.

7. Enter the Continue Button Text that the users see to click and proceed.

8. Click Save Changes to save the settings.

The Preview section displays the customized message.

Device users are now presented with the customized message.

Use the Reset to Default option, in the Warning page to restore the default values when the profile was created.
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13. Session Revocation

Ivanti Access provides authentication assertions, based on the SAML or WS-Federation protocols, to cloud services. As a result of
the authentication, the app gets a session token from the cloud service. This token is stored on the device and allows the app to
access the cloud service without having to reenter user credentials. The session token expires after a certain length of time, after

which the user is prompted to authenticate again.

Session revocation is now triggered for multi-user sign-in applications. On a shared device, even if the user is signed-out ,

session revocation is still triggered.
For example: On an iOS shared device, if the user uses Office 365 and later logs out of the device and when a new user logs

into the device, the user is prompted for credentials again.

The following topics provide more information about session revocation:

* About session revocation

« Configuring Session Revocation

» Session revocation report

* What users see if session revocation is configured
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13.1. About session revocation

Session revocation allows administrators to terminate or revoke the session token if a device is out of compliance and the

UEM policy action is blocked or a device is retired. The revocation prevents out of compliance and retired devices from continuing
to use a session token on the device to access the cloud service. Session revocation impacts the sessions of the managed
applications (service provider) on all the devices that the user uses to access the cloud service. After a session token is revoked,
the user has to re-authenticate with the service provider through Access to get a new session token. When the user tries to re-
authenticate, Access enforces conditional policies and unblocks the app.

You can update the compliance policies in Ivanti EPMM> Policies & Configs > Compliance Policies.

Compliance policy

» Support for policy action based Session revocation

 lvanti Access Session revocation service (SRS) workflows are improved to consider UEM (lvanti EPMM) policy action

configurations

» Session revocation is triggered only for those devices which are non compliant and also have a blocking action setup against

the corresponding policy
» Session revocation actions is also triggered for other device states such as quarantine, wipe, and retire

 For all other cases of violation, if there is a non blocking action (such as email, monitor, notify, etc) no action will be taken by

lvanti Access.

Session revocation is supported for Ivanti Access deployments for Office 365 using the Azure Graph API and G Suite using Google
API console. However, the session revocation feature is not supported for Ilvanti Access + Standalone Sentry deployments.

* To start session revocation, Ivanti Access verifies the compliance action configured on UEM when the device goes out of
compliance and the actions configured against them. For lvanti Neurons for MDM or Ivanti EPMM deployments, session
revocation is triggered if the device is out of compliance and the compliance action is either block or quarantine. Session

revocation is also triggered if the device is Wiped or Retired.

» To start session revocation, Ivanti Access verifies the compliance action configured on UEM when the device goes out of
compliance and the actions configured against them. For Ivanti EPMM deployments, session revocation is triggered if the

device is out of compliance and the compliance action is block. Session revocation is not triggered if the action is SendAlert.
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13.2. Configuring Session Revocation

Session revocation is configured in Ivanti Access.

Before you begin

» Verify the following before configuring session revocation:

o

o

You have an Ivanti Access deployment with a UEM.

The lvanti Access administrator has Common Platform Services (CPS) role in UEM.
Ivanti Neurons for MDM: For information on assigning roles, see "Assigning Roles to Users" in the /vanti Neurons for
MDM Guide or click Help in the Ivanti Neurons for MDM administrative portal.

Ivanti EPMM: For information on assigning roles, see the /vanti EPMM Delegated Administration Guide.

Common Platform Services Notifications is enabled in UEM.

Ivanti Neurons for MDM: Go to Admin > Common Platform Services Notifications, and enable Common Platform Services
Notifications.

Ivanti EPMM: From the Ivanti EPMM command line interface (CLI), enter the following command in CONFIG mode -

activemq

Session tokens are revoked if the device state is retired or non-compliant as reported by the UEM to Ivanti Access.

For information about configuring compliance polices, see your UEM documentation.

Ivanti Neurons for MDM: See “Policies"” in the /vanti Neurons for MDM Guide or click Help in the Ivanti Neurons for MDM
administrative portal.

Ivanti EPMM: See the /vanti EPMM Device Management Guide.

Users are registered LDAP users with custom attribute of userPrincipalName and objectGUID in a UEM.

Ivanti Neurons for MDM: See Configuring LDAP in lvanti Neurons for MDM for session revocation.

Ivanti EPMM: See Configuring LDAP in lvanti EPMM for session revocation.

Port 8883 in the firewall is open to allow Ivanti Access to pick up queued up events.

» For Office 365

o

o

A federated pair with Office 365 and ADFS configured in Ivanti Access

An app registration for the Ivanti Access revocation service in Microsoft Azure. This set up provides Access permission to
revoke session tokens for Office 365.

For information about creating an app registration for the Ivanti Access session revocation service, see the knowledge
base article

Configuring an application in Azure for the session revocation service (SRS) for Office 365 (Azure AD). Make a note of

the Azure directory ID, application ID, and the secret key.

* For G Suite

o

o

A federated pair with G Suite and any appropriate IdP configured in Ivanti Access.

Generate a service account key file using Google API console. This set up provides Ivanti Access permission to revoke
session tokens from G Suite.

For more information about creating the service account key file, see the knowledge base article Configuring G Suite for

the session revocation service (SRS). Make a note of the G Suite service account key.

Procedure

1. In Ivanti Access, go to Profile > Session Revocation.

The Service Provider Configuration page displays.
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2. In the Service Provider Configuration page, click +Add Configuration.
3. For service provider, click Office 365 or G Suite appropriately.

4. Enter the following information.

Iltem Description
Name Enter a name for the configuration.
Add Description Add a description for the configuration.

Configuration for Office

365

Azure Directory ID Enter the Azure directory ID.

Application ID Enter the application ID from the app registration you created for the Ivanti Access session revocation
service in Azure.

Secret key Enter the Azure secret key from the app registration you created for the Ivanti Access session

revocation service in Azure.
Configuration for G Suite

G Suite Service Account Service account key file in JSON format.

Key To obtain this file, follow KB article:
G Suite administrator Enter the Super Admin email ID.
Email ID

5. Click Save.
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13.3. Session revocation report

For information on which user and service provider (SP) a revocation action was performed, see Reports > Session Revocation in

the lvanti Access administrative portal.

The report provides status information on whether the revocation was successful or not and the context for the revocation.
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What users see if session revocationis

13.4. configured

If the session token is revoked, users are prompted to log in to the cloud service. Based on conditional policies, Ivanti Access
evaluates whether the user on the device has access to the cloud service. If access is denied, a message is presented to the user

stating that they are blocked by the administrator from accessing the service.
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14. Zero Sign-on with lvanti Access

With Fast Identity Online (FIDO2) or extended Zero Sign-on solution, lvanti provides ease of access to enterprise resources within a
highly secure framework. Users access enterprise cloud resources from either unmanaged or managed devices without the

requirement of having to enter their username and password.
The following provides information about FIDO2 or extended Zero Sign-on with lvanti Access:

* Overview

» Configuring Zero Sign-on in Ivanti Neurons for MDM

» Configuring Zero Sign-on in lvanti EPMM

« Configuring Zero Sign-on in lvanti Access

¢ Authenticate

* What users see for FIDO2

¢ Client Registration Settings
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141. Overview

Using Fast Identity Online (FIDO2) secure authentication protocols, lvanti extends the Zero Sign-on solution to third-party managed
devices. FIDO2 is the industry standard that replaces passwords with a login experience that is passwordless, fast, and secure

across websites and apps.

For information about the FIDO2 standard, see https://fidoalliance.org.

Key features

» FIDO2 standard provides Secure, Phishing-proof, and convenient methods of authentication.
* Users never need to enter username.

* Users never need to enter passwords.

* FIDO2 uses biometric authentication.

¢ FIDO2 has standard around no username authentication too.

Use cases

FIDO2 is supported on desktops managed by Ivanti Neurons for MDM, Jamf and SCCM.

Zero Sign-on with FIDO2 solution is for managed desktops only and not for mobiles. Authenticate must be installed on your

desktop for this solution to function.

Deployment use cases

The following use cases are supported for FIDO2 or Zero Sign-on solution:
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Deployment Use

cases

Passwordless login
to cloud services
from cloud

managed desktops

Passwordless login

to cloud services

from Jamf managed

desktops

Passwordless login
to cloud services
from SCCM
managed desktops

Passwordless login

to a desktop

Passwordless login
from unmanaged

devices

Notifications

Biometrics on the desktop, or

Push notifications to a managed

device or a Auth-only device.

Biometrics on the desktop, or

Push notifications to a managed

device or a Auth-only device.

Biometrics on the desktop, or

Push notifications to a managed

device or a Auth-only device.

Push notifications to a managed

device or a Auth-only device

QR code

Push notifications to a managed
device or a Auth-only device

administrator mandates
compliance check to be
performed for these devices
and block if they are non

compliant

Required components

» |vanti Access

¢ lvanti Neurons for MDM deployment

Interaction Use case

User verification (Step Up Authentication) is disabled for 3rd party
managed UEM desktops along with device authentication
¢ only device authentication is done using FIDO2 client on

desktop

Block unmanaged traffic from unmanaged devices which are not
3rd party UEM managed
* block the access if FIDO2 authentication cannot be performed

Block 3rd party UEM managed desktops which are non compliant
where device posture is not correct

e Allow 3rd party UEM managed desktops which are non

compliant where device posture is not correct

e Allow 3rd party UEM managed desktops which are non

compliant where device posture is not correct

» User verification is enabled for 3rd party managed UEM

desktops along with device authentication

o Along with device authentication, user verification mus be
done which can be performed either using biometrics of
desktops or mobile devices or using username or

password authentication with original IdP.

e Allow 3rd party UEM managed desktops which are non
compliant where device posture is not correct

e Allow 3rd party UEM managed desktops which are non

compliant where device posture is not correct

User verification is disabled for 3rd party managed UEM desktops
along with device authentication
« only device authentication is done using Authenticate on
desktop

* Allow unmanaged traffic from unmanaged devices which are

not 3rd party UEM managed.

* Block unmanaged traffic from unmanaged devices which are
not 3rd party UEM managed
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* Authenticate for macOS and Windows 10
« If FIDOZ2 is not enabled, then the following components are required in an Ivanti Access deployment:
o lvanti Tunnel configuration with lvanti Access enabled.

o |vanti Tunnel deployed to devices.

Ivanti Tunnel only works with managed desktops and does not work for other 3rd party managed devices.

Supported devices

* macOS devices managed by Ivanti Neurons for MDM

* Windows 10 devices managed by Ivanti Neurons for MDM

Supported browsers

* macOS: Safari, Chrome

* Windows 10: Edge, Chrome, Firefox

Authentication flow types
The following flow types lists the authentication workflow in a FIDO2 solution:
* Managed flow

¢ Unmanaged flow

e Other managed flow
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Configuring Zero Sign-on in lvanti Neurons for
MDM

Create a Zero Sign-on configuration in lvanti Neurons for MDM and sync with Ivanti Access.

14.2.

Before you begin

Ensure that you have set up Ivanti Access with Ivanti Neurons for MDM. See Overview of configuration with Ivanti Neurons for
MDM.

Procedure: Overview of steps

1. Creating a Zero Sign-On configuration in Ilvanti Neurons for MDM

2. Syncing the Zero Sign-On configuration with Ivanti Access

Creating a Zero Sigh-On configuration in lvanti Neurons for MDM
In Ivanti Neurons for MDM, create a Zero Sign-on configuration.

Before you begin

Ensure that you have configured Zero Sign-on in lvanti Access.

Procedure

1. In lvanti Neurons for MDM, go to Configurations > + Add > Saas Sign-On.
2. In the Name field, enter a name for the configuration.
3. (Optional) Expand + Add Description, to add a description for the configuration.

4. For SCEP Identity, select the identity certificate you created for Ivanti Tunnel.

The Ivanti Tunnel certificate is the same certificate you used to set up mobile app single sign-on in Ivanti Access.
5. Turn on the Enable FIDOtoggle switch to enable FIDO 2 authentication.

6. Select a distribution option.
The configuration is distributed to the devices in the selected option.

7. Click Done.
Related topics

» For more information about configuring mobile app single sign-on (SSO):

o For a federated pair, see Configuring Mobile App Single Sign-on (SSO).

o For delegated IdP, see Configuring lvanti Access as the delegated IdP .

Syncing the Zero Sign-On configuration with Ivanti Access

Sync with Ivanti Access to pull the Zero Sign-on configuration from the UEM.
Procedure

1. In lvanti Access, navigate to the UEM tab.

2. Select the Ivanti Neurons for MDM UEM and click the Sync UEM icon.
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3. Enter the UEM administrator credentials .
4. Enter the credentials and click Verify.

5. Click Done.
The SaaS Sign-on configuration and Authenticate configuration is now synced with Ivanti Access.
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14.3. Configuring Zero Sign-on in lvanti EPMM

Create a Zero Sign-on configuration in lvanti EPMM and sync with lvanti Access.
Before you begin

You have set up lvanti Access with Ivanti EPMM. See Overview of configuration with lvanti EPMM.

Procedure: Overview of steps

1. Creating a Zero Sign-on policy in Ivanti EPMM

2. Syncing the Zero Sign-on policy with lvanti Access

Creating a Zero Signh-on policy in lvanti EPMM

In lvanti EPMM, create a Zero Sign-on policy.

Before you begin

Ensure that you have configured Zero Sign-on in Ivanti Access.
Procedure

1. In Ivanti EPMM, go to Policies & Configs > Policies > Add New > SaaS Sign-on.
2. In the Name field, enter a name for the configuration.

3. For Status, select Active.

Active is default status.
4. (Optional) Add a description for the policy.

5. For Identity Certificate, select the certificate enrollment setting you created for lvanti Tunnel.
The Ivanti Tunnel certificate is the same certificate you used to set up mobile app single sign-on in Ivanti Access.

6. Turn on the Enable FIDOtoggle switch to enable FIDO authentication.
7. Click Save.
8. Apply the policy to a label.

1. Select the SaaS sign-on policy.

2. Click Actions > Apply To Label.

3. Select the labels to apply and click Apply.
Related topics

» For more information about configuring mobile app single sign-on (SSO):

o For a federated pair, see Configuring Mobile App Single Sign-on (SSO).

o For delegated IdP, see Configuring Ivanti Access as the delegated IdP .

Syncing the Zero Sign-on policy with Ivanti Access
Sync with Ivanti Access to pull the Zero Sign-on configuration from the UEM.

Procedure
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1. In lvanti Access, navigate to the UEM tab.
2. Select the Ilvanti EPMM UEM and click the Sync UEM icon.
3. Enter the credentials and click Verify.

4. Click Done.
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14.4. Configuring Zero Sign-on in lvanti Access

This section provides information for the following scenarios:

» Setting Zero Sign-on security and user experience

» Passwordless authentication to service providers on unmanaged devices

» Password less login to cloud services for managed desktops

» Zero Sign-on from desktops managed by Jamf and SCCM
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Setting Zero Sign-on security and user

14.4.1. :
experience

Users can customize the security and user experience of Zero Sign-on. You can find the settings in Profile > Zero Sign-on > Zero
Sign-on Settings. It lists the following configuration options:

e General: Setting the session timeout duration

¢ Authenticate: Registering with Authenticate

- FIDO Key: FIDO Key

* Security Key and Biometrics: Security Key and Biometrics

* QR Code: QR Code

» Password: Password

Setting the session timeout duration
Use the Zero Sign-on configuration, Profile >Zero Sign-on, to do the following:

» Set the session timeout duration after users authenticate using Zero Sign-on.
Once user authenticates on their managed or personal device, they don't have to sign-in next time while they are within the
signed-in session duration. Except if the policy associated to the Service Provider requires Step-Up Authentication, then user

would be prompted for it. Session is terminated by closing the browser.
Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> General to update the number of hours, if needed, for Enable Signed In Session.

3. By default, the option is enabled and the number of hours is set at 12. The option sets the session timeout that is applied when

users select the Yes, this is my personal computer option in the Zero Sign-on interaction page.

4. Click Save .

Registering with Authenticate

After an automatic installation , Authenticate connects with Ivanti Access to register to the desktop to the appropriate user.
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Zero Sign-On Settings

Show Description

General Ivanti Zero Sign-On Authenticate FIDO Key Security Key & Biometrics QR Code Password
Cancel
Registration

Ivanti Zero Sign-On Authenticate Registration (7

@ silent

Access determines username through the desklop identity certificate of the managed deskiop

() Require QR code scan to register
Access identifies user through the scan of OR code using user's mobile device.

Desktop Unlock

) Unlock desktop/laptop using Ivanti Go and Ivanti Mobile@Work (%)

Authentication to Service Providers

[on Show users the option to sign-in with Ivanti Zero Sign-On Authenticate when they perform Zero Sign-
On authentication

If this is OFF, then users can still use other authentication options such as QR code, Push and
Password. Those users whose desklops have lvanli Zero Sign-On Authenticate and browser is
registered, would be able lo sign-in using that.

Customize Description for 'Sign in using Ivanti Zero Sign-On Authenticate'

Customize Ihe description to help users decide il ey should choose "Skan in using Ivanti Zero Sign-On Authenticale' when using
a deskiop browser that's not FIDO registered with Ivanti Zero Sign-On Authenticate. Leamn Mare

Provide biometrics or confirm push netification to sign in

You can register in one of the following methods:

 Silent: Registration is done by fetching the username from the desktop identity certificate.

* Require QR code scan to register: User must open Authenticate application and scan the QR code using Go app. The
username is then obtained from the mobile device identity certificate.

Unlocking the desktop

Desktop unlock is a secure and convenient method of unlocking user's desktop using a phone. The Authenticate application on the
desktop works in conjunction with Ivanti Access to send a push notification to the user's activated mobile phone to authenticate and
unlock the desktop. Keep the toggle on in Profile > Zero Sign-on > Zero Sign-on Settings > Zero Sign-on Authenticate to enable
the feature.

Authentication for service providers

The toggle switch "Show users the option to sign-in with Authenticate when they perform Zero Sign-On authentication" is disabled
by default. When this option is enabled, this option lets the users sign-in to Authenticate on the desktops.

Even with this option disabled, users can use the other authentication options such as QR code, Push and Password.

Provide a customized description for Sign-in using Zero Sign-on Authenticate. This description helps the users decide to select the
"Sign-in using Zero Sign-on Authenticate " when using a desktop browser that is not FIDO registered with Authenticate.
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FIDO Key

FIDO keys are used for stronger authentication. During registration with an online service, the user's client device creates a new key
pair. The client's private keys can be used only after they are unlocked locally on the device by the user. The user can manage the

settings of the FIDO key in Ivanti Access after registering.

Ivanti recommends that the admin does not need to change the settings. However, the admin should discuss before enabling

or disabling the settings.

Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> FIDO Key.

3. Update the following fields to enhance the feature as required:
o Rotation Period for FIDO Key: Specify the duration required to generate a new FIDO key.

o Grace period to rotate the FIDO Key before expiry: Specify the grace period to generate a FIDO key if it was not during
the Rotation period.

o FIDO key storage: Specify the Trusted Platform Module version supported to store the FIDO key.

o Allow storing in iOS keychain: Turn on option iOS user.

o Allow storing in Windows Certificate Store: Specify if the FIDO key can be stored in Certificate Store.

o Allow storing in MacOS keychain: Turn on the option for MacOS user.

o Allow storing in Android key store: Turn on the option for Android user.

o Desktop Password Encryption: Specify the RSA key size for Mobile devices or for desktops.

o Public Key Algorithms: Select the public key algorithms and specify the order that they must be applied.

o Authenticate as a FIDO key: Select the option to authenticate with FIDO key on the website. Authenticate is automatically
invoked and prompts the user to authenticate with a push notification.

4. Click Add New to add the relying parties that accept FIDO keys to use Authenticate to sign-in.

5. Click Save.

Security Key and Biometrics

The Security Key and Biometrics lets you enable the feature for end users to see an option to sign in using Security Key &

Biometrics.
Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> Security Key & Biometrics.

3. Enable the toggle switch for Enable sign in via Security Key & Biometric.

4. Click Save.

QR Code
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The QR Code provides a convenient and secure way for users to authenticate by scanning a QR code with their mobile device,

typically using an authentication app or camera.
Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> QR Code.

3. Enable the toggle switch for Enable sign in via QR Code.

4. Click Save.

Password
The Password provides a secure way to authenticate users by verifying their identity through a password.
Procedure

1.In Ivanti Access, go to Profile > Zero Sign-on.

2. Click Zero Sign-on Settings> Password.

3. Enable the toggle switch for Enable sign in via Password.

4. Click Save.
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Passwordless authentication to service

14.4.2. providers on unmanaged devices

This section contains the following sections:

Password-less login from unmanaged devices
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Password-less login from unmanaged

14.4.2.1. )
devices

The following describes the configuration in Ivanti Access for Zero Sign-on.
Before you begin

* Ensure that you have an Ivanti Access deployment with UEM.
See Overview of configuration with Ivanti Neurons for MDM.
OR

See Overview of configuration with Ivanti EPMM

* Ensure that mobile app single sign-on (SSO) is configured for the service provider (SP).
For a federated pair, see Configuring Mobile App Single Sign-on (SSO).

For delegated IdP, see Configuring Ivanti Access as the delegated IdP .

Procedure: Overview of steps

» Enabling Password-less Authentication on Go and Mobile@Work

* Adding a Zero Sign-on Rule in the Policies

A green tick displays when these steps are configured correctly. This shows that the authentication is configured correctly.

Enabling Password-less Authentication on Go and Mobile@Work
Before you begin

* Configure the user information for Zero Sign-on.

o To configure the user information, map the fields in the certificate from which lvanti Access gets user identifying
information. This is the identity certificate used for setting up the configuration. Configuring the user information enables

password-less authentication.
Procedure

1. In Ivanti Access, go to Profile > Zero Sign-on.
2. Under Steps to deploy, expand Enable Password-less Authentication on Go and Mobile@Work.

3. Click See Details to view the existing configuration details for the devices.

4. To enable more devices follow the steps i) and ii) as shown above.
1. Deploy SaaS Sign-On on managed mobile devices.

2. Sync UEM.

Adding a Zero Sign-on Rule in the Policies

In the policy associated with the SAML pair for which Zero Sign-on is required, add a Zero Sign-on Rule conditional rule. If the rule

is added, users accessing the cloud service from an unmanaged device see an interaction page. The interaction page contains a
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QR code, which device users can scan from a managed device to authenticate to the cloud service. Alternately, the interaction page

also contains a link to authenticate with username and password.
Before you begin

» Ensure that mobile app single sign-on is configured for the federated pair or delegated IdP to which you want to assign the
Zero Sign-on Rule. If mobile app single sign-on is not configured, you will see errors when creating or assigning the Zero Sign-

on Rule.
Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Add Zero Sign-On Rule in the Policies.

3. Click See Details to view the existing UEMs with SaaS on configuration created and synced with Ivanti Access.

B

. Verify that the rule is configured.

Else add a rule in Profile > Conditional Policies.
5. In lvanti Access, go to Profile > Conditional Access.

6. Expand Default Policy.
If you want Zero Sign-on only for some federated pairs or delegated IdP, create a new policy.
The Zero Sign-on rule can be added to any policy. Adding the Zero Sign-on rule to the default policy makes it available to all
pairs to which the default policy is applied. Add the Zero Sign-on rule to another policy if you want to apply the rule to only
some federated pairs or delegated IdP.

N

. Click +Add Rule > Zero Sign-on Rule to add the conditional rule for Zero Sign-on.

8. Enter a name and description for the rule.
\

9. Configure the rule for one of the following devices.

1. For unmanaged devices: Enable the toggle switch to allow admins to independently manage the authentication methods.
Users are authenticated with one of the following methods: Password, Security Key & Biometrics, QR code, Push

notification and One Time Password (OTP).

The following are the granular authentication control criteria.
= The global (tenant-wide) settings must be enabled to enable the granular (per-federation) settings.

= At least one authentication method must be enabled.

Disabled options are clearly indicated in the Ul with explanatory tooltips.

2. Step-Up Authentication: Enable the toggle switch to step-up authentication such as Push notifications or biometric for

managed desktops.
10. For Rule Action, select Allow.
11. Click Done to save the policy and rule.
The order of the conditional rules matters. When you create a Zero Sign-on Rule, Ivanti Access automatically orders the rules such
that the Zero Sign-on Rule follows the Trusted App and Device rule. The order of rules, if they are configured, is as follows: Trusted

App and Device rule, Zero Sign-on Rule, Multi-Factor Authentication rule. However, the rules can be manually reordered. Ensure

that the order of the rules matches the order stated in this note.
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Configuring portal for FIDO security

The Configure Portal section is required for users without Mobilelron Go or Mobile@Work to sign-in to service providers using
registered FIDO hardware key, macOS TouchlID or Windows Hello.

The section provides information if the portal is configured. Else it provides a link to configure the portal.

;  Configure Portal ~
Required for Users without Mobilelron Go or Mobile@Work can sign-in to senice prowviders using registered FIDO hardware key, mac0S TouchlD
or Windows Hello
@

Configuring branding for Zero Sigh-on

Customize the user experience for your enterprise users by uploading your company logo to lvanti Access. The user notification

screen as well as the interaction page with the QR code are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG, JPG, JPEG, and
SVG.

Procedure

1. In lvanti Access, go to Profile > Branding.

2. In the Company Logo section, drag and drop your company logo or click Choose to navigate to the location of the file and add.
Next steps

Publish the updates. See Publishing the changes.

Publishing the changes

Publish the changes to make the updates available. In the Ivanti Access administrative portal, a publish banner appears in any of the

Profile tabs when there are configuration changes.
Procedure

1. In the Ivanti Access, go to Profile > Overview.
2. Click Publish.
3. Click OK.
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Password less login to cloud services for

14.4.3. managed desktops

This chapter contains the following sections:

Password-less log in to cloud services from managed desktops

Password-less login from managed devices

174 /1329



ivanti

14.4.3.1. Password-less log in to desktops

Passwordless login to desktops with push notifications to a managed device.

Users signing into their desktops get push notification to their managed device. Users do not need to enter their username and

password.

Required components

Ivanti Neurons for MDM deployment
Authenticate for Windows 10

FIDO2 cloud instance

Supported devices

macOS devices managed by lvanti Neurons for MDM

Windows 10 devices managed by lvanti Neurons for MDM

Supported browsers

macOS: Safari, Chrome

Windows 10: Edge, Chrome, Firefox
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Password-less log in to cloud services from

14.4.3.2. managed desktOPS

The FIDO2 solution is based on FIDO2 standards and extends the passwordless experience to desktops with TouchlID.

Use cases

The following use cases are supported for passwordless log in:

Log in to cloud services from managed desktops.
Users are automatically authenticated using macOS TouchlID if the device supports TouchID. Entering their username and

password is not required. The biometric option is also available and is turned off by default.

Log in to cloud services from unmanaged desktops using push notifications.
Users are prompted to allow the access from a push notification sent to a managed or Auth-only mobile device. Entering their

username and password is not required.

Log in to a desktop using push notifications.
Users are prompted to allow the access from a push notification sent to a managed or Auth-only mobile device. Entering their
username and password is not required.

This use case requires that you also have Ivanti Neurons for MDM deployment.

Required components

Ivanti Neurons for MDM deployment
Authenticate for macOS
Authenticate for Windows 10

FIDO2 Ivanti Neurons for MDM instance

Supported devices

macOS devices managed by Ivanti Neurons for MDM

Windows 10 devices managed by Ivanti Neurons for MDM

Supported browsers

macOS: Safari, Chrome

Windows 10: Edge, Chrome, Firefox
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14.4.3.3. Password-less login from managed devices

The following describes the configuration in Ivanti Access for Zero Sign-on.

Deploying Authenticate using UEM

Review Registration Settings

Enabling Password-less Authentication on Go and Mobile@Work

Adding a Zero Sign-on Rule in the Policies

Deploying Authenticate using UEM

You can connect UEM with Ivanti Access and distribute Authenticate to user desktops.
Procedure

In Ivanti Access, go to Profile > Zero Sign-on.

Under Steps for deploy, expand Deploy Authenticate using UEM.

For desktops managed by :
3rd Party UEM: In Ivanti Access, go to UEM > 3rd Party UEMstab. Click Connect UEM and follow steps.

Ivanti Neurons for MDM: Go to UEM. Select the Ivanti Neurons for MDM UEM and follow steps in the Authenticate section.

Review Registration Settings
The Registration settings are used by clients such as Go to register user’s device with Ivanti Access.
Procedure

In Ivanti Access, go to Profile > Zero Sign-on.

Under Steps to deploy, expand Review Registration Settings.

Verify the certificate mapping.

Click View Template to view the default client certificate.

Click Edit to modify the registration.

Select the username mapping in the certificate appropriately and click Save. For more information, see Client Registration

Settings.
Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.

Enabling Password-less Authentication on Go and Mobile@Work
Before you begin

Configure the user information for Zero Sign-on.
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o To configure the user information, map the fields in the certificate from which Access gets user identifying information.
This is the identity certificate used for setting up configuration. Configuring the user information enables passwordless

authentication.
Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Enable Password-less Authentication on Go and Mobile@Work.

3. Click See Details to view the existing configuration details for the devices.
4. To enable more devices follow the steps i) and ii) as shown above.
1. Deploy SaaS Sign-On on managed mobile devices.

2.Sync UEM.

Adding a Zero Sign-on Rule in the Policies

In the policy associated with the saml pair for which Zero Sign-on is required, add a Zero Sign-on Rule conditional rule. If the rule is
added, users accessing the cloud service from an unmanaged device see an interaction page. The interaction page contains a QR
code, which device users can scan from a managed device to authenticate to the cloud service. Alternately, the interaction page

also contains a link to authenticate with username and password.
Before you begin

» Ensure that mobile app single sign-on is configured for the federated pair or delegated IdP to which you want to assign the
Zero Sign-on Rule. If mobile app single sign-on is not configured, you will see errors when creating or assigning the Zero Sign-

on Rule.
Procedure

1. In lvanti Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Add Zero Sign-On Rule in the Policies.

3. Verify that the rule is configured.

Else add a rule in Profile > Conditional Policies.
4. In Ivanti Access, go to Profile > Conditional Access.

5. Expand Default Policy.
If you want Zero Sign-on only for some federated pairs or delegated IdP, create a new policy.
The Zero Sign-on rule can be added to any policy. Adding the Zero Sign-on rule to the default policy makes it available to all
pairs to which the default policy is applied. Add the Zero Sign-on rule to another policy if you want to apply the rule to only

some federated pairs or delegated IdP.

6. Click +Add Rule > Zero Sign-on Rule to add the conditional rule for Zero Sign-on.
\

7. Enter a Name and Description for the rule.

8. Configure the rule for one of the following devices.

1. For managed desktops: Users device is automatically authenticated using Authenticate and FIDO2 protocol. Enable the
toggle switch to select this configuration.
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2. For unmanaged devices: Enable the toggle switch to allow access on unmanaged devices. Users are authenticated with

one of the following methods: QR code, Push notification, One Time Password (OTP), and FIDO Authenticator.

3. Step-Up Authentication: Enable the toggle switch to step-up authentication such as Push notifications or biometric for

managed desktops.
9. For Rule Action, select Allow.

10. Click Done to save the policy and rule.

: The order of the conditional rules matters. When you create a Zero Sign-on Rule, Ivanti Access automatically orders the rules such
that the Zero Sign-on Rule follows the Trusted App and Device rule. The order of rules, if they are configured, is as follows: Trusted
App and Device rule, Zero Sign-on Rule, Multi-Factor Authentication rule. However, the rules can be manually reordered. Ensure

that the order of the rules matches the order stated in this note.

Configuring branding for Zero Sign-on

Customize the user experience for your enterprise users by uploading your company logo to Ivanti Access. The user notification

screen as well as the interaction page with the QR code are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG, JPG, JPEG, and
SVG.

Procedure

1. In lvanti Access, go to Profile > Branding.

2. In the Company Logo section, drag and drop your company logo or click Choose to navigate to the location of the file and add.
Next steps

Publish the updates. See Publishing the changes.

Publishing the changes

Publish the changes to make the updates available. In the lvanti Access administrative portal, a publish banner appears in any of the

Profile tabs when there are configuration changes.
Procedure

1.In Ivanti Access, go to Profile > Overview.
2. Click Publish.

3. Click OK.
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Zero Sign-on from desktops managed by
Jamf and SCCM

The FIDO2 Zero Sign-on solution allows you to provide a password less log in experience from your Jamf/SCCM managed

14.4.4.

desktops.

Use cases
The following use cases are supported for passwordless log in:

Log in to cloud services from desktops managed by Jamf/SCCM on the desktop.

Users are automatically authenticated using macOS TouchlD if the device supports TouchlID. Entering their username and
password is not required.

This use case does not require that you also have lvanti Neurons for MDM deployment.

This configuration is optional and if turned off by default.

Log in to cloud services from desktops managed by Jamf/SCCM using push notifications.
Users are prompted to allow the access from a push notification sent to a managed or Auth-only mobile device. Entering their
username and password is not required.

This use case requires that you also have Ivanti Neurons for MDM deployment.

Log in to a desktop using push notifications.
Users are prompted to allow the access from a push notification sent to a managed or Auth-only mobile device. Entering their
username and password is not required.

This use case requires that you also have Ivanti Neurons for MDM deployment.

Authentication flow from desktops

Figure 1. Authentication flow from managed desktops
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1. User requests access to a cloud service from a Jamf /SCCM desktop.

2 The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since Ivanti Access is the

configured IdP, the request is redirected to Ivanti Access.

3 Ivanti Access generates a new SAML response to redirect to the original SP. The original SP obtains the user identity
from the SAML response and presents the personalized screen to the user.

Required components

* Authenticate for macOS
* FIDO2 Ivanti Neurons for MDM instance (Access in the EAP cluster with configured SP+IdP federated pairs)

« |vanti Neurons for MDM deployment if push notifications to lvanti managed device is needed.

Supported devices

* macOS devices managed by Jamf/SCCM

Supported browsers

¢ macOS: Safari, Chrome
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14.4.4.1. Configuring UEM with Jamf in Ivanti Access

Ivanti Access integrates with Jamf (UEM vendor) to provide Zero Sign-on capability for desktops or laptops managed by them.
Before you begin
« Verify that you provide the CA signer certificate from the 3rd party UEM used for the identity certificate in the managed
desktops.
» Verify that you have the Desktop Identity Certificate CA referenced in Certificate based Single Sign On (Profile >Federation).

* Download the PKG file from Ivanti support site.
Procedure

1. Login to Access > UEM > 3rd Party UEMs.
2. Click Connect UEM.

3. Select Jamf.

Connect UEM Jamf

e

Choose UEM Vendor N

Certificate Authority [ ]

3 Settings
Desktop Identity Certificate CA

This is the signer certficate for the identity cerlificates issued Lo the managed desklops

MNote: Zere Sign-On solufion requires that this CA be different than the CA used for the mobile idenlity cerdificales deployed using
Mabilelron. If they are the same, you'll need lo selup ancther CA in the salecled UEM

Add Certificate

1. Enter the following details:
1. Enter a Name.
2. Click Add Certificate under Desktop Identity Certificate CA.

2. Enter the Certificate Name and add the certificate.
Or
Paste the certificate.
Only PEM and CER file types are allowed.

3. Click Done.
4. Click Next.

5. (Optional) Enter the Management Check details.

Check whether desktop is registered to Jamf and check compliance if smart group is provided.

o Enable to toggle for "Verify desktop is managed by Jamf and limit access to only managed desktops".
Enabling this option performs a check during Authenticate registration and authentication to service providers.

o Enter the Tenant URL.
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o Username

o Password

6. (Optional) Enter the compliance criteria using Smart Group to enable restricted access to service providers.
Use the Zero Sign-on rule to enforce that only desktops compliant with this criteria are able to access the service providers

governed by the policy.
7. Click Done.
8. Under UEM > 3rd Party UEMs, the Jamf instance is created.
9. Click Download Plist and save the XML as a .plist file to upload in Jamf.
I
Next steps

* Configuring Authenticate on Jamf
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Configuring UEM with SCCM in Ivanti

14.4.4.2. ACCESS

Ivanti Access integrates with SCCM (UEM vendor) to provide Zero Sign-on capability for desktops or laptops managed by them.
Before you begin
« Verify that you provide the CA signer certificate from the 3rd party UEM used for the identity certificate in the managed
desktops.
« Verify that you have the Desktop Identity Certificate CA. See Desktop Identity Certificate.

* Download the msi file from support site.
Procedure

1. Login to Access > UEM > 3rd Party UEMs.
2. Click Connect UEM.

3. Select SCCM.

4. Click Add Certificate and enter the certificate name.

5. Click Browse to add the certificate.
To download the certificate, run the command certutil -ca.cert ca_name.cer on the same machine where the AD CS
service is running.

For more information, see How to export Root Certification Authority Certificate.

6. Click Done > Next.

7. (Optional) Enter the SCCM details. For more information, see Configuring certificate authority for SCCM and Configuring

CMG application for compliance check.

Creating desktop identity certificate

1. On the AD CS machine, for the desktop identity certificate, click certificate templates.
2. Create a new template for provisioning certificates.

3. On the Subject Name tab, select Build from Active Directory information.

4. 0n the Request Handling tab, select Enroll subject without requiring any user input.

5. Add custom SAN attributes to Desktop Identity Certificate.
For more information, see Microsoft Certificate Authority Template.

Next steps

Configuring certificate authority for SCCM

Configuring certificate authority for SCCM
Before you begin

» Ensure that you have ve set up Certificate Authority (AD CS) running on Microsoft Server.

* Ensure to export the Root certification authority certificate.
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Procedure

1. On Certificate Authority, run adsiedit.msc .

2. Click Configuration > Services > Public Key Services > Certificate Templates.

3 Select the template and enter the value of msPKI-Certificate-Name-Flag field after converting hexadecimal to decimal
and adding the value.
For more information, see Certificate Name Flag Attribute.

For example: To add the following names to the Subject Alternative Name extension in certificates: DS Object Guid,
Email, and UPN.

* Domain Names (DNS and NETBIOS): 4194304
* UPN: 33554432

* Email: 67108864

* DS Guid: 285212672

* SPN: 8388608

Add all the numbers together and replace the msPKiJ-Certificate-Name-Flag with that value. To include UPN, Email, and DS
Guide, replace the value with 385875968.

4. Request Certificate on Client using the template.

Configuring CMG application for compliance check

In SCCM, you can configure the CMG application that allows to access SCCM services from the internet.
For more information on how to set up CMG application for SCCM, see Microsoft docs.

Before you begin

To enable Ivanti Access CMG communication, in the Advanced Settings, set the option Allow public client flow to yes for

compliance check by lvanti Access to SCCM.

Procedure

1. In Configuration Manager, click Compliance Settings.
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2. To fetch the Baseline XML files, right-click and select View XML definition.

3. Note the LogicalName and AuthoringScopelD from the XML.
Copy the XML or download and save the XML.

4. To fetch the CMG URL for admin service.
1. Click Start > Run > Regedit to open the registry editor.

2. Expand to open HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\SMS\SMS_CLOUD_PROXYCONNECTOR\UrIMappings.

3. Copy the text to notepad and locate the URL for AdminService.
Append '/wmi/SMS_G_System_DCMDeploymentState' to the URL. So the final URL is
HTTPS://MICMGBNG.MIFIDOLAB.COM/CCM_Proxy_ServerAuth/72057594037927941/AdminService/wmi/SMS_G_System_
DCMDeploymentState.

For example: https://micmgbng.mifidolab.com/CCM_Proxy_ServerAuth/72057594037927941/AdminService

5. To fetch credentials to authenticate to CMG, open Configuration Manager.

1. In Configuration Manager, add a user from the domain with Read-Only access.

6. Fetch the Client ID, Secret ID, and Tenant ID from Azure portal.
1. Login to Azure Portal > App Registration.
2. Click the CMG application created.

3. Copy the Client ID, Tenant ID, and the Application ID URI.

4. (Optional) Click Certificates & secrets and add a new Client secret.

Note the ID and Value of this secret.

Configuring SCCM to distribute Authenticate and user environment variable

Before you begin

* Download the MSI file for Authenticate from Ivanti support site.

* Copy the values of command line from lvanti Access.

» Configure the client for user environment variable to use in command line.
o On your client, create a new GPO or edit the existing user setting.

o Click User config > Preferences > Windows Settings > Environment.
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o Create a new environment variable:
1. Action: Update
2. Select: User Variable
3. Name: UPN

4. Value: %UPN%

o

Click the Common tab.

o Enter a description: Create an environment variable called UPN and populate it with the UserPrincipalName attribute for

the user, as held in Active Directory.

o Tick "ltem-level Targeting" and click Targeting.

o

Select New Item > LDAP Query.
= Filter: (&(objectClass=user)(sAMAccountName=%USERNAME %))
= Binding: LDAP:
= Attribute: userPrincipalName
= Environment variable name: _UPN

o Click Ok.
Procedure

1. Admin must update DESKTOP_IDENTITY_CERTIFICATE_CN and DESKTOP_IDENTITY_CERTIFICATE_ISSUER_CN based on their
environment DESKTOP_IDENTITY_CERTIFICATE_ISSUER_CN = the subject of the CA used. This is used to upload to SCCM

configuration in Ivanti Access.

DESKTOP_IDENTITY_CERTIFICATE_CN
1. If itis a static, then use the string.

2. If it is an environment variable as defined, use %env_var%

DESKTOP_IDENTITY_CERTIFICATE_CN=Desktopldentity
DESKTOP_IDENTITY_CERTIFICATE_ISSUER_CN=DesktopldentityCA

ACCESS_URL=https://16188152107641848098929.miaccessqa.com/Mobilelron WEBSOCKET_API_URL=wss://ws-
access.miaccessga.com/ws BOOTSTRAP_URL=https://access.miaccessga.com/Mobilelron/efa/api/v1/setManaged

2. Create Application on SCCM

1. On the Configuration Manager, click Software Library> Overview > Application Management > Applications > Create
Application.
The Create Application Wizard opens.

2.0n the General tab, select "Automatically detect information about this application from installation files".
3. Click Browse in the Location filed and share the file on the appropriate SCCM network.

4. Click Next > Next.

5. On the General Information tab, enter the Name.

6. In the Installation program path, paste the Access URL after the existing path /q.

7. 0n the Install behavior drop down, select Install for user as enviroment user variable is used.
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8. Click Next > Next.
9. Right-click the Authenticate application > Properties.
10. On Content tab, select Download content from distribution point and run locally.
3. Deploy the application to preferred user or device collection.
1. Right-click the application in the Applications folder and click Deploy.
2. 0n the Deploy Software Wizard General tab, click Browse to select the Collection.

3. Select User Collections or Device Collections appropriately and click Ok.

188 /329 Created at Sep 09, 2026



ivanti

14.4.5. What users see for FIDO2

FIDO2 is a feature available with the UEM client. The UEM clients are: Go or Mobile@Work, and Authenticate.

If FIDO2 solution is configured, users can authenticate and access enterprise cloud services from third party managed devices with
Authenticate installed.

When a user tries to log in, a push notification is sent to all active devices. When the user allows push notification on any
appropriate device, access is granted for the session. However, on all other devices, the sessions become invalid and deactivating

on this device does not deactivate on other devices.
The following provide information about the user experience with FIDO2:

* Workflow for registered browsers

* Workflow for non-registered browsers

* Workflow on Android devices

* Workflow on iOS devices

* Workflow for Desktop login

Workflow for registered browsers

A browser that launches after a successful Authenticate registration, is a registered browser.

For a registered browser, when user tries to open the service provider, lvanti Access automatically invokes Authenticate and

authenticates the user using FIDO2.

If step up authentication is configured, user is prompted to either present biometrics or approve a push notification sent to

registered mobile device.
The following provides an example of the authentication workflow with a registered browser:

> >TE>> o> a |

Workflow for non-registered browsers

Non-registered browser are browsers that are not default browsers and other browsers that are not registered with Authenticate.
The non-registered browsers must authenticate using either Authenticate, QR Code, or with Passwords.

The following provides an example to login using Authenticate:

W>>= >>E>>Fa)

The following provides an example to login using QR Code:

>>= >>>> o>>F .

The following provides an example to login using username and password credentials:

> > >>=

Workflow on Android devices
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This section provides information for the various end user interactions on Android devices.

* Unlocking a desktop on Android devices

* Activating a password-less sign-in on Android device

» Deactivating a password-less sign-in on Android device

* Ending a browser session

Unlocking a desktop on Android devices

To unlock a FIDO2 windows or mac desktop, you must authenticate from your device.

Unlocking a Windows desktop

The following provides an example to authenticate on a device using Go, when a user tries to unlock his FIDO2 enabled Windows

desktop:

> >>ss

Unlocking a Mac desktop

The following provides an example to authenticate on a device using Go, when a user tries to unlock his FIDO2 enabled Mac

desktop:

> >>Ess

Activating a password-less sign-in on Android device

To activate a FIDO2 Android device, (If it is not already done during enrollment) go to Go > Menu > Settings > Authenticate and turn

on the toggle button. Follow authentication as shown below:

>>

Deactivating a password-less sigh-in on Android device
To deactivate an Android FIDO2 device, turn off the toggle button in Go > Menu > Settings > Authenticate.

>>

Ending a browser session

You can end a browser session from Go > Menu > Settings > Authenticate > End Browser Session. Ending a browser session

automatically signs you out of the company websites on the browsers.
This option is available only if the user has active browser sessions running.

>>E>>_

Workflow on iOS devices
This section provides information for the various end user interactions on iOS devices.

* Unlocking a desktop on iOS devices

190/ 329 Created at Sep 09, 2026



ivanti

* Activating password-less sign-in on iOS device

» Deactivating password-less sign-in on iOS device

* Ending a browser session on an iOS device

Unlocking a desktop on iOS devices

To unlock a desktop on an unlocked mobile , go to Go > Menu> Settings > Authenticate.
> >>E>>0

To unlock a desktop on a locked mobile, go to Go > Menu > Settings > Authenticate.

S>I>>0>>8

Activating password-less sign-in on iOS device

To activate a FIDO2 iOS device, go to Go > Menu> Settings > Authenticate and turn on the toggle button. Follow authentication as

shown below:

>>E>> >>

Deactivating password-less sigh-in on iOS device
To deactivate an iOS FIDO2 device, turn off the toggle button in Go > Menu > Settings > Authenticate.

>>E>>

Ending a browser session on an iOS device

You can end a browser session from Go > Menu > Settings > Authenticate > End Browser Session. Ending a browser session

automatically signs you out of the company websites on the browsers.

>>E>>E>>

Workflow for Desktop login

You must login to a desktop and approve the push notification on your mobile device.

[P PN PSN |
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14.5. Authenticate

Authenticate is a Fast Identity Online (FIDO2) solution that simplifies the user experience while reducing the risk of data breaches.
Authenticate ensures that only verified users can access business applications and it prevents the misuse of an employee's

corporate credentials in case they are stolen.
Authenticate eliminates risky password-based security on desktop endpoints by providing a trust model for Ivanti-secured devices.

This authentication is done by requesting the user to present multiple factors to confirm their identity. Users gain instant approval

through mobile push. Intelligent authentication flows adapt to the type of device, app, network, user location, and more.

Authenticate leverages a user's smartphone so the user no longer have to carry (and potentially misplace) cumbersome key fobs.

Authenticate sends push notifications that enable quick access for convenient authentication based on the user's needs.
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Configuring Authenticate on Ivanti Neurons for
MDM

Configure the FIDO2 Desktop Agent to provide password less authentication for cloud services and desktop login.

14.5.1.

Before you begin

» Verify that you have configured Ivanti Neurons for MDM.
» Verify that you have uploaded the desktop identity certificate in Access > UEM.

o Download the certificate from Ivanti Neurons for MDM > Admin > Infrastructure > Certificate Management.
Procedure

1. On lvanti Neurons for MDM, click Configurations > Add.
2.In the Search Configurations field, enter Authenticate.

3. Select Authenticate.

The Create Zero Sign-on Authenticate Configuration page opens.
4. Enter the following details:
1. Name
2. Description
5. Under Configuration Setup, select the following:
1. Select the Desktop Identity Certificate from the drop-down.
2. Select the Operating System, macOS or Windows or both.

6. Select Windows and click Done to complete the Authentication.
Windows does not require distribution.
OR

7. Select macOS and enter the Key and Value for Custom Data. Click Next.
1. Select the devices to which the configuration is applied and click Done to complete the authentication.
8. Under Configurations, select the Authenticate configuration created and click Details.

9. Click Copy Command Line Text to distribute the app.
Next steps

Adding and distributing a macOS application for Authenticate
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14.5.1.1. Configuring macOS for Authenticate

You must configure macOS for Authenticate.
Procedure
On Ivanti Neurons for MDM, click Configurations > Add.

In the Search Configurations field, enter macOS Kernel Extension Policy.

Select the policy.
The Create macOS Kernel Extension Policy Configuration window opens.

Enter a Name for the policy.

Under Configuration Setup, click Add.

Enter 2P68G9Z744L as the Team ldentifier.
Click Next.

Select the devices to which the configuration is applied and click Done to complete the configuration.
Next steps

Configure the Configuring privacy preference for accessibility permission.
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14.5.1.2.

Configuring privacy preference for
accessibility permission

On lvanti Neurons for MDM, click Configurations > Add.

In the Search Configurations field, enter Privacy Preference.

Select the configuration.

The Create Privacy Preference Configuration window opens.

Enter the name: Accessibility Permission.

In Accessibility, create an Identity Dictionary Key.

Add

Click Add. The Identity Dictionary Keys window opens.
Enter the identifier: co.gotrustid.fidovhid
Identifier Type: Bundle ID

Code Requirement: anchor apple generic and identifier "com.gotrustid.fidovhid" and (certificate
leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "2P68G9Z44L")

Select Allowed.

Comment: Allow fidovhid

Click Save.

another Identity Dictionay Key.

Click Add. The Identity Dictionary Keys window opens.
Enter the identifier: com.mobileiron.authenticator.MiMacApp
Identifier Type: Bundle ID

Code Requirement: identifier "com.mobileiron.authenticator.MiMacApp" and anchor apple generic and certificate
leaf[subject.CN] = "3rd Party Mac Developer Application: Mobilelron (CVCOUUNS572)" and certificate
1[field.1.2.840.113635.100.6.2.1] /* exists */

Select Allowed.
Comment: Allow MiMacApp

Click Save.

Click Next.

Select the macOS devices to which the configuration is applied and click Done to complete the configuration.
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Adding and distributing a macOS application

14.51.3. for Authenticate

After configuring Authenticate for an appropriate operating system , the user adds the Authenticate application in Ivanti Neurons for
MDM.

Before you begin
Download the PKG file for Authenticate from the Ivanti support site.
Procedure

In Ivanti Neurons for MDM, click Apps > App Catalog > Add.

Select In-House from the drop-down.

Click Choose File and upload the PKG file appropriately. Click Next.

Enter the appropriate Category in the description page.

(Optional) Add Screenshots appropriately.

(Optional) Delegate this application if it should be inherited by newly created spaces.

Choose any option to distribute the app between the appropriate users and click Next.
Everyone
No One

Custom: Select Users or User Groups, Distribution Filter and view the App Distribution Summary.

In App Configurations, configure the application as desired.
Install on device: Allows specifying install settings for an application.
Promotion: Defines how the app gets promoted and appears in the app catalog for specific groups or individuals.

Per App VPN: Enables Per App VPN for the application such that it connects to enterprise services through native

i0OS/macOS capabilities or using Ivanti Tunnel app.

Click Done.
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Adding and distributing a Windows

14.5.1.4. application for Authenticate

After configuring Authenticate for an appropriate operating system , the user adds the Windows Authenticate application in Ivanti
Neurons for MDM.

Before you begin
Download the MSI file for Authenticate from the Ivanti support site.
Procedure

In Ivanti Neurons for MDM, click Apps > App Catalog > Add.
Select In-House from the drop-down.
Click Choose File and upload the MSI file appropriately. Click Next.

Enter the appropriate Category in the description page.

Under App Installer - Settings, enter the Command Line Text copied when configuring Ml Authenticator. See Configuring

Authenticate on Ivanti Neurons for MDM.

(Optional) Add Screenshots appropriately.

(Optional) Delegate this application if it should be inherited by newly created spaces.

Choose any option to distribute the app between the appropriate users and click Next.
Everyone
No One

Custom: Select Users or User Groups, Distribution Filter and view the App Distribution Summary.

In App Configurations, configure the application as desired.
Install on device: Allows specifying install settings for an application.
Promotion: Defines how the app gets promoted and appears in the app catalog for specific groups or individuals.

Per App VPN: Enables Per App VPN for the application such that it connects to enterprise services through native

i0S/macOS capabilities or using Ivanti Tunnel app.

Click Done.
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14.5.2. Configuring Authenticate on Jamf

Ivanti Access integrates with Jamf (UEM vendors) to provide Zero Sign-On capability for desktops or laptops managed by them.
Before you begin

» Verify that you have the Jamf credentials and account to log in.
» Verify that you have downloaded the PKG package file from lvanti Support site.

« Verify that you have configured Jamf in Ivanti Access. See Configuring UEM with Jamf in Ivanti Access.

» Verify that you have the .plist file that you saved when configuring Jamf in lvanti Access. See Configuring UEM with Jamf in

Ivanti Access.
Procedure

1. Login to Jamf account with admin credentials.

2. Click Computers> Configuration Profiles.
—
3. Click Upload > Choose File > Upload.

4. Click Management Settings > Packages > New.
5. Enter the Display Name and select the Category to add the package to.

6. Click Upload Package File to upload the PKG package file downloaded from the Ivanti Support site.
7. Click Save.
8. Click Policies > New > Display Name.
r
9. Click Packages > Configure.
10. Add the PKG package file that was uploaded in Management Settings.

11. Click Save.
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14.5.3. What users see for Authenticate

After configuring Authenticate on UEM, Windows or macOS desktops get notification to authenticate and register Authenticate.
A silent registration is enabled by default for Authenticate.
The following provide information about the user experience with Authenticate:

Workflow on Windows desktop

Workflow on macOS desktop

FIDO Key Rotation Details and Required Actions

Workflow on Windows desktop

Workflow for Silent Registration

B> >>—
Workflow for QR Code
B> =>>

Workflow for QR Code and password

—B >> ®>> >> 500 >>

Registration Status

Registration Status: Active

L

Lock pass initiated on a Windows lock screen

=

Workflow on macOS desktop
Silent Registration

>> B >> 40 >>

Workflow on a macOs light mode

>> B >> 0 EH >> >> d=% >>

Registration Status
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Registration Status: Active
R R ) L CEID vebose Logong

More Detads

User: John doe@contosa.com

User Handhe: xxncoooo o Tenant ID: 123456
Fido Counter- 4326 Key Algorither: ES256
Kay Id; xx-yy-xz2 Cloud Lagin: Enabiled
TPM Version: 1.20 Desktop Login: Enabled

FIDO Key Rotation Details and Required Actions

Key Generation
During registration, two asymmetric key pairs are generated:

» Desktop Signing Key (DSK) — used to perform FIDO Authentication

» Desktop Encryption Key (DEK) — used to encrypt any data, needs to be sent to the Desktop Trust Agent.
These keys are governed by:

» Rotation Period for FIDO Key (default: 180 days)

Increasing Rotation Period does not apply retroactively to already-registered agent. It takes effect only if the user updates

keys during grace period or upon agent re-registration.
» Grace period to rotate the FIDO Key before expiry (e.g., 7 or 15 days)

Increasing Grace Period enables the notifications to appear earlier than before.

Example: With a 15-day grace period, the warning starts on Day 165 (for a 180-day rotation).

This doesn't have any negative impact on the functionality.

ivanti Access

Zero Sign-On Settings

[l Dasrvoa Shaw Dassription

Pt ) General Ivanti Zero Sign-On Authenticate FIDO Kay Security Key & Blomatrics QR Goda Password

= -
Rotation
Fiotation Period for FIBO Key (3 Graco perod ta robate (e FIDO Hey 7

bafore axpiry )

18 v days P
cars
FIDO key stornge
Trusted Platforn Module version supporfed (7 ABow stoting in DS o
Kaychain

12 b

- Allow storing in Windows Gortificate Storo (7 G Allow ssoring in MacOS

Keyehain
o Allow storing in Android Keysiore (7
Deaktop Paasword Encryplion
Pasweed in ancrypied waing AES 256 symematrss fury, This symenatric key o sncryphed fwics uting the RIS Ry aiow
FRSA Koy Size for Mobids Davies RESA Kay Size for Deskisp

2048 2048 v

Configurations are managed in the Zero Sign-On settings in the Access console.
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User Access—Normal Flow

1. Select Sign in using lvanti Zero Sign-On Authenticate option.

2. Authentication succeeds if keys are valid.

Pre-Expiry Notification Flow

Within the configured grace period before key expiry (e.g., Day 179 of a 180-day rotation): A popup notification appears informing

the user about upcoming key expiry.

@ Ivanti Zero Sign-On Authenticate Registration is expiring

1 day remaining

The registration update will take about 5 minutes. Do you want to
update now?

Two options are presented:

1. Update Now: Triggers regeneration of keys via Ivanti FIDO Authenticator.

1. Click Open lvanti Zero Sign-On Authenticate.

Users cannot check the key expiry status ahead of time. Notification appears only during the configured grace period.
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Open Ivanti Zero Sign-On Authenticate?

https://access.miaccessdev.com wants to open this application.

Always allow access.miaccessdev.com to open links of this type in the associated app

Cancel Open Ivanti Zero Sign-0On Authenticate

2. Registration is updated automatically.
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Ivanti Zero Sign-On Authenticate

¢ Updating your registration keys

Registration keys are about to expire,

we are automatically updating the registration keys.

When prompted, click ?Open &) Ivanti Zero Sign-On Authenticate?
to update the registration

Otherwise, in a moment you?ll automatically be taken to Salesforce 9

Ivanti Zero Sign-On Authenticate

Congratulations!

Your update is complete.

Later: Dismisses the warning. You can continue to log in if keys are still within valid period.

Post-Expiry Behavior
Once the rotation + grace period expires: Keys become invalid.

You will get an "expired" screen when selecting ZSO Authenticate.
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@ Ilvanti Zero Sign-On Authenticate Registration expired

Open &) Ivanti Zero Sign-On Authenticate on your desktop and
register to continue accessing your company websites

To access Salesforce use one of the options here

1. ZSO authentication is blocked. The following user alternatives are available:
1. Choose another login method (if enabled by admin):
= Sign in using QR Code
= Sign in using Password
= Sign in using Security key or Biometric
2. Re-register the ZSO Authenticate Agent:
= Relaunch the Desktop Trust Agent.

= Follow the registration flow again.

Device does not need to be re-enrolled. Only the ZSO Authenticate Agent is re-registered.
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14.6. Client Registration Settings

The Client Registration Settings is used to register Zero Sign-on clients such as Go and Authenticate with Access. The clients send

the device identity certificate to Access for Zero Sign-on registration.

The device identity certificates used by clients must follow the same schema as the certificate used in Certificate SSO, under

Federation. Use the following setting to determine the username from the certificate and register.
Procedure

1. In Ivanti Access, go to Profile > Client Registration Settings.

2. For User Certificate, select the user certificate from which to get the user identification information such as the username.

The user certificate is the Ivanti Tunnel sample certificate you uploaded to Ivanti Access.

3. For Field Name, select the field from which the UEM client gets user identifying information.

4. (Optional) For Additional transforms, enter a MiTra expression.
Configure a MiTra expression if the value in the certificate does not map directly to the user identifying information.

Example: select:X509:SubjectAltName:rfc822Name

5. Click Save Registration.
Next steps

» Configuring Zero Sign-on in Ilvanti Access

¢ Configuring multi-factor authentication in Ilvanti Access

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.
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Zero sign-on support in lvanti Access using FIDO

15. hardware keys for unmanaged desktops

For unmanaged desktops, users can now use their FIDO enabled hardware keys to access the service provider with zero sign-on.

When the user is authenticated using certificate-based SSO, attribute mappings in Ivanti Access federated pair configuration are
required to populate the attributes to be sent to Service Provider (SP) in SAML assertion. The attribute mappings and transformation
configured in Federated pair is used to extract and transform the user attributes in Identity certificate to service provider specific

attributes when constructing SAML assertion.

With FIDO hardware security key, identity certificate is not available to lvanti Access or used to authenticate the user. Consequently,

there is no option available to obtain user attributes from certificate to generate SAML assertion after FIDO authentication.
The following procedure must be completed to configure hardware keys:

Admin Configures Ivanti Access to use Access Attributes
Admin Configures a User Portal (to register and manage keys)
User logon to User Portal and register hardware key

User logon to SP using "Sign in using Register Key" option on ZSO interaction page.

Use case

Allow users to sign-in to the federated service without password from an unmanaged desktop.

For managed desktops, use Ivanti Tunnel or Authenticate.
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Configuring attribute mapping and migration in

151 federation

Before you begin

Verify that you have enabled the access attributes and hardware key.
Procedure

Login to lvanti Access administration portal with admin credentials.

Click Profile to view new links such as User Home, Users, and User Certificates.

Click User Certificates to import a new certificate and map the user attributes to control the user information exchanged
between Identity Providers and Service Providers.

If the Certificate based Single Sign-on (SSO) attributes are updated in the federated pair and if the attributes are migrated into
User Certificates, then an error displays. Click Copy to migrate the changes to User attributes.

Click Save to import and copy the changes to User Certificates.

This option is irreversible.

Click Profile > Federation and publish the changes.
Ivanti Access Attribute mapping is now available in the federated pair and the User Certificates attributes are now mapped to

Access Attributes.

Verifying the SAML pair for attributes
Procedure

Login to any application to validate authentication.
After authentication, login to Access
Click Data & Reports > Access.

Ensure that the Assertion Attributes are validated appropriately.
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15.2. Configuring user portal

This topic lets you configure portal URL and authentication process to the portal.
Before you begin

» Verify that you have the SAML metadata of the identity provider.

» Verify that you have set up the attribute mapping of certificate attributes to access attributes in User Certificate tab. For more

information, see Configuring attribute mapping and migration in federation.

Procedure

1. Login to Ivanti Access with admin credentials.
2. Click Profile > User home.

3. Click Configure Portal.

The Portal Settings window opens.
4. Enter the following details:
1. Name

2. Enter the Portal URL: https://<tenant name>.miaccessdev.com

After the setup is complete, the company name cannot be changed.
3. The Access attribute mapping is complete.
5. Click Next.
6. Select the appropriate identity provider from the list.
7. Select the signing certificate from the drop-down list.
8. Select Metadata URL and enter the metadata for the identity provider.
9. Click Done > Ok.

10. Click Publish > Ok.

The User portal is now configured.

11. Click Actions > Assign Policy to assign a ZSO policy or a default policy.
If the user now tries to access a federated pair, sign-in using hardware key option is not available.

The configuration is now complete.
12. On the User Home portal, click Edit on the pair .
13. In Ivanti Access attribute mapping, select rfc822name.
14. Click Add New to add a new attribute.
1. Type: UserDomain
2. Access attribute mapping: directoryName
15. Click Next > Done.

16. Click Publish.
You can now distribute the Portal URL to the users and it can be used to sign-in to the portal.
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15.3. Logging into user portal

Before you begin

« Verify that you have configured the User Portal. For more information, see Configuring attribute mapping and migration in

federation.
Procedure

1. Login to Ivanti Access with admin credentials.
2. Click Profile> User Home.
3. Copy the Portal URL that is available through an email communication.

4. Paste the Portal URL in a new browser.

The IdP login window displays.

5. Login with the credentials.

The Ivanti User Home portal opens. The biometric and security keys available are listed on this page.
Next Steps
Register security key or biometric for FIDO authentication appropriately.
On macOS earlier than v11, when Mac Touch ID and security key are registered and security key is inserted into the laptop

during authentication, browser gives preference to security key and does not allow to select Mac Touch ID. In such a scenario,

unplug the security key to use Mac Touch ID as the authenticator.

On macOS later than v11, the browser gives preference to Mac Touch ID. However, user can click Cancel to change the

authentication method.
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Registering the security key for FIDO

15.3.1. authentication

You must register the security key to use the key for FIDO authentication. With security key, you can securely sign-in to your work

websites from any device.
Before you begin

Verify that you have configured the user portal. For more information, see Configuring attribute mapping and migration in

federation.

Verify that you are logged into the user portal. For more information, see Logging into user portal

Procedure

Login to the lvanti User Home portal.

In the Security Key section, click Register to register the security keys.

The Register Key window opens.

Enter the name of the key.

The name of the key must contain alpha numeric, hyphen and underscore. A space is not allowed in the key name.

Continue with the process to complete the registration.

You can now use this key to to sign-in to user portal and service providers.
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Registering the biometric for Zero Sigh-on

15.3.2. authentication

You must register the biometric to use your fingerprint for Zero Sign-on authentication. Registering the biometric lets you securely

sign-in to your work websites on registered devices using biometric.
Before you begin

» Verify that you have configured the user portal. For more information, see Configuring attribute mapping and migration in

federation.

« Verify that you are logged into the user portal. For more information, see Logging into user portal

Procedure
1. Login to the Ivanti User Home portal using Sign in using Password option for first time log in or with a Sign in using Security key
or Biometric option if security key is registered.

2. In the Biometrics section, click Register to register the biometrics for Windows Hello, MacTouch ID, or other mobile devices.
The Register Biometrics window for Windows Hello or MacTouch ID or for devices opens based on the device that you are

using.

3. Windows Hello

1. Enter a name that is already not in use and click Next.

The Windows security wizard displays for security PIN.

2. Enter the security PIN and click OK.

3. Click Done to complete the Windows Hello ID registration.

4. MacTouch ID
1. Enter a name that is already not in use and click Next.

2. The security wizard opens to use Touch ID or password.

3. Click Done to complete the Mac Touch ID registration.

5. Mobile devices

1. Enter a name that is not in use.

2. Click Done to Register your Biometric Device.

3. The registration is complete.

6. Verify that the biometrics are registered by signing out and signing in again from the User Home portal using biometrics.
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Accessing service provider using security key

15.4. or biometric

You can access the service provider using the security key that was created.
Before you begin

Verify that you have enabled Security Key and Biometric authentication in Access > Zero Sign-On > Zero Sign-On Settings >
Security Key and Biometrics.

For more information, see Setting Zero Sign-on security and user experience.

Procedure

Open the appropriate service provider from your browser.

The authentication window opens.

Click Sign in using Registered Security key or Biometric.
Click Continue and follow the instructions

For Security key: Touch the Key and enter the Security Pin.
For Biometric: Touch the pad to authenticate using fingerprint.

Only fingerprint biometric is supported for 2FA authentication.

The authentication completes and user is successfully logged in to the service provider.

Biometric authentication is now available on iOS and Android devices for registration.
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16. Authenticator Only with Ivanti Access

Authenticator Only allows employees to use their unmanaged mobile device as their identity and authentication factor. Using their
mobile device as their identity allows employees to take advantage of Zero Sign-on features, which allow passwordless access to

SaaS applications and other business services.

* About Authenticator Only with Ivanti Access

« Configuring Authenticator Only on lvanti Neurons for MDM

* Viewing Authenticator Only on Ivanti Neurons for MDM

« Configuring Authenticator Only on lvanti EPMM

¢ Viewing Authenticator Only on Ivanti EPMM

* What users see for Authenticator Only
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16.1. About Authenticator Only with lvanti Access

In an Authenticator Only deployment, employees register their device with a unified endpoint management (UEM) platform in
Authenticator Only mode. A device that is registered with in Authenticator Only mode is not managed. This means that mobile
device management policies and configurations such as mobile threat defense, password requirements, Wi-Fi, VPN are not applied
to the device. However, the Authenticator Only device checks in with the UEM periodically and registers the posture of the device. If

the Authenticator Only device is in compliance, users can continue to use it as their identity and authentication factor.
The following provides additional information about Authenticator Only with lvanti Access:

¢ Required components for Authenticator Only

» Use cases for Authenticator Only

* Authentication flow for Authenticator Only

» Device actions and policies for Authenticator Only

* Android enterprise and Authenticator Only

Required components for Authenticator Only
Deploying Authenticator Only requires that the following components are set up:

* lvanti Access deployment with a Unified Endpoint Management (UEM) platform. The UEM platforms are:
o lvanti Neurons for MDM
o |vanti EPMM

* UEM client. The UEM clients are:
o Go for lvanti Neurons for MDM

o Mobile@Work for Ivanti EPMM.

See the Release notes for Ivanti Neurons for MDM or Ivanti EPMM for supported client versions.

Use cases for Authenticator Only

The following describes the authentication use case enabled with Authenticator Only devices:

» Password less access from unmanaged devices: Users accessing an enterprise cloud service provider (SP) from an
unmanaged device are presented with a QR code. Scanning the QR code with their Authenticator Only device authenticates the
user and allows access from the unmanaged device. Users scan the QR code using the client and the native camera on the
Authenticator Only device. Users do not need to enter their username and password. Users have the following additional

options for subsequent log in:

o Enable push notifications. If enabled, a push notification is sent to the managed device on subsequent log in from the

unmanaged device.

o Alternately, users can use the client on their managed device to generate a one-time passcode (OTP). OTP allows users to
access cloud services from the unmanaged device even when the client does not have access to the Internet.

The following table describes the passwordless features with Authenticator Only devices:
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UEM Client Feature supported

lvanti Neurons for MDM Go for iOS QR code, push notifications, OTP
Go for Android and Android enterprise QR code, push notifications, OTP

lvanti EPMM Mobile@Work for i0OS QR code, push notifications, OTP
Mobile@Work for Android and Android enterprise QR code, push notifications, OTP

Authentication flow for Authenticator Only
The following describes the authentication flow from an Authenticator Only device using passwordless authentication.

Figure 1. Authenticator Only authentication flow

1. User requests access to a cloud service from an unmanaged device, such as a desktop.

2 The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since Ivanti Access is the
configured IdP, the request is redirected to Ivanti Access.

38 Ivanti Access generates and presents a QR code to the user.
4. The user scans the QR code with the mobile device in Authenticator Only mode to approve the login.

5 Access generates a new SAML response to redirect to the original SP. The original SP obtains the user identity from the

SAML response and presents the personalized screen to the user.

Device actions and policies for Authenticator Only

A device in Authenticator Only mode is not managed by UEM. Device and app management policies and features are not available
on a device in Authenticator Only mode. To view the device's security posture, the following devices actions and policies are
available and applied to Authenticator Only devices.

* Administrator actions (lvanti Neurons for MDM)

» Administrator actions ( lvanti EPMM)

* Device user actions

» Compliance polices and actions (lvanti Nerons for MDM)

» Polices and actions (lvanti EPMM)

Administrator actions (lvanti Neurons for MDM)

Administrators can take the following actions on Authenticator Only devices on lvanti Neurons for MDM:
 Retire: The Retire action removes the SaaS configuration (lvanti Nerons for MDM) or policy (lvanti EPMM) from the device and
retires the device.
* Add to Group: Select or change the device group.

* Assign Custom Attributes
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* Remove Custom Attributes
* Assign to user
¢ Force Check-in

¢ Set Ownership

Administrator actions ( lvanti EPMM)

Administrators can take the following actions on Authenticator Only devices on lvanti EPMM:
» Retire: The Retire action removes the SaaS policy from the device and retires the device.
* Apply to Label

* Remove from Label

» Set Custom Attributes: Set or clear custom attributes.

Device user actions

The following lists the actions device users can take on the User portal:

* Retire Device

* Send invitation

Compliance polices and actions (lvanti Nerons for MDM)
The following compliance policy is applied to Authenticator Only devices on Ivanti Nerons for MDM:

* Compromised Devices policy: Go checks in with the lvanti Nerons for MDM and reports if the device is compromised. The
device status is displayed in the listing for the device in Device > Device on lvanti Nerons for MDM. The following compliance

actions are applied on Authenticator Only devices:
o Retire: Removes the SaaS configuration from the device and retires the device.

o Quarantine: Uninstalls the SaaS only configuration and associated certificates.

Polices and actions (lvanti EPMM)

The following policies and compliance actions are applied to Authenticator Only devices on lvanti EPMM:

« Security policy: The default policy is applied.
* Sync policy: The default policy is applied.

* Privacy policy: The default policy applied.

« Compliance actions:

o Quarantine: The SaaS policy is removed.

See "Managing Compliance" in the lvanti EPMM Device Management Guide

Android enterprise and Authenticator Only

If the UEM supports both Work Profile for device management (MDM), as well as Authenticator Only, the Work Profile policies and

configurations take priority.

Therefore, Ivanti recommends creating separate user groups for Android enterprise and for Authenticator Only. Do the following:
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* Apply the Authenticator Only devices to the Authenticator Only user group.

* Do not apply Android enterprise devices, polices, and configurations, to the Authenticator Only user group. The Android

enterprise configurations are:
o Android enterprise: Work Profile (Android for Work)
o Android enterprise: Work Managed Device (Android for Work)

o Android enterprise: Managed Device with Work Profile
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Configuring Authenticator Only on lvanti
" Neurons for MDM

An Authenticator Only deployment requires an Ivanti Access deployment with UEM, as well as additional configurations for Zero

16.2

Sign-on in Ivanti Access and in the UEM. The configurations for Authenticator Only are done in UEM. The following steps provide an
overview of the configuration steps for deploying Authenticator Only and pointers to the relevant content in the /vanti Neurons for
MDM Guide.

Before you begin

* Ensure that you have an Ivanti Access deployment with UEM.

See Overview of configuration with Ivanti Neurons for MDM.

» Ensure that Zero Sign-on is configured.

See "Zero Sign-on" in the Ivanti Access Guide.
Procedure: Overview of steps

1. Create a user group to deploy Authenticator Only and manually add users to the group.

See "Creating a manually managed user group" in the /vanti Neurons for MDM Guide.

2. Create a dynamically managed device group with the rule "user group," which equals to the user group created for
Authenticator Only.

See "Adding a device group" in the lvanti Neurons for MDM Guide.

If devices had been previously enrolled in an lvanti Neurons for MDM tenant, users will not be able to register with the same
Ilvanti Neurons for MDM tenant using Authenticator Only. Delete the devices from the Ivanti Neurons for MDM tenant, then

register again with the same Ivanti Neurons for MDM tenant using Authenticator Only.
3. Create an Authenticator Only configuration and assign it to the dynamically managed device group created for Authenticator
Only.

See Adding an Authenticator Only configuration on Ivanti Neurons for MDM.

4. Sync with lvanti Access.

See Syncing with Ivanti Access

5. Download and register Go.
If Always require client registration is enabled in Users > User Settings > Device Registration Setting in Ivanti Neurons for MDM,
users automatically get emails for registering their device using Go. Device users download Go to their device directly from the
Apple App Store or from Google Play Store.

See What users see for Authenticator Only for information about how device users can register their devices to your Ivanti

Neurons for MDM instance.
Related topics

* About Authenticator Only with Ivanti Access

* What users see for Authenticator Only

Adding an Authenticator Only configuration on Ivanti Neurons for MDM
Create an Authenticator Only configuration on Ivanti Neurons for MDM.

Before you begin
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You can create the Authenticator Only configuration only if a SaaS Sign on configuration is available. Therefore, verify that a SaaS
Sign on configuration has been created. The SaaS Sign on configuration is created for a Zero Sign-on deployment. See "Zero Sign-

on" in the Ivanti Access Guide.
Procedure

1. In Ivanti Neurons for MDM, go to Configurations > + Add > Authenticator Only.

Figure 1. Authenticatory only configuration

Add Config Cance " "
(® Create Authenticator Only Configuration
Allows users to authenticate to cloud services wia Mobilelron Access for mobile devices without management or apps.
@ Create Settings
2 Distnbule Narme

Auth onily configuration

+ Add Descriplion

Configuration Setup

Please select a Saas Sign-On Config to be delivered to the authenticator-only device. The Saas Sign-On
Config s used by Mobilelnen ACcess to authenticate the user,

Sa.

Saa sign-on configuration

1. In the Name field, enter a name for the configuration.
2. (Optional) Expand + Add Description, to add a description for the configuration.

3. For SaaS Sign-On config, select a SaaS sign on configuration.
The selected Saa$S Sign-On configuration is pushed to the device. Ivanti Access uses the SaaS sign-on configuration to

authenticate the device.
4. Click Next.

5. Verify that the the check box for Enable this configuration is selected.

The option is selected by default.

6. Select the distribution group created for Authenticator Only.
The configuration is distributed to the devices in the selected option.

7. Click Done.
Next steps

Syncing with Ivanti Access

Syncing with Ivanti Access
Sync with Ivanti Access to pull the UEM configurations.
Procedure

1. In lvanti Access, navigate to the UEM tab.
2. Select the lvanti Neurons for MDM UEM and click the Sync UEM icon.
3. Enter the UEM administrator credentials and click Verify.

4. Click Done.
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Next steps

See Registration workflow for Authenticator Only devices
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16.3. or MDM

Viewing Authenticator Only on lvanti Neurons

After a device registers with Ivanti Neurons for MDM in Authenticator Only mode, device information and status is available on Ivanti

Neurons for MDM.

* Devices list

* Device details

Devices list

A device in Authenticator Only mode is listed with all other devices registered with Ivanti Neurons for MDM. To view device listings,

on Ivanti Neurons for MDM, go to Devices > Devices. Go to the Settings icon and select the check box for Authenticator Only.

Selecting the option makes the Authenticator Only column visible in Devices > Devices. The Settings icon is visible on the top right

corner of Devices listing page.

The value for Authenticator Only displays as Yes if the device is registered as an Authenticator Only device.

Figure 1. Authenticator only column in devices list

Devices

Devices

Filtars »

Device details

The Authenticator Only device label is seen for devices when you click on the device listing for more details.
The label is also visible in the user portal for an Authenticator Only device.

Figure 2. Authenticator only label in device details
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The Configuration tab in device details also displays the Authenticator Only configuration applied to the device.

Figure 3. Authenticator Only configuration in device details
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16.4. Configuring Authenticator Only on lvanti EPMM

An Authenticator Only deployment requires an Ivanti Access deployment with UEM, as well as additional configurations for Zero
Sign-on in Ivanti Access and in the UEM. The configurations for Authenticator Only are done in UEM. The following steps provide an
overview of the configuration steps for deploying Authenticator Only and pointers to the relevant content in the

Getting Started with Ivanti EPMM guide.

Before you begin

* You have set up lvanti Access with Ivanti EPMM.

See Overview of configuration with lvanti EPMM.

» Ensure that Zero Sign-on is configured.

See "Zero Sign-on" in the Ivanti Access Guide.
Procedure: Overview of steps

1. Create an LDAP group for Authenticator Only deployment and configure the group in Ivanti EPMM.
See "Managing LDAP users" in the Getting Started with Ivanti EPMM guide.
Alternately, you can add local users.

See "Adding local users" in the Getting Started with lvanti EPMM guide.

2. Assign the Enable Authenticator Only Role user role to the Authenticator Only LDAP group or local user in lvanti EPMM.
When you assign the Enable Authenticator Only Role to a user, the Retire Device and Register Device User Portal roles are
selected by default. The Retire Device and Register Device roles are the only User Portal roles available for Authenticator Only
users. All other User Portal roles are grayed out.
See "Assigning and removing device user roles" in the Getting Started with Ivanti EPMM guide.
If a user is assigned the Enable Authenticator Only Role, then the user can register their device in Authenticator Only mode.
This does not impact any devices that the user has already registered.

Figure 1. enable authenticator only role on ivanti epmm
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& Register Device @
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1. Sync with lvanti Access.

2. Download and register Mobile@Work.
In-app registration is supported. Users will need to use their enterprise credentials and know the Ivanti EPMM server address
to register. Device users download Mobile@Work to their device directly from the Apple App Store or from Google Play. See

"In-app registration for iOS and Android" in the lvanti EPMM Device Management Guide

n from the UEM.
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Procedure

1. In Ivanti Access, navigate to the UEM tab.

2. Select the Ivanti EPMM UEM and click the Sync UEM icon.
3. Enter the UEM administrator credentials and click Verify.
4. Click Done.

Next steps

See Registration workflow for Authenticator Only devices
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16.5. Viewing Authenticator Only on Ivanti EPMM

After a device registers with lvanti EPMM in Authenticator Only mode, device information and status is available on Ivanti EPMM.

Devices list

Device details

Devices list

A device in Authenticator Only mode is listed with all other devices registered with Ivanti EPMM. To view device listings, on Ivanti

EPMM Admin Portal, go to Devices & Users > Devices.
The value for Authenticator Only displays as Yes if the device is registered as an Authenticator Only device.

Figure 1. Authenticator only column in devices list
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Device details

The Authenticator Only device label is seen for devices when you click on the device listing for more details.
The label is also visible in the user portal for an Authenticator Only device.

Figure 2. Authenticator only label in device details
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16.6. What users see for Authenticator Only

Authenticator Only is a feature available with the UEM client. If Authenticator Only is configured, users can register their unmanaged
device in Authenticator Only mode. The device can now serve as the user's identity and authentication factor, allowing users to

authenticate and access enterprise cloud services from an unmanaged device without having to use their user name and password.
The following provide information about the user experience with Authenticator Only:

* Registration workflow for Authenticator Only devices

* Login to cloud services

e Zero Sign-on with QR code - Android Authenticator Only devices

* Zero Sign-on with QR code - i0S Authenticator Only devices

» Zero Sign-on with push notifications or OTP

* Device out of compliance

« Deactivate Authenticator Only on the device

Registration workflow for Authenticator Only devices

To register their devices with UEM in Authenticator Only mode, users can download the UEM client (Go or Mobile@Work) from the

Apple App Store or from Google Play Store.
Only in-app registration is supported.

* Authenticator Only registration workflow on Android devices

* Authenticator Only registration workflow on iOS devices

Authenticator Only registration workflow on Android devices

To register their unmanaged device in Authenticator Only mode, users download the UEM client from the Google Play Store. The

following picture illustrates the Authenticator Only registration workflow using Go on Android devices.

Users are prompted to grant permission for Go to access the camera. lvanti Access to the camera is needed to scan the QR code
for passwordless authentication. If biometrics is configured on the UEM, device users are prompted to set up biometrics after they
have registered.

Authenticator Only registration workflow on iOS devices

To register their unmanaged device in Authenticator Only mode, users download the UEM client from the Apple App Store. The

following picture illustrates the Authenticator Only registration workflow using Go on iOS devices.

If biometrics is configured on the UEM, device users are prompted to set up biometrics after they have registered.

Log in to cloud services

When users attempt to access an enterprise cloud service on an unmanaged device, such as their desktop, they are presented with

an interaction page.

Figure 1. QR code presented on an unmanged device
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Sign In
1.0n your mobile device, open Mobilelron Go =

or Mobile@Work

2. Tap "Authenticate" and scan the QR code

Keep You Signed In

O Yes, this is my personal computer

® No, this is a shared computer

Alternatively, provide username and password

The interaction page contains a QR code and the following options, which are provided for additional security and ease of use:
* Yes, this is my personal computer
By selecting this option, users indicate that the device is trusted.
* No, this is a shared computer

By selecting this option, users indicate that the device is publicly available.

Users scan the QR code with the UEM client, Go or Mobile@Work, on their mobile device to sign on to the enterprise cloud service.
To scan the QR code, device users,

1. Tap the UEM client on their mobile device.

2. Tap Authenticate.

3. Authenticate with pass code or biometrics.

The authentication method depends on the setup of the device and the UEM client.

The Authenticator Only device used to scan the QR code automatically becomes the primary device for passwordless
authentication. Push notifications are sent to the primary device.

Subsequent login attempts

If users select the Yes, this is my personal computer option on the interaction page when scanning the QR code, the user ID is

remembered on the browser for 30 days. For subsequent login attempts to the enterprise cloud services set up on lvanti Access:
* Login is seamless. Users are not prompted to sign in for the session timeout duration set by the administrator in Profile > SaaS
Sign on.

» For login attempts after the session timeout duration, a push notification is automatically sent to their managed device. Users

have the option to either enter an OTP or scan a QR code.

2271329 Created at Sep 09, 2026



ivanti

* At the end of 30 days, the user ID is no longer remembered in the browser, and users are once again prompted to scan a QR
code.

If users select No, this is a shared computer the session management settings in the cloud service are applied.

Zero Sigh-on with QR code - Android Authenticator Only devices

The following figure provides an example of the workflow on an Android Authenticator Only device when using passwordless
authentication.

Figure 2. Scanning the QR code - workflow on Anddroid Authenticator Only device
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Zero Sigh-on with QR code - iOS Authenticator Only devices

The following figure provides an example of the workflow on an iOS Authenticator Only device when using passwordless
authentication.

Figure 3. Scanning the QR code - workflow on iOS Authenticator Only device
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Zero Sign-on with push notifications or OTP

Push notifications are sent to the Authenticator Only device that was used to scan the QR code. . Accepting the push notification on
the Authenticator Only device completes the sign-on to the enterprise cloud service.

Users also have the option to generate and use a one-time passcode (OTP) instead of using a push notification. Generate the OTP
on the Authenticator Only device, then click the OTP option on the unmanaged device to enter the passcode.

Figure 4. Login message if a push notification is sent

Access to the requested webpage is denied. The mobile device used for
authentication is non-compliant as per your company policies.

Please use a compliant Mobilelron registered device for authentication. If you
cannot resolve the device compliance issue, please contact your administrator.

Sign In

1. On your mobile device, open Mobilelron Go %
or Mobile@Work ==

2. Tap "Authenticate" and scan the QR code

Keep You Signed In 3

Yes, this is my personal computer

© No, this is a shared computer

Alternatively, provide username and password

The following illustrates an example of the OTP workflow on an Android device using Go.

Figure 5. OTP option on an Android Authenticator Only device
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The following illustrates an example of the OTP workflow on an iOS device using Go.
Figure 6. OTP option on an iOSauth-only device
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Device out of compliance

In a Authenticator Only deployment, if users scan the QR code with a Authenticator Only device that is out of compliance, an out of
compliance message is presented. lvanti Access to the enterprise cloud service is not granted. A new QR code is presented to the

user. Users can switch to a compliant Authenticator Only device to authenticate.
Users see the non-compliance message in the following cases:

« Initial login by user, however the Authenticator Only device is not in compliance.

* Subsequent login by user, however the push notification sent to the Authenticator Only device is not in compliance.

Figure 7. Out of compliance message for devices
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salesforce

Welcome,
Sign in with one of the following options

Approve Sign-In request on your phone

Check your Mobilelron activated phone for a notification to Sign-in.

() Enter One Time PIN (OTP)

Eﬁ Scan a QR code with your phone

Not

| don’t have my Mobilelron activated phone

Powered by “ mabileiron

Deactivate Authenticator Only on the device

Users can deactivate Authenticator Only on their device. Users may want to deactivate Authenticator Only on a device if they want

to use another Authenticator Only device to scan the QR code and receive push notifications on the new device. The device used to

scan the QR code automatically becomes the primary device for Authenticator Only and receives push notifications if the user

enabled the feature when scanning the QR code. Deactivating Authenticator Only on the device stops the device from receiving

push notifications.

To deactivate Authenticator Only in the UEM client for Android,open the menu and tap Settings > Sign Out.

Figure 8. Deactivate Authenticator Only on Android devices
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When users sign out, the device is unregistered from the UEM. However, the UEM client app remains on the device. To register
once again, launch the UEM client app on the device and enter the username and password.

On iOS devices, users deactivate Authenticator Only by removing the UEM client from the device. To use the device as user's

identity and authentication factor, device users can install and register the UEM client for iOS in Authenticator Only mode.
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17. Multi-factor Authentication with UEM Client

Multi-factor authentication with the UEM client allows device users to use their managed mobile device for second-factor

authentication.

The reference to multi-factor authentication in device settings is removed from Access user interface. Use the Client Registration

Settings to register clients such as Go and Authenticate with Access. For more information about configuring, see Configuring

multi-factor authentication in Ivanti Access.

The multi-factor authentication feature is not supported with Access + Standalone Sentry deployments.
The following provide more information about multi-factor authentication:

* About multi-factor authentication with UEM client

* Overview of configuring multi-factor authentication with UEM client

» Configuring multi-factor authentication in lvanti Access

* What users see for multi-factor authentication in UEM client
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17]1. About multi-factor authentication with UEM client

All approval notifications are sent to the primary device. Users also have the option to generate one-time passcode (OTP).

* Required components for multi-factor authentication with UEM client

» Use cases for multi-factor authentication

¢ One-time passcode (OTP)

« Multi-factor authentication flow

* One-time passcode workflow

Required components for multi-factor authentication with UEM client

Deploying multi-factor authentication with Ivanti Access requires that the following components are set up:

* lvanti Access deployment.

¢ UEM client.

See the /vanti Access Release Notes for supported versions.

Use cases for multi-factor authentication

» Two-factor authentication to enterprise cloud services with push notification. Users accessing an enterprise cloud service

confirm their identity by:
o Providing their user credentials, typically the name and password, to the identity provider.
o Accepting the push notification on their managed device.

» Two-factor authentication to enterprise cloud services with one-time passcode (OTP). Users accessing an enterprise cloud

service confirm their identity by:
o Providing their user credentials, typically the name and password, to the identity provider.
o Generating a one-time passcode (OTP) using their UEM client, and entering the OTP in addition to their user credentials.

 In addition, administrators can configure conditional rules to define when multi-factor authentication is triggered.
Example: Create a User Info Rule to trigger multi-factor authentication for only a certain set of users or groups, a Network Rule

to trigger multi-factor authentication if the user is outside the enterprise IP range.

One-time passcode (OTP)

Device users have the option of generating a one-time passcode (OTP) in the UEM client, which they can use instead of using push
notification. OTP provides users another option to control access to enterprise cloud services from another managed device. It also

provides an option to control access to enterprise cloud services even when the client does not have access to the Internet.

The OTP for multi-factor authentication is displayed when the UEM client is launched.

Multi-factor authentication flow
The following describes the authentication flow with multi-factor authentication.

Figure 1. Multi-factor authentication flow
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1. User requests access to a cloud service.

2 The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since Ivanti Access is the

configured IdP, the request is redirected to Ivanti Access.

& Ivanti Access redirects the request to the original IdP.
4. The original IdP challenges the user for a user name and password.
o The user enters the user name and password and posts to the IdP.

6 Ivanti Access obtains the user identity from the SAML response, and sends a push notification to the managed device

registered to receive authentication push notifications for that user.

If one-time passcode (OTP) is enabled, users have the option to generate an OTP in the UEM client. See One-time passcode

workflow

7 The user receives the push notification and launches the UEM client to respond. If the user approves the transaction, the
UEM client authenticates to Ivanti Access.

8 If lvanti Access verifies the user identity received from the UEM client to be the same as the user identity received in the

SAML response, lvanti Access generates a new SAML response to redirect to the original SP

9. The original SP obtains the user identity from the SAML response and presents the personalized screen to the user.

One-time passcode workflow

Device users can generate a one-time passcode (OTP) in the UEM client. A progress value indicates for how long the OTP is valid.

The following describes the OTP workflow when users access a cloud service provider (SP) from a browser or an unmanaged app

or device:
1. Users are redirected to an interaction page to enter their credentials. They have the option to click on the Enter one-time
password link to enter the OTP obtained from the UEM client.

2. Ivanti Access validates the passcode entered by the user against the passcode generated by the UEM client. A match

completes the second-factor authentication of the user.

3. Ivanti Access verifies and retrieves the user identity from the activated device and generates a new SAML response to redirect

to the original SP.

4. The original SP obtains the user identity from the SAML response and presents the personalized screen to the user.
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Overview of configuring multi-factor
" authentication with UEM client

Multi-factor authentication requires configurations in Ivanti Access as well as in the UEM.

17.2

Before you begin
Ensure that you have an lvanti Access deployment.

See Set up Ivanti Access with UEM.

Procedure: Overview of steps

Configure multi-factor authentication in Ivanti Access

See Configuring multi-factor authentication in lvanti Access

Configure SasS sign-on in UEM.

See Configuring Zero Sign-on in Ivanti Neurons for MDM.
OR

See Configuring Zero Sign-on in lvanti EPMM

Related topics

About multi-factor authentication with UEM client
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Configuring multi-factor authentication in lvanti

17.3. Access

The following describes the multi-factor authentication configuration in Ivanti Access.
Procedure: Overview of steps

1. Configuring multi-factor authentication.

See Configuring user ID for multi-factor authentication.

2. Add a conditional rule in Ivanti Access for enabling multi-factor authentication, which triggers authentication using the UEM
client.

See Adding a conditional rule for multi-factor authentication.

3. Configure your company branding. Users see the branding on the messages on the device from which they attempt to access
cloud services.

See Configuring branding for multi-factor authentication in Ivanti Access.

4. Publish the changes.
See Publishing the changes.

Configuring user ID for multi-factor authentication

Enable multi-factor authentication in lvanti Access in Profile > Client Registration Settings. You will also map the fields from which
the UEM client gets user identifying information.

Before you begin
Upload a sample lvanti Tunnel certificate in Profile > User Certificates. For more information, see User Certificates.
Procedure

1. In Ivanti Access, go to Profile > Client Registration Settings.

2. For User Certificate, select the user certificate from which to get the user identification information.
The user certificate is the Ivanti Tunnel sample certificate you uploaded to Ivanti Access.

;
3. For Field Name, select the field from which the UEM client gets user identifying information.

4. (Optional) For Additional transforms, enter a MiTra expression.
Configure a MiTra expression if the value in the certificate does not map directly to the user identifying information.
Example: select:X509:SubjectAltName:rfc822Name

5. Click Save.
One time pass code (OTP) is enabled by default.

Next steps

Add a conditional rule for multi-factor authentication. See Adding a conditional rule for multi-factor authentication.

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.
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Adding a conditional rule for multi-factor authentication

In the default policy in Ivanti Access, add a Multi-Factor Authentication conditional rule. The rule triggers multi-factor
authentication.

Procedure
1. In lvanti Access, go to Profile > Conditional Access.
2. Expand Default Policy.

3. Click +Add Rule > Multi-Factor Authentication to add the conditional rule.

4. Complete the requested fields.

Item Description
Name Enter a name for the multi-factor authentication rule.
Description Enter a descriptive text for the rule.

Map the Identity Provider (IDP) user ID  Select one of the following:
to Authenticator user ID * SAML Subject (Default)

* SAML Attribute

Additional transforms (Optional) Enter a MiTra expression.
Configure a MiTra expression, if the value in the federation response does not map
directly to the user identifying information.
Example: The certificate contains the base-64 representation of the user ID, however
you need the hex representation. Enter the following:

decode:Base64

Rule Action From the drop down menu, select Allow.

5. Click Done to save the policy and rule.
The rule appears at top of the list in the policy.

6. Ensure that the Trusted App and Device rule is enabled and the rule is moved to the top of the list.

7. Edit the General Bypass rule, and set the Action for the rule to Block.

You can create additional conditional rules to further define how multi-factor authentication is triggered. For example, you can

create an User Info Rule to trigger multi-factor authentication for only a certain set of users or groups

Next steps

Configure branding. See Configuring branding for multi-factor authentication in Ivanti Access.

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.

Configuring branding for multi-factor authentication in Ivanti Access

Customize the user experience for your enterprise users by uploading your company logo to Access. The user notification screens

are customized to display your company logo.
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Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG, JPG, JPEG, and

SVG.

Procedure

1. In lvanti Access, go to Profile > Branding.

2 Inthe Company Logo section, drag and drop your company logo or click Choose to navigate to the location of the file

and add.

Next steps

Publish the updates. See Publishing the changes.

Publishing the changes
Publish the changes to make the updates available.

Procedure

1. In the lvanti Access administrative portal, go to Profile > Overview.

2. Click Publish.

Publish is only available if a federated pair has been created.

3 Click OK.

Next steps

Configure SasS sign-on in UEM.

» See Configuring Zero Sign-on in Ivanti Neurons for MDM.

OR

» See Configuring Zero Sign-on in lvanti EPMM

Related topics

Publishing a profile
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What users see for multi-factor authentication in
" UEM client

If multi-factor authentication is configured, device users can authenticate and access enterprise cloud services from an unmanaged

17.4

device. Users see the Authenticate option in the UEM client on their managed device.

Figure 1. Authenticate option in Go
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The following topics provide information about multi-factor authentication on the UEM client:

Ivanti Access cloud services

Custom service provider

Generating one-time passcode (OTP)

Ivanti Access cloud services

When users attempt to access an enterprise cloud service from an unmanaged device, they are prompted to enter their user name

and then prompted to confirm the request on the managed device that has the UEM client.

The configured IdP challenges users for their credentials. Access does not ask users for their credentials.

240/ 329



ivanti

A prompt appears on the managed device alerting the user to the access request. If users accept the prompt, they are allowed
access from the unmanaged device. If users decline the prompt, they see an authentication failed message on the device and the

authentication request from the device is blocked.

Figure 2. prompt to allow lvanti access from unmanaged device

Mobilelron Go for iOS Mobilelron Go for Android

will T-Mobile = 2:22 PM - #= Mobilelron Go

Authenticate
Authenticate =
Are you trying to sign in to Micr..
] Office 365 Yes No
Are you trying to sign in to Microsoft Office Authenticate

365(WS-Federation)? ) )
Scan QR code or view One Time PIN

Device
Desktop Google Chrome

O

@ Location
Ashburn, Virginia, United States

v B ~

Custom service provider

The interaction pages and push notification for two-factor authentication display the service provider (SP) name and logo. For a
custom service provider, if a name is not configured, the interaction pages and push notifications display Custom Service Provider
for the SP name. If a logo is not configured for the custom SP, the name of SP is seen where the logo would have been displayed.

Generating one-time passcode (OTP)

Device users can generate a one-time passcode in the UEM client. Users may want to generate an OTP if the managed device does

not have access to the Internet.
Procedure

Launch the UEM client.

Tap Authenticate > One-Time PIN.
Figure 3. One-time pin
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18. Multi-factor Authentication with Authenticator

Multi-factor authentication with Authenticator allows device users to use their managed mobile device, which has the Authenticator
app, for second-factor authentication. The managed device on which the Authenticator app is installed is the primary device.

The multi-factor authentication feature is not supported with Ivanti Access + Standalone Sentry deployments.
The following provide more information about multi-factor authentication:

¢ About multi-factor authentication with Authenticator

» Configuring multi-factor authentication in lvanti Access for Authenticator

* What users see for multi-factor authentication

» Lost Device Access Procedure
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About multi-factor authentication with

18.1. Authenticator

For multi-factor authentication, there can be only one primary device. The managed device on which the Authenticator app is
installed is the primary device. All approval notifications are sent to the primary device. If multiple managed devices have
Authenticator installed, the latest managed device on which Authenticator is activated is considered the primary device. If enabled,

users also have the option to generate one-time passcode (OTP).

* Required components for multi-factor authentication with Authenticator

» Use cases for multi-factor authentication with Authenticator

* One-time passcode (OTP) with Authenticator

« Multi-factor authentication flow

* One-time passcode workflow

* Authenticator app features

Required components for multi-factor authentication with Authenticator
Deploying multi-factor authentication with Ivanti Access requires that the following components are set up:

e |vanti Access deployment
 lvanti Tunnel
« Authenticator app on a managed mobile device.

The managed device can be either an iOS, Android, or Android enterprise device.

See the /vanti Access Release Notes for supported versions.

Use cases for multi-factor authentication with Authenticator

« Authenticator provides two-factor authentication to enterprise cloud services. Users accessing an enterprise cloud service

confirm their identity by:
o Providing their user credentials, typically the name and password, to the identity provider.
o Accepting the Authenticator notification on their managed device.

« In addition, administrators can configure conditional rules to define when multi-factor authentication with the Authenticator app
is triggered. Example: Create a User Info Rule to trigger multi-factor authentication for only a certain set of users or groups, a

Network Rule to trigger multi-factor authentication if the user is outside the enterprise IP range.

One-time passcode (OTP) with Authenticator

Device users have the option of generating a one-time passcode (OTP) in Authenticator, which they can use instead of using push
notification. OTP provides users another option to control access to enterprise cloud services from another managed device. It also

provides an option to control access to enterprise cloud services even when Authenticator does not have access to the Internet.

The OTP for multi-factor authentication is displayed when the application is launched.

Multi-factor authentication flow
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The following describes the authentication flow with multi-factor authentication.

Figure 1. Multi-factor authentication flow

1. User requests access to a cloud service.

2 The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since Ivanti Access is the

configured IdP, the request is redirected to Ivanti Access.

38 Ivanti Access redirects the request to the original IdP.
4. The original IdP challenges the user for a user name and password.
59 The user enters the user name and password and posts to the IdP.

6 The IdP verifies the user identity, generates a SAML Response containing the user identity and sends it to the
configured service provider (SP) via a redirect. Since Ivanti Access is the configured SP in the IdP, Ivanti Access

receives the redirect.

7 lvanti Access obtains the user identity from the SAML response, and sends a push notification to the managed device

registered to receive authentication push notifications for that user.

If one-time passcode (OTP) is enabled, users have the option to generate an OTP in Authenticator. See One-time passcode

workflow

8 The user receives the push notification and launches the Authenticator to respond. If the user approves the transaction,

the Authenticator authenticates to Ivanti Access using lvanti Tunnel.

9 If lvanti Access verifies the user identity received from Authenticator to be the same as the user identity received in the

SAML response, lvanti Access generates a new SAML response to redirect to the original SP

10. The original SP obtains the user identity from the SAML response and presents the personalized screen to the user.

One-time passcode workflow

The Authenticator app automatically generates and displays a one-time passcode (OTP) when device users launch the app. A

progress value indicates for how long the OTP is valid.

The following describes the OTP workflow when users access a cloud service provider (SP) from a browser or an unmanaged app

or device:
1. Users are redirected to an interaction page to enter their credentials. They have the option to click on the Enter one-time
password link to enter the OTP obtained from Authenticator.

2. lvanti Access validates the OTP entered by the user against the OTP generated by Ivanti Access for the activated device for
that user. A match completes the second-factor authentication of the user.
3. Ivanti Access verifies and retrieves the user identity from the activated device and generates a new SAML response to redirect

to the original SP.
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4. The original SP obtains the user identity from the SAML response and presents the personalized screen to the user.

Authenticator app features
The Authenticator app provides the following features:

* The Authenticator app is easy to activate or deactivate on users' managed devices.

» Device users can either allow or block access to requests. They may want to deny access if an unknown user attempts to

access an enterprise cloud service.

» If a request is not allowed or blocked within 5 minutes, the request expires and the authentication attempt from the device is
blocked.

» Device users have the option to generate a one-time passcode (OTP) instead of using push notifications.
« If the managed device is locked, a notification is presented. Users unlock the device to view the request in Authenticator.
* Authenticator provides information about the service being accessed and device information and location.

* Administrators can add their company branding to the Authenticator app.
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Configuring multi-factor authentication in lvanti

18.2. Access for Authenticator

Multi-factor authentication requires an Ivanti Access deployment, as well as additional configurations for multi-factor authentication
in lvanti Access.

Before you begin
* Ensure that you have an Ivanti Access deployment.

See Set up Ivanti Access with UEM.

Procedure: Overview of steps

1. Configure multi-factor authentication in lvanti Access.

See Configuring user ID for multi-factor authentication

2. Add a conditional rule in Ivanti Access for enabling multi-factor authentication, which triggers authentication using the
Authenticator app.

See Adding a conditional rule for the Authenticator app.

3. Configure the user identifying information to use with the Authenticator app. Authenticator extracts the user identifying
information from the certificate associated with Ivanti Tunnel.

See Configuring multi-factor authentication in lvanti Access for Authenticator.

4. Configure your company branding. Users see the branding on the messages on the device from which they attempt to access
cloud services and on the Authenticator app.

See Configuring branding for multi-factor authentication in Ivanti Access.

5. Publish the changes.
See Publishing the changes.

6. Add the Authenticator app to EMM for distribution to managed devices.

See the following:

o Adding the Authenticator app to Ivanti Neurons for MDM

o Adding the Authenticator app to lvanti EPMM.

Configuring user ID for multi-factor authentication

Enable multi-factor authentication in lvanti Access in Profile > SaaS Sign-on. You will also map the fields from which Authenticator
gets user identifying information.

Before you begin
Upload a sample lvanti Tunnel certificate in Profile > User Certificates. For more information, see User Certificates.
Procedure

1. In lvanti Access, go to Profile > Client Registration Settings.

2. For User Certificate, select the user certificate from which to get the user identification information.

The user certificate is the Ivanti Tunnel sample certificate you uploaded to Ivanti Access.

3. For Field Name, select the field from which Authenticator gets user identifying information.
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4. (Optional) For Additional transforms, enter a MiTra expression.
Configure a MiTra expression if the value in the certificate does not map directly to the user identifying information.
Example: select:X509:SubjectAltName:rfc822Name

5. Click Save Registration.

One time pass code (OTP) is enabled by default.

Next steps

Add a conditional rule for the Authenticator app. See Adding a conditional rule for the Authenticator app.

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.

Adding a conditional rule for the Authenticator app

In the default policy in Ivanti Access, add a Multi-Factor Authentication conditional rule. The rule triggers multi-factor authentication

using the Authenticator app.
Procedure

1. In lvanti Access, go to Profile > Conditional Access.
2. Expand Default Policy.
3. Click +Add Rule > Multi-Factor Authentication to add the conditional rule for the Authenticator app.

4. Complete the requested fields.

Item Description
Name Enter a name for the multi-factor authentication rule.
Description Enter a descriptive text for the rule.

Map the Identity Provider (IDP) user ID  Select one of the following:
to Authenticator user ID ° SAML Subject (Default)

* SAML Attribute
Additional transforms (Optional) Enter a MiTra expression.
Configure a MiTra expression, if the value in the federation response does not map
directly to the user identifying information.
Example: The certificate contains the base-64 representation of the user ID, however

you need the hex representation. Enter the following:
decode:Base64

Rule Action From the drop down menu, select Allow.
5. Click Done to save the policy and rule.
The rule appears at top of the list in the policy.

6. Ensure that the Trusted App and Device rule is enabled and move the Trusted App and Device rule to the top of the list.

7. Edit the General Bypass rule, and set the Action for the rule to Block.
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You can create additional conditional rules to further define how the Authenticator app is triggered. For example, you can
create an User Info Rule to trigger multi-factor authentication for only a certain set of users or groups

Next steps

Configure branding. See Configuring branding for multi-factor authentication in lvanti Access.

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.

Configuring branding for multi-factor authentication in Ivanti Access

Customize the user experience for your enterprise users by uploading your company logo to lvanti Access. The user notification

screen as well as the Authenticator app are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG, JPG, JPEG, and
SVG.

Procedure

1. In Ivanti Access, go to Profile > Branding.

2 Inthe Authenticator section, drag and drop your company logo or click Choose to navigate to the location of the file and
add.

Next steps

Publish the updates. See Publishing the changes.

Publishing the changes

Publish the changes to make the updates available.

Procedure

1. In the lvanti Access administrative portal, go to Profile > Overview.

2. Click Publish.
Publish is only available if a federated pair has been created.
38 Click OK.

Next steps
Add the Authenticator app to Ivanti Neurons for MDM for distribution to managed devices. See the following:

* Adding the Authenticator app to Ivanti Neurons for MDM

¢ Adding the Authenticator app to lvanti EPMM

Related topics

Publishing a profile
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18.3. Adding the Authenticator app to Ivanti EPMM

Adding the Authenticator app to Ivanti EPMM makes the app available to distribute to managed devices.

¢ Adding the Authenticator app for iOS to Ivanti EPMM

* Adding Authenticator for Android AppConnect to Ivanti EPMM

* Adding Authenticator for Android enterprise to lvanti EPMM

Adding the Authenticator app for iOS to Ivanti EPMM

Device users can download Authenticator for iOS directly from the Apple App Store. You can also distribute the app as a
recommended app through Apps@Work.

Procedure

1. In Ivanti EPMM, go to Apps > App Catalog.

2. From the Quick Import drop-down list, select iOS.

3. Enter Authenticator in the Application Name text box.
4. Click Search.

5. Select the app from the list that is displayed.

6. For Authenticator, click Import.

7. Click OK on the pop-up message, and close the Quick Import dialog.
Authenticator is now listed in the App Catalog. Information included in the app, such as the name, is automatically configured.
All other settings, such as the App Category and whether the app is a free app, are set to default settings.
To view and edit the settings for the app, click on the app name in the App Catalog.

8. Apply the Ivanti Tunnel VPN configuration to the app:
1. Click on the app name in the App Catalog to edit the app settings.
2.In the Per App VPN Settings, apply the Ivanti Tunnel VPN setting to the app.
3. Click Save.
9. Select the app to and apply to a label:
1. Click Actions > Apply to Label.
2. Select the label that represents the iOS devices for which you want the selected app to be displayed.

3. Click Apply
Next steps

Create a managed app setting for the Authenticator app. See Creating a managed app setting for the Authenticator app for iOS.

Related topics

For more information about adding iOS apps to Ivanti EPMM for distribution, see the /vanti EPMM Apps@Work Guide.

Creating a managed app setting for the Authenticator app for iOS
Create a managed app configuration for the Authenticator app to provide additional configurations for the device.

Before you begin
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» Make a note of the bundle ID for Authenticator. The bundle ID is com.mobileiron.efa.distribution.mica

* Create a plist file with the following content:
<?xml version="1.0" ?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDsPropertyList-1.0.dtd" >
<plist version="1.0">
<dict>
<key>ACC_URL</key>
<string>https://ACC_URL_HERE</string>
</dict>
</plist>

Replace https://ACC_URL_HERE with one of the following:

- If your Ivanti Access URL is access-nal.mobileiron.com, replace with

https://access.access-nal.mobileiron.com

OR

- If your Ivanti Access URL is access-eul.mobileiron.com, replace with

https://access.access-eul.mobileiron.com

Procedure

1. In the Ivanti EPMM Admin Portal, go to Policies & Configs > Configurations.

2. Click Add New > iOS And macOS > Managed App Config.
& Enter the requested information.
4. Click Save.

5. Apply to the configuration to the same label to which you applied the Authenticator app.

Related topics

For more information about creating a managed app configuration in Ivanti EPMM, see the "Managed App Config settings that use
plists" section in the /vanti EPMM Device Management Guide for iOS.

Adding Authenticator for Android AppConnect to lvanti EPMM
Upload the Authenticator app to lvanti EPMM as an in-house app and configure the app to make it available to Android devices.
Before you begin

* Ensure that Secure Apps Manager is also installed on Ivanti EPMM. For the supported Secure Apps Manager (SAM) version for
Authenticator, see the /vanti Access Release Notes.
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* Download the Authenticator for Android AppConnect from the software download site at

https://www.ivanti.com/support/product-documentation.

* This section provides basic information about how to add and configure the Authenticator app for Android AppConnect. For
information about AppConnect apps, see the /vanti EPMM AppConnect and AppTunnel Guide.

Procedure

1 Inthe lvanti EPMM Admin Portal, go to Apps > App Catalog > Add+ > In-House. (Prior to Ivanti EPMM 8.0 go to Apps >
App Distribution Library, and select Add App).

2. Add the apps just as you would any in-house app.

3. Add Secure Apps Manager (SAM) if you have not already uploaded it to support other secure apps.

4. After adding the apps, apply the apps to appropriate labels so that they are available to the required devices.

Next steps

Edit the AppConnect app configuration for Authenticator. See Configuring an AppConnect app configuration for Email+ in Ivanti
EPMM.

Related topics

» For information on adding in-house apps for Android, see “Working with Apps for Android devices" in the /vanti EPMM
Apps@Work Guide.

Configuring an AppConnect app configuration for Email+ in lvanti EPMM

When you add Authenticator for Android AppConnect, an AppConnect app configuration is automatically created for Authenticator.

Edit the automatically-created AppConnect app configuration to add app specific configurations.
Make sure only one AppConnect app configuration for Authenticator is applied to each device.

Procedure

1. In the Ivanti EPMM Admin Portal, go to Policy & Configs > Configurations.
2. Select the automatically-created AppConnect app configuration for Authenticator for Android, and click Edit.
3 Select Enable Access.

4. In App-specific Configurations, add the following key-value pairs:

Key: ACC_URL
Value: https://access.YourAccessCluster.ivanti.com.
YourAccessCluster is either access-nal or access-eul.

Example: https://access.access-nal.ivanti.com

58 Click Save.
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The automatically-created app configuration has the same labels you applied to the app. You do not need to apply the

automatically-created app configuration to a label.

Adding Authenticator for Android enterprise to lvanti EPMM

Upload the Authenticator app to Ivanti Neurons for MDM from the Google Play Store and configure the app to make it available to

Android enterprise devices.
Before you begin

Ensure that your Unified Endpoint Management (UEM) platform is set up for Android enterprise. Your UEM is either Ivanti Neurons
for MDM or lvanti EPMM.

- lvanti EPMM: See the /vanti EPMM Device Management Guide for Android for Work.

- Ivanti Neurons for MDM: See the Ivanti Neurons for MDM online help documentation.

Procedure

1. In lvanti EPMM, go to Apps >App Catalog > +Add.

2. Select Google Play from the drop-down menu next to the search box.
3. In the search box, enter Authenticator.
4. Click Authenticator to select the app.

59 Click Next and then Next .
6. Choose a distribution option for the app and click Next.
7. Update the settings in App Configurations as follows:

In Install on device, enable Install on Device.

This is the recommended setup. Install on Device silently installs the app on the devices in the selected distribution option.
In Promotion, update the promotion settings as needed.

For Managed Configurations for Android, click +.

Enter a name for the configuration.

In the Managed Configurations section:

For ACC_URL, enter https://access.YourAccessCluster.ivanti.com.

YourAccessCluster is either access-nal or access-eul.

Example: https://access.access-nal.ivanti.com

8. Click Done.
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9 If necessary, update the Ivanti Tunnel VPN configuration for Android to tunnel authentication traffic from Authenticator

to lvanti Access.

The Ivanti Tunnel VPN configuration for Android is listed in Ivanti Neurons for MDM in Configurations.
Related topics

* See the /vanti EPMM Apps@Work Guide for more information about adding Android enterprise apps to the lvanti EPMM app

catalog.

254 /329 Created at Sep 09, 2026



ivanti

Adding the Authenticator app to lvanti Neurons
for MDM

Adding the Authenticator app to Ivanti Neurons for MDM makes the app available to distribute to managed devices.

18.4.

* Adding the Authenticator app for iOS to Ivanti Neurons for MDM

* Adding Authenticator for Android AppConnect to Ivanti Neurons for MDM

* Adding Authenticator for Android enterprise to lvanti Neurons for MDM

Adding the Authenticator app for iOS to lvanti Neurons for MDM

Upload the Authenticator app to lvanti Neurons for MDM from the Apple AppStore and configure the app to make it available to iOS

devices.

Procedure

1. In lvanti Neurons for MDM, go to Apps >App Catalog > +Add.

2. Select the icon for AppStore from the drop down list.
3. Enter Authenticator in the search text box.

4. Select Authenticator from the search results and click Next.
58 Make updates as necessary and click Next

You can change the category and add a description.

6. Choose a distribution option for the app and click Next.

7. Update the settings in App Configurations as follows:

In Install on device, enable Install on Device.

This is the recommended setup. Install on Device silently installs the app on the devices in the selected distribution option.
In i0OS Managed App Configuration, click +Add.

For Key, enter ACC_URL.

For Value, enter https://access.YourAccessCluster.ivanti.com.

YourAccessCluster is either access-nal or access-eul.

Example: https://access.access-nal.ivanti.com

In Per App VPN, click + to add a per app VPN configuration.

Select Enable Per-App VPN for this app.

From the drop-down list, select the Per-App VPN configuration for lvanti Tunnel.
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8. Click Done.

Related topics

See the /vanti Neurons for MDM Guide or Help for more information on adding apps to the lvanti Neurons for MDM app catalog.

Adding Authenticator for Android AppConnect to Ivanti Neurons for MDM

Upload the Authenticator app to Ivanti Neurons for MDM as an in-house app and configure the app to make it available to Android

devices.
Before you begin

» Ensure that Secure Apps Manager is also installed on Ivanti Neurons for MDM. For the supported Secure Apps Manager version

for Authenticator, see the /vanti Access Release Notes.

* Download the Authenticator for Android AppConnect from the Ivanti software download site at

https://www.ivanti.com/support/product-documentation.

Procedure

1. In Ivanti Neurons for MDM, go to Apps >App Catalog > +Add > In-House

Add the app just as would any in-house app.

2. Choose a distribution option for the app and click Next.

& Update the settings in App Configurations as follows:

In Install on device, enable Install on Device.

This is the recommended setup. Install on Device silently installs the app on the devices in the selected distribution option.
In Promotion, update the promotion settings as needed.

In App Configurations, for AppConnect Custom Configuration, click +.

Enter a name for the configuration.

In the AppConnect Custom Configuration section:

For Key, enter ACC_URL.

For Value, enter https://access.YourAccessCluster.ivanti.com.

YourAccessCluster is either access-nal or access-eul.

Example: https://access.access-nal.ivanti.com

4. Click Done.

5 If necessary, update the lvanti Tunnel VPN configuration for Android to tunnel authentication traffic from Authenticator

to lvanti Access.

The Ivanti Tunnel VPN configuration for Android is listed in Ivanti Neurons for MDM in Configurations.
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Related topics

* See the /vanti Neurons for MDM Guide or lvanti Neurons for MDM Helpfor more information on adding Android AppConnect
apps to the lvanti Neurons for MDM app catalog.

* See the /vanti Tunnel for Android Guidefor information on configuring the Ivanti Tunnel VPN configuration for Android.

Adding Authenticator for Android enterprise to Ivanti Neurons for MDM

Upload the Authenticator app to Ivanti Neurons for MDM from the Google Play Store and configure the app to make it available to

Android enterprise devices.

Procedure

1. In lvanti Neurons for MDM, go to Apps >App Catalog > +Add.
2. Select Google Play from the drop-down menu next to the search box.

3. Inthe search box, enter Authenticator. <is this what we are calling the app in Google play?>

4. Click Authenticator to select the app.
5 Click Next and then Next .
6. Choose a distribution option for the app and click Next.
7. Update the settings in App Configurations as follows:

In Install on device, enable Install on Device.

This is the recommended setup. Install on Device silently installs the app on the devices in the selected distribution option.
In Promotion, update the promotion settings as needed.

For Managed Configurations for Android, click +.

Enter a name for the configuration.

In the Managed Configurations section:

For ACC_URL, enter https://access.YourAccessCluster.ivanti.com.

YourAccessCluster is either access-nal or access-eul.

Example: https://access.access-nal.ivanti.com

8. Click Done.

9 If necessary, update the Ivanti Tunnel VPN configuration for Android to tunnel authentication traffic from Authenticator

to lvanti Access.

The Ivanti Tunnel VPN configuration for Android is listed in Ivanti Neurons for MDM in Configurations.

Related topics
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* See the /vanti Neurons for MDM Guide or lvanti Neurons for MDM Help for more information on adding Android enterprise apps
to the Ivanti Neurons for MDM app catalog.

» See the /vanti Tunnel for Android Guidefor information on configuring the Ivanti Tunnel VPN configuration for Android.
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18.5. What users see for multi-factor authentication

Authenticator provides secure login to your enterprise cloud services. If you have configured the app to be installed silently, which
is recommended for a seamless user experience, the app is installed on managed devices when the device checks in with Ivanti
Neurons for MDM.

If a device user has already launched Authenticator for iOS as a standalone trial app, the device user must uninstall and
reinstall the app to use it as a managed app.

The following topics provide information about multi-factor authentication:

Activate Authenticator

Ivanti Access cloud services

Custom service provider

Authenticator settings

Activate Authenticator

To activate Authenticator, users simply launch the app after it is installed.

Figure 1. Launch Authenticator
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w

Authenticator {0}

v

4

Mabilelran Authenticator allows you to control
and allow secure logins into your cloud services

This device is activated for <User ID>

Not you? Contact your IT admin

ACME

Ivanti Access cloud services

When users attempt to access an enterprise cloud service, they are prompted to enter their user name and then prompted to
confirm the request on the managed device that has the activated Authenticator app.

A prompt appears from the Authenticator app on the managed device alerting the user to the access request. If users accept the
prompt, they are allowed access. If users decline the Authenticator prompt, they see an authentication failed message on the device

and the authentication request from the device is blocked.

The configured IdP challenges users for their credentials. lvanti Access does not ask users for their credentials.

Figure 2. Authenticator prompt on managed device
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AUTHENTICATOR

salesforce

Are you trying to signin to
www.salesforce.com?

Device
Desktop Chrome Browser

Location
Mountain view, California, USA

Custom service provider

The interaction pages and push notification for two-factor authentication display the service provider (SP) name and logo. For a
custom service provider, if a name is not configured, the interaction pages and push notifications display Custom Service Provider
for the SP name. If a logo is not configured for the custom SP, the name of SP is seen where the logo would have been displayed.

Authenticator settings

The following table describes the information available in Settings in the Authenticator app.
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Setting
About

Debug Logging

Email Debug Log

Deactivate

Description
Tap to view version and license information.

Disabled by default.
Device users can enable debug logging if necessary.

Tap to enter an email address to send the debug logs.

Tap to deactivate the Authenticator app.
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18.6. Lost Device Access Procedure

ACCESS_R64_MFA

RECOVERY

vight @ 2025 beanti. ALl gl 1

Ivanti Access has an email-based One-Time Password (OTP) recovery option for users who lose access to their Two-Factor
Authentication (2FA) device. This feature provides a secure and convenient way to regain account access without administrative

intervention. Users can request an OTP via email to authenticate and reset their 2FA settings.
Procedure

Enter your username and password on the login screen.
Click Sign In to proceed.
On the next screen, enter the 2FA code from your authenticator app (e.g., lvanti Authenticator, Microsoft Authenticator).

If you cannot access your 2FA device, click Can't access 2FA device?

This triggers an OTP email to your registered email address.

On the next screen, enter the OTP received via email.

The OTP expires in 5 minutes.

If you enter the correct OTP:

2FA is turned off for your account.

You are redirected to the 2FA setup screen to reconfigure your authentication method.
If you enter an incorrect OTP five times, you will be blocked for 1 hour and redirected to the login screen.
Click Resend OTP if needed:

You can resend OTP up to four times within 10 minutes.

After the fourth request, the Resend OTP option is disabled for 1 hour.
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19. Access Certificates

The Certificates page lists the SSL certificates and signing certificates that have been uploaded to the Ivanti Access administrative

portal.
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19.1. Certificates

By default at least one SSL certificate and an Ivanti Access Signing Certificate are always available. These certificates are not

editable.

Figure 1. SSL and signing certificates

Certificates

List of SSL and Signing certificates. You must have at least one SSL and Signing certificate.

sf_Signing Generated Signing Cert

Aceass Signing Generated Signing Cert

Cartificata

ssiCert Server Cert
Actions you can take

You can take the following actions on a certificate:

« 0 Click to view certificate details.
¢ “1: Click to download the certificate.

* ©: Click to delete the certificate.

Only the X509 certificate is available for viewing or downloading. Private keys are not available for viewing or downloading.
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19.2. User Certificates

The User Certificates page lists the client certificates that are uploaded to the Ivanti Access administrative portal. The Default
Client Certificate is created by default. The Default Client Certificate can be used as a reference certificate and cannot be deleted.

Figure 1. default Client certificate

Client Certificate - Default Client Certificate 3

Certificate Details

Issuer: CN=Jane Doe, O=Example Inc., L=Mountain View, ST=CA, C=US
Valid From: 2018-01-09T02:45:45.0002

Valid To: 2028-01-07T02:45:45.000Z

Version No.: 3

Serial No.: 9544343468954880660

Fields available for SSO configuration

7 Item(s)
Subject CN=Jane Doe,0=Example Inc.,L=Mountain View,ST=CA,C=US
Subject 2 jane.doe@example.com
Cancel Save
Adding a certificate

Adding your own user certificate enables you to easily map fields from the certificate into federation responses generated by Ivanti
Access in Certificate based Single Sign-on. You can add a sample certificate used by your Ivanti Tunnel VPN profile that is assigned

to mobile applications that use cloud services federated with Ivanti Access.

Before you begin

Verify that you have created a certificate of your choice using the default certificate as a reference.
Procedure

1. In Ivanti Access, go to Profile > User Certificates, click Add Certificate to import a User Certificate.
2. Enter a Certificate Name.
3. Under Upload Certificate, click Choose File and browse to select the appropriate PEM certificate.

4. Click Add Certificate.
The user certificate is added.
Figure 2. user certificate
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Over

Federated Pairs Conditional Access Split Tunneling Branding

User Certificates
Hide Descriplion

List of User Certificates. Click on 'Add Certificate’ to Import a User Cerificate.

jiam_test_cert l_, @

test3_cert i_' @

test2_cert I:p ~
Actions you can take

You can take the following actions on a certificate:

« o Click to view certificate details.

¢ ©: Click to delete the certificate.

You cannot delete a certificate that is configured in a federated pair for single sign-on. In order to remove a certificate, you
must first edit and associate the certificate with another certificate (during enabling cert SSO). This disassociates the older

certificate. You can then remove the older certificate.

User Certificate Details

The Client Certificate consists of Certificate Details and Fields available for SSO configuration. The Certificate Details lists the

Issuer, Serial No, Validity and Version of the Certificate.

The Fields available for SSO configuration enable you to view and provide friendly names to fields populated in the User Certificate

that you uploaded. These friendly names match the MiTra expression for a field used for SSO configuration.

Figure 3. client certificate

Access Certificates

User Certificates
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Client Certificate - Default Client Certificate >

7 ltem(s) i
Subject CN=Jane Doe, O=Example Inc. L=Mountain View ST=CA C=US
Subject 2 jane.doe@example.com

SAN of type ricB22Name: Instance 2 jane.doe alt@example.com

SAN of type rfc822Name jane.doe@example.com, jane.doe. alt@example.com

SAN of type ntPrincipalName: Instance 1 T1ACEOF0GEA4TD4395D2ACCE2F5TF644

SAN of type ntPrincipalName: Instance 2 jane doe@example.com

SAN of type niPrincipalName 71ACEOF06EA47D4395D2ACCA2F57F644, jane doe@example.com
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19.3. Certificate expiry notifications

Ivanti Access periodically verifies the validity of the metadata for a service provider (SP) and identity provider (IdP) federated pair. A
scheduled job runs every 24 hours to check the federated pairs metadata files. Any issues found during the scheduled job display

as notifications in the administration portal in Profile > Federated Pair.

The verification includes checking the expiration date of the certificate embedded in the metadata. Ivanti Access sends email
notifications to Ivanti Access administrators on the 30th, 15th, and 7th day before the expiry of the certificate. Starting on the 7th
day before the certificate is set to expire, an email notification is sent every day till the expiration date. Once the certificate expires,
an email is sent to confirm that the certificate has expired.

Update the certificate before expiry to ensure that the most current certificates are available in Ivanti Access. If the certificate
in lvanti Access does not match the certificate in the SP or IdP, authentication will fail for device users accessing the federated
cloud service through Ivanti Access. Authentication will continue to work as expected if the certificate in Ivanti Access and in

the SP or IdP are the same, irrespective of whether the certificates are expired or not.

In addition to email notifications, the following notifications are also provided in the Ivanti Access user interface:

Notification in Profile > Federation

A notification displays in Profile > Federation. The notification includes the number of days remaining before the certificate expires.

The row for the delegated IdP or federated pair with certificates that have warnings expands by default.

Notifications after a certificate expires

DR POLICY CREATED ON ACTIONS
¥ou dont have any pairs yet. Let's fix that! Click on Add Pair above
v Federated Pairs
How fo uplead my Access metadata to my IDP or SP
5P MAME POLICY CERTIFICATE 550 CREATED ON ACTIONS
sustor Z50- Yus 2020102117 —_ I
w5 S okta Folicy 308 P & 7
Access SF Metadata (Upload to IDPy  View
Access IDF Metadata (Upload to £F)
expired Default Mo 2020002114 ==
A @ Policy RECT & 7
Agcess SF Matadata (Upload to IDF) ) 0P certificate has expired  Update
Access IDF Metadata (Upload to SF) L o SP centificate has expired
SP cer as d  Update
sf-gkta- Default Ne 2020/02n2 |_’
: Ee s S /7
uthe Fal 2:26 PM
- &P okta " oy
Access 55 Metadata (Ugload to IDP) Vi IDF cerificate is expiring in 4 days  Update
Access [DF Metadata (Upload to SP)  View o SPicerticate Has expired
SP cer e has d  Update

The following figure shows the notifications after the certificate expires for the delegated IdP or federated pair.
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e

Access SP Metadats (Upload to IDP)  Wiew | Download | Copy URL

Access |DP Metadata (Upload to SP)

Notification when you edit a federated pair or delegated IdP

expired Default Mo

okta S

Vfiew | Download | Copy URL

0 IDP certificate has expired

0 EP cenificate has expired

A notification displays when you edit the federated pair or delegated IdP. The notification includes the number of days remaining

before the certificate expires. The following figures show notifications 30 days and one day prior to certificate expiration.

« Back to list

Edit Federated G
Pair

Choose Sarvice
Provider

Configure Service
Provider

3 Choose |dentity
Provider

4  Configure Identity

Salesforce

Conditional access control for the Salesfaree1 mobile app and the ecosystem of applicetions that access Salesforce.com

+ Advanced Options
Encryption Certificate

Encrypt SAML assertions

Service Provider Metadata

Use the Help link foar instructions on getting your Service Provider metadata

Provider
@ Upload Matadata () Add Matadata () Metadata URL
Ne Metadata selected
Drag and drop file hera
OR
Certificate expires on:  April 4, 2019 |
Native Mobile Application Single Sign-Cn (S50)
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19.4. Updating certificates for an SP or IdP

Occasionally, you may need to update the service provider (SP) or identity provider (IdP) certificates for the federated pairs
configured in lvanti Access. You must update the certificates if the service provider or identity provider certificate is about to expire
or has expired. lvanti Access then provides notifications if the certificate expiration date is upcoming. The administrator can then
update the certificate by providing the updated metadata. For information about certificate expiration notifications, see Certificate

expiry notifications.

Ivanti recommends to update certificates for uninterrupted services.

Certificate information is available in the service provider or identity provider metadata you upload to lvanti Access. Depending on
whether you uploaded metadata, added metadata, or entered a metadata URL when configuring the federated pair, do one of the

following to update the certificate:

» Certificate update if you uploaded metadata

» Certificate update if you entered a metadata URL

» Certificate update if you entered a metadata URL

Ivanti Access only consumes the information in the metadata. If the metadata references an expired certificate or soon-to-
expire certificate, lvanti Access continues to show the certificate expiration notifications.

Certificate update if you uploaded metadata

Do the following if you uploaded metadata from the service provider (SP) or identity provider (IdP) when configuring the federated
pair.

Procedure

1. Get the metadata from the affected SP or IdP.
See lvanti Access Cookbooks for more details.

2. Go to Profile > Federation.

3. Click Update beside the warning message to update the certificate for the SP or IdP. The Update IDP metadata screen displays.

1. (Optional) Click Edit to provide an URL or to add metadata instead of Upload Metadata. OR
2. Click Choose File to upload the metadata data for the SP or the IdP as appropriate.
3. Click Upload Metadata.

4. Click Done.
Related topics

» For information about getting metadata from the SP or IdP, see "Before you begin" in Configuring federated pairs.

» For information about editing a federated pair, see Editing a federated pair.
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» For information about downloading the Ivanti Access proxy metadata and uploading the proxy metadata to the SP or IdP, see

Uploading proxy metadata.

Certificate update if you added metadata

Do the following if you added a metadata when configuring the federated pair.
Procedure

1. Go to Profile > Federation.

2. Click Update beside the warning message to update the certificate for the SP or IdP. The Update IDP metadata screen displays.

1. Update the certificate.
If a valid certificate is updated, a confirmation message displays that the update is successful.

[

2. (Optional) Click Edit to change metadata to provide URL or Upload Metadata instead of Add Metadata.

Certificate update if you entered a metadata URL

Do the following if you entered a metadata URL when configuring the federated pair.
Procedure

1. Go to Profile > Federation.

2. Perform one of the following actions based on the changes:

1. Update link for Metadata expired or expiring : The Update IDP metadata window opens sync option is available. Click
Sync metadata to complete the update. However, the modified attributes are not listed.

2. Update link for change in metadata: The Update IDP metadata window opens and the modified attributes are listed along

with a sync button. Click Sync metadata to complete the update.

3. Update SP or IDP metadata via menu option : This is a one-click sync operation link. Clicking on the menu option syncs
the metadata automatically and the quick update window displays the attributes that are modified.

3. (Optional) Click Edit to Upload or Add Metadata instead of Metadata URL.

4. Click Sync metadata > Close.
A sync completed successfully confirmation message displays.
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For Office 365 and Microsoft ADFS, when the Office 365 domain is federated with Ivanti Access and lvanti Access is federated
with ADFS, ADFS metadata is uploaded in Ivanti Access or it can provided using metadata URL.

ADFS has certificate rollover functionality where it provides both primary and secondary signing certificates in the metadata.
When the primary is about to expire, ADFS switches to secondary certificate. Ivanti Access also uses the certificate which has
later expiry date and monitors that certificate. This does not break the authentication.

However whenever the certificate is updated on ADFS side, it must either be uploaded in Ivanti Access by providing new ADFS
metadata or can also be synced using "Sync IdP Metadata" if ADFS metadata is provided using url.
For more information, see https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-fed-0365-

certs.

Related topics

* View federated pairs

» Service provider (SP) metadata

¢ Identity provider (IdP) metadata
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20. Reports

You can generate reports in the lvanti Access administrative portal that provide information about authentication, errors, and certain

audit actions.

The following topics provide more information about reports:
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20.1. About reports

The following types of reports are available in the Ivanti Access administrative portal:

* lvanti Access Reports: Authentication traffic that goes through Ivanti Access is captured and displayed in Reports > Access.

» Session Revocation: Session revocation report provides status information whether the user and service provider (SP)

revocation action was successful or not and the context for the revocation. The report is displayed in Reports > Session

Revocation. For more information, see Session Revocation.

» Error Reports: Whenever a device connection to gateway fails, an error report is generated and displayed in Reports > Errors.

* Audit Log: Actions taken by the Ivanti Access local administrator in the Ivanti Access administrative portal are displayed in

Reports > Audit.

« Authenticator: The Authenticator report provides debugging and activity tracking logs for the multi-factor authentication

activity from the Authenticator app in Reports > SaaS Sign-on.

Reports data is retained for 90 days.

You can download a report by clicking on Export. The report is downloaded as a CSV file. The export action is captured in the Audit

log. If the download fails, a failure message is also captured in the Audit log.

Figure 1. ivanti Access reports
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20.2. lvanti Access reports

Authentication traffic that goes through Ivanti Access is captured and displayed in Access Reports. Each IdP or SP proxy request to
Ivanti Access is logged and displayed as a separate row. For a single authentication instance, there may be up to two log entries.

Each row provides visibility into users, devices, and apps accessing cloud services.

You can do the following with the report data displayed in Access Reports:

Filter the reported instances to view a subset.

» View details for the reported instances.

Export the reported instances that are displayed.
« Search for reports in the search bar with advanced and flexible query search to filter desired report data.

* lvanti Access Report now displays the Client IP or the Device IP in the Access Reports.

Figure 1. Ivanti Access report

Delegated IdP field in lvanti Access reports

Ivanti Access displays the persisting Delegated IDP field in Ivanti Access reports that help users identify the log entries for
delegated IdP.

Figure 2. Delegated IdP field in Ivanti Access report

2018/10/05 Default Mozilla/5.0 (Macintosh; intel Mac OS X 10_12_6) AppleWebKit/537_36
2:56 PM Policy (KHTML, like Gocko) Chrome/88.0.3487.100 Safarl/537.38
DETAIL:
Deployment Id: 0 Palicy Id: © Duration: 46 Verbosity: DEBUG  Request Method: GET  Source Port: 50848  Source IP:
Client IP: Request Url: Request Class: ldpProxy

Mote: Policy: Default Podicy, rule type:Default rule, rule: General Bypass, action: ALLOW.  Regquest Type: AUTH_REQUEST  Binding Type: WS_FED  Active Logon: false

Delegated |DP; true | Processing Exception: {"emorCode”:"CERTCONFIG_| ~“message”:*Unidentified request or user certificate not found for delegated Idp”} .. more

authnRequestiD field in Ivanti Access reports

The authrequestID field for SP proxy and IdP proxy in lvanti Access Reports allows administrators to correlate entries for the IdP
proxy and SP proxy that are part of the same pair. The authrequestID for SpProxy and IDpProxy is now visible in Ivanti Access
Reports which lets you relate between the two entries. Export the report to a .csv file to do the correlation.

The authnrequestld is not searchable through flexible search.

Figure 3. authnrequestid in lvanti access report
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DETAIL:
Deployment id: 1000  Sentry: | Policy d: S Duration: 33 Verbosity: DEBUG  Request Method: FOST  Source Port: ||
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1 microsaft i B [*hitpe:s EEE————
1 micrasoft, ["801190cd-1 bais 1, hitp N
[ U xmisoap.org (S i mierosoft.com/eal
[ i BAML:2 : PasswondProtectedTransgort ], "hatp: WS KMISOMp.Ong w2 U 1
Authentication Request Id: _FCAAAAWCObHT! AAAATRED Ig3rCS_TWeeM' L5TrViowd AMIBTLIbZPDxWASgAQ R PrdzBNplRe2tok--
P2idwBTY 200 03WDJ [NVARDQF HUMRADK 1 ZIAPhGrFY 54 0VPvyul- g q-DTYW-
GITLVIZoHKgRTTACH

| Default General
Policy Bypass

36 (KHTML, like Gecke) C

DETAIL:
Deplayment id: 1000 Sentryz ¢ ! Policy ig: | 28 DEBUG  Request Method: GET  Sowrce Port: |
Request Url: hitps/c ‘ecOaZale-2c13-4571-8084-81cbe336158adp | Request Class: IdpProxy | Request Signed: true

Note: Policy: Defautt Policy, rule type:Default rube, rule: , action: ALLOW.  Active Logon: faise

Authantication Request Id: _2CAARAWCOBN TMEBWMEKwMDAWMDA4TOK AARAIREDINUNWGIrCS_TWeaMYohiwZ2vRLSTrViwaAMIBTLIbZPDxWARGAQ R PLazBNDIReZtoK-~
P2i4wBTY 20 03WEJ [NVARDOF HUMRADK 1 2JAPhGRFY 54 0VPwyuQ- g q-DTYW-
Pk 3T gpTTACH i PR

Search Ivanti Access reports

Ivanti Access reports includes a search option that allows you to do advanced and flexible queries to filter the desired data and
customize the report in Reports > Access.

Figure 4. reports search bar

Raports / Access

Filters Clear

Search. Q 171 reports Show Details Export O

Hida Help

Start Date & Time Baalean operators: joe AND ( chrame OR android )

— Terms: jor chrome Note: Defawll bockean cperator is OR, example results in joe OR chiome

Wildcards: jea®, 208.191.58" Note: Wikdeards(*) are rol allewed al #1a of search lerm. Mindmum 3 characiers are required befors wildeand(")
Exact match: Wse double quotes for exact malch, eg. “joel@domain. com”™

End Date & Time Mote: Search performed on Source IP. Useragent. Usormnams, Exceplion, Servics Name, Note, Fiequest Un, Request Method, Assertion Afiributes, Request Class
More Info

VW]

The screen displays the advanced query that you can use to search the report. A maximum or 1024 characters is supported in a
query.

The following query words are searched in the Search bar:

* Source IP

* UserAgent

* Username

* Exception

* Service Name

¢ Request Class

* Assertion Attributes
¢ Request Method

* Note

¢ Request Url

Flexible Query

The following flexible query types are supported. If more than one word (except boolean operators) is specified, the select
condition is composed by operators.
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* An exception is thrown for any word (except boolean operators) with wildcard (*?) having length less than three characters. For

example: ab* a?b, etc results in an exception, while abc* abc? will not result in exception.

» Searching is not case sensitive.

Type Supported Values
Operators AND | OR | NOT
Unsupported characters All characters except the invisible control characters and unused code points are supported.

Wildcards *and?

Query Examples

The following table provides examples of search queries.
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Type

AND Operator

OR Operator

Difference between AND and OR.

A AND B means both A and B must be present
in the record.

A OR B means either A or B should be present
in the record.

NOT Operator

Wildcard

Using Quotes (")

Grouping

Best Practice: If the search word contains a
special character, lvanti recommends to use
double quotes around the searched word.

For example: While searching for username
Jjoe@domain.com, it is recommended to use
quotes around the username for better results

- "joe@domain.com".

Example

To search for records having IP Address as 10.11.12.13 and Chrome as the User
agent:
* 10.11.12.13 AND chrome

To search for records having IP Address as 10.11.12.13 or chrome:
¢ 10.11.12.13 OR chrome

NOT operator is used to exclude certain terms from the result.
For example, the below query returns all records that do not contain chrome and
10111213

* NOT chrome AND NOT 10.1112.13

If the details are partially unknown, use wildcards to fetch the results:
¢ 10.11.1* AND chro*

2. 1If
two words are separated by a space, then by default OR operator is used. 3.

1. Double quotes are used around search words to get the exact match.

To search for space separated words as an exact string, apply double quotes

around the whole string.

For example: To fetch the results with chrome version, use the below query:
* “Chrome/60.0.3112.113"

This query returns the records that have chrome version, 60.0.3112.113

For example, a search query, /ntel Mac os x is interpreted as /nte/ OR Mac OR os
OR x.

For example: "Intel Mac os x"

This query returns the records with complete string /nte/ Mac os x.

Multiple Operators along with parenthesis can be used for searching.

For example, (chrome AND (10.11.12.13 OR 10.11.12.14))

This query returns all the records with chrome and IP Address as either
10.11.12.13 or 10.11.12.14.

It is recommended to include parenthesis in the query as it provides grouping.
For example, the above example without parenthesis might be interpreted

differently by the system and desired results might not be obtained.
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Display exceptions in reports

When there is an Ivanti Access Report with error, by expanding Report Details an exception message is displayed. When you click
More, stack trace is also displayed. Also, the default message has the error code and message.

Figure 5. exceptions in reports

Filtering report data

To filter report data, do one or a combination of the following in the left panel:

¢ Enter a Start Date & Time and End Date & Time.

» Select the data type to view a subset of the reported data.

The report data is always sorted by timestamp in descending order. By default, the filter for time is set from 12 AM to 12 AM.

Data available for filtering

The following fields are available to filter the report data. When you run a report, the active federated pairs, policies, and rules are

listed on top of the list. The deleted items are structured at the bottom of the list.

Iltem Description

Start Date & Enter a start date and time to filter the data.
Time

End Date & Enter an end date and time to filter the data.
Time

Federated Pair  Select the federated pair for which you want to see data.

Action Select one of the following:

* Allow
* Block
e Error
* Warn

Policy Select the conditional access policy for which you want to see data.

Rule Select the conditional access rule for which you want to see data.
Only the rules in the selected policy are available for selection. If a policy is not selected, rules will not be
available for selection.

Viewing details
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To view additional details for a report entry, click on one of the following options:

» Show Detail: Click on Show Detail to see the details for all rows.

» Click on the three dots (...) adjacent to each row to view details for that log entry.

Figure 6. report details

| 31984 e Soom Detatn Ezpent 3

Exporting report data

The Export feature allows you to download Ivanti Access report data as a CSV file. You can then import the .csv file to a reporting

tool and generate custom views and reports.

When you export report data, only the rows in the Reports > Access view will be downloaded. You cannot customize the fields for

exporting.

Procedure

1. In the Ivanti Access administrative portal, go to Reports > Access.

2. Click on Export. The Export Reports window appears that displays the size of the report file.

Figure 7. Export reports

& Click Export if the size is appropriate.

A CSV file containing the report data is downloaded.

* When a report is exported, there is an appropriate entry in the Audit reports.

* Use the left navigation filter to select appropriate records such as files that are larger in size. Only the filtered records are then

exported in the file and can help in reducing file sizes.
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20.3. Errors Report

Whenever a device connection to Ivanti Access fails, an error report is generated and displayed in Ivanti Access. Each row provides

visibility into Source IP, lvanti Tunnel Type, Error Domain, and Error Code.

To view the Errors report in lvanti Access, click Reports > Errors. Reports are generated for the following error domains :

e  SSL_AUTH: Errors related to authentication. For example, an invalid certificate.

* COMPLIANCE: Errors related to device reported in a non compliant state.

* CONFIGURATION: Error in reading or processing tenant configuration update from lvanti Access, or issues with local

configuration of UEM.
* CONNECTION: Errors while attempting to connect to lvanti Access.
Figure 1. Error Report
Einters Clear Search Q. &1 repons Show Details Export O3

Start Date & Time

rimmisd TIME STAMI SOURCE INNEL TP STATUS ERROR DOMAN ERROR CODL LS RNAM]

2018068720 1251 PM COMPLIANCE OTHER

End Date & Tima
DETAIL

Status: ERAOR  Source IP: Sowrce Port: $4354  Destination 1P Tumngd Type: IP | Username: Device bd: 40408
Burdle Id: com mebisiron bennel android release | User Agent: Mobdalron/Android VPNV 2.0.7 [88WT 0-24-aarch84  Erver Domain: COMPLIANCE | Ervor Code: OTHER

Error Domain Error Message: ComgianieExceptionCode - COMPLIANCE 0 Compliance check Taied | Fail dev compliance check 80405
Select Eror Doman
0THDRRD 1157 AM P ERROR COMPLIANCE OTHER
S5L_AUTH
COMPLIANCE 201800620 11:52 AM P ERROR COMPLIANGE OTHER
20TDR20 1051 AM P ERROR COMPLIANCE OTHER
201806720 19:50 AM P ERROR COMPLIANCE GTHER
20180620 507 AM P ERROR COMPLIANGE GTHER T

You can filter the Error report data displayed in Ivanti Access Reports based on the following error domain:

. SSL_AUTH

. COMPLIANCE

For more information on search field, see Search in lvanti Access reports.

Export error report
Export the error report to a .csv file for correlation.

Procedure

1. In Ivanti Access, navigate to Reports > Errors.
The Error report displays.

2. Click Export at the right hand top corner.

The Export Reports window appears.

Figure 2. Export Reports
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Export Reports

The approximate file size of the report is 2.05 KB. Click on Export to download the report.

Cancel

3. Click Export to confirm.

The report is exported to your local drive.
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20.4. Zero Sigh-on Reports

The Zero sign-on reports provide information about the service provider such as Time Stamp, User ID, Auth Mode, Auth Method and

Status.

Auth Modes

You can select an authentication mode to get information about the service provider. They include Zero Sign-on and Multi Factor

Authentication.

Data & Reports / Zero Sign-on

Filters Clear

Start Date & Time

yyyy/mm/dd

End Date & Time

yyyy/mm/dd

Data will be retained for 90 days

Service Provider

Select a Provider v

Auth Modes [}
Select a Mode v

Select a Mode
Zero Sign-On
Multi Factor Authentication

Status
Select Status v

Auth methods

The Auth methods filter lets you select the athentication method such as Push, Zero Sign-on Authenticate, QR Code, OTP,

IDP Login, Security Key, Windows Hello and Mac Touch ID.

The report is now updated to provide information
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20.5. Audit Log

Actions taken by the Ivanti Access local administrator are captured in logs and displayed in Reports > Audit.

The Audit log displays audit trail information such as Actions, Status, SourcelP, Timestamp and so on.

The Description field now provides the following information about

* The policy update that displays the federated pair it belongs to.

* The rule update that displays the policy it belongs to.

Figure 1. audit log
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You can do the following with the audit report data:

 Filter the reported instances to view a subset.

Filtering audit report data

To filter audit report data, do the following the following in the left panel:

* Enter a Start Date and End Date.

AESOURCE TYPE

TUKNEL_RULE

APP_RULE

Audit report data available for filtering

The following fields are available to filter the report data:

Item
Start Date

End Date

Actions

Description

Enter a start date to filter the data.

Enter an end date to filter the data.

USER AGENT

MeilasS 0 (Masintesh: bel Mas D5 X
10_11_8) Appde'WebKit/537.36 (KHTML, I
Geshn) Chrome/i70.0066 99 Safarv537.36

Moritads O (Masintosh, intel Mas OF X
10_11_8) Appie'Webit/537.38 (KHTML, lie
Gecko) Chrome/87.0.3358 o9 Safarvid? 36

MisgitarS 0 (Masintesih; kstol Mac O3 X
10_11_8) Apple'WebKit537.36 (KHTML, like
Gecko) Chrome/57.0.3096 93 Safarvs37.36

Morinas 0 iMacintash; intel Mac 05 X
10_11_8) AppdsWabKIUSI7 36 (KHTML, Ik
Geckn) Chrome/$7.0.3396.69 Satarva7 36

Mogitaid 0 (Macinsosh: intel Mas 05 X
10_11_8) Appie'WebsiUS37. 368 (KHTML, lie
Geckn) Cheome/67.0.23968 99 Safar'537.36

Mogitais 0 (Macintosh: inel Mac 05 X
10_11_8) AppieiWabRit/S37 58 (HHTHIL, iiue
Geckn) Cheome/67.0.3356.89 Safarv537.36

Mozifash 0 (Macintosh: intel Mac OF X

Local administrator actions logged and reported in Reports > Audit include:

Q

CESCRIPTION

[ Tl rufie Tunnesitude fer |

policy Mew Poscy 1

| createa

A i A for poticy Mew |

Py 1 deleted

User ak@i.com logged s

User ak@ricom logaed 0

User ak@mi.com logged in

User ak@mi.com logged

sut

User ak@mi.com logged in
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Action
Login
Logout

Password
Changed

Password Reset

Created

Updated

Deleted

Rules_Reordered
Registered
Assigned
Unassigned

Recovery Key

Generated

Emailld

Description
Local administrator signs in to the lvanti Access administrative portal (User).
Local administrator sings out of the Ivanti Access administrative portal (User).

The local administrator password is changed (User).

Password recovery key is reset.

The following are created or added:

* Profile.
» Certificate.
» Service provider (SP) and identity provider (IdP) pair (SAML_Pair).

* Policy. A policy is automatically created when you click Continue in the App and Device Identity Trust
screen in the Getting Started Wizard.

e Conditional rule for a IP address range (Source_IP_Rule).

» Conditional rule for an app or device platform (User_Agent_Rule).

The following are edited and saved:
» Profile is edited and saved.

» Service provider (SP) and identity provider (IdP) pair.

Profile details are updated. (Policy).

» Conditional rule for a IP address range (Source_IP_Rule).

Conditional rule for an app or device platform (User_Agent_Rule).
* Remediation page.

The following are deleted:
» Service provider (SP) and identity provider (IdP) pair.

e Conditional rule for a IP address range (Source_IP_Rule).
» Conditional rule for an app or device platform (User_Agent_Rule).

» Standalone Sentry is deleted (CRT).
Conditional rules are reordered (Policy).
A Standalone Sentry is registered to lvanti Access (CRT).
Standalone Sentry is assigned to the profile (CRT).
Standalone Sentry is unassigned from the profile (CRT).

A Recovery Key is generated for the Ivanti Access administrator account.

An Email ID is associated with Ivanti Access.

Status provided for an action include:

* Success: The action was successful.

» Failure: The action was unsuccessful.
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The description column provides a description of the action taken.

e Successful example: Saml pair SP-Box-IDP-Pingldentity created

« Failed example: Saml pair SP-Box-IDP-Pingldentity updated (failed)
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20.6. SaaS Sign-on

The SaaS Sign-on report provides debugging and activity tracking logs for the multi-factor authentication and single sign-on
activity. The Export feature allows you to download Saa$S sign-on report data as a CSV file. The SaaS sign-on reports have a

retention period of 90 days.

Select the Service Provider, Auth Modes (Zero Sign-on or Multi Factor Authentication), Auth Methods (OTP, Push, QR Code, IDP
Login), and the Status appropriately to fetch the desired report. The Auth Method that you select displays the appropriate Status for
that method. Select the Status that is applicable to the method from the list.

For UserlD, enter a partial or complete UserID in the query search bar.

Figure 1. SaaS sign-on report

The following table provides the multi-factor authentication actions logged and reported in Reports > SaaS Sign-on.
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Status
Device Status

Activated
device

Deactivated

device

No activated

device

Non Compliant

Device

Authentication
Status

Error

IDP Login
Attempted

OTP incorrect
OTP successful
Push rejected

Push

successful

QR code

scanned
Sign-In
requested

Saas Sign-on

Configuration

Description

User activates the client app.
The client app is either Go or Authenticator.

User deactivates the client app.

The client app is either Go or Authenticator.

User tries to log in through the client app but has not activated the client app on a device.

The users device does not meet the compliance policy.

Push notification could not be sent.

User logs in using identity provider instead of SaaS Sign-on.

User uses an incorrect one-time passcode (OTP).
User uses one-time passcode (OTP) to approve the transaction and is successful.
Firebase or APNS returned an error, therefore a push notification was not sent.

Push is successfully sent to the Firebase or APNS service.

Allows the user to view only logs for authentication to the service provider done using QR code.

A sign-in request is received by notification or QR scan.

Invalid Configuration for SaaS sign-on in lvanti Access in Profile > SaaS Sign-on is incorrect. An incorrect
transforms configuration results in an exception during evaluation of the MiTra against the Ivanti Tunnel certificate.
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21. Settings

Use the Settings tab to perform the following tasks:

* Create administrators from the Admins tab. See Admins.

* Create Test IDPs from the Test IDP tab. See Working with Test IDP

* Create Test SPs from the Test SP tab. See Working with Test SP.

« Enable or disable account-level features, such as delegated IdP, from the Tenant Settings tab.

See Delegated IdP.
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21.1. Admins

The Adminstab lets you create, delete, reset password, and manage 2-Step Verification for administrators to manage the Access

portal. It also lets you activate and deactivate (enable or disable) the administrators.

' The Reset Password and 2-Step verification is not available with Ivanti Access and Ivanti Neurons for MDM portal.

Admins added in the Ivanti Access tab will not have any Cloud role. They will only see the lvanti Access tab. Admins added in the

Ivanti Neurons for MDM tab may have lvanti Access roles as well as Cloud roles depending on what they are assigned.

Figure 1. admins tab

4 agminis)

w2 Super Mmin
L Riesd-eely Atiesin

L] oot Admin

pat [ PTG com
pa2 pa2 pa2@mi com
pd3 pad pEMGe com
] p pagwi com

_— - FA=N
Reauirs Passivord ZO%

Change

Rgsine Passwrsrd P
g i ZO7%

Asctron

An administrator can perform tasks such as reset password, create Federated Pairs, create rules with conditional policies, and so on

based on his role. These tasks are grouped as Configuration, Self Service, User Management, and viewing Analytics and Dashboard

only tasks.

Dashboard and Reports ~ Configuration

Viewing Dashboard and .

Reports only.

Create a new profile

Create, Edit, and Delete federated

pairs

Create, Edit, and Delete

conditional access policies
Configure split tunneling
Manage branding

Manage certificates

The administrator task details are provided in the following table:

User Management

Create admin
Delete admin

Reset admin (not Applicable for Access Ivanti Neurons
for MDM portal)

Enable and Disable administrators
Change administrator role

Disable 2-Step Verification (not Applicable for Access
Ivanti Neurons for MDM portal)
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Role Tasks based on Roles

Root A Root Admin is created by the tenant provisioning process. A Root Admin has all the permissions and can
Admin perform all the tasks as mentioned in the above table. The Root Admin cannot be disabled or deleted.
Super A Super Admin can perform Read-only, Configuration, and User Management tasks.

Admin A Super Admin can delete all other admins, except Root Admin.

Admin An Admin can perform Read-only and Configuration tasks.

An Admin cannot delete any other admins.

Read- A Read-only Admin can perform Read-only tasks only.
only A read-only Admin cannot delete any other admins.
Admin

Adding an administrator

A Root Admin and a Super Admin can add multiple role-based administrators.
When adding an Admin, do not use ivanti.com as the domain.

Before you begin

 Verify that you have understood the various Admin Roles available in Ivanti Access. See Admins.

« Verify that you have the correct password to authorize the Admin creation.

Procedure
1. Navigate to Settings > Admins and click + Add Admin.
The Add New Admin window opens.

2. In the Admin details panel, enter the following information in appropriate fields:
= First name
- Last name
= Email
= Display nhame
3. Inthe Admin Roles panel, select one of the following roles for the administrator:
- Super Admin
= Admin

- Read-only Admin
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4. Click Save.

The new Admin is created.

Deleting an administrator
You can delete an admin based on your role.

* A Root Admin cannot be deleted.
* A Root Admin can delete other administrators.
e A Super Admin can delete all other administrators, except administrators with Root Admin role.

* The Admin and Read-only Admin cannot delete any administrators.

The Admin role cannot delete their own account.
Before you begin

» Verify that you have understood the various Admin Roles available in Access. See Admins.

« Verify that you have the correct password to authorize the Admin deletion.

Procedure
1. Navigate to Settings > Admins.
All the available administrators are displayed.
2. Click © in the Actions column of the admin you wish to delete.
3. The admin is deleted successfully.

You must always provide your login password to manage the administrators created.

Resetting password for an Access administrator

Resetting the password for an Ivanti Access administrator is not applicable for Ivanti Access and Ivanti Neurons for MDM

portal.

Administrators can reset the password of another administrator based on their role. The Audit log captures who reset the password.
Self-reset password is not allowed as ‘Change Password' is the specified option. Password reset is not allowed on a deactivated

account.

The permission matrix for the roles to reset the password is as below:

Performs Action Root Admin Super Admin Admin Read-only Admin
Root Admin X yes yes yes

Super Admin yes yes yes yes

Admin X X X X

Read-only Admin X X X X
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Before you begin

» Verify that you have understood the various Admin Roles available in Ivanti Access. See Admins.

« Verify that you have the correct password to authorize the password reset.

Procedure

1. Navigate to Settings > Admins.
All the available administrators are displayed.

2. Click "% in the Actions column for the administrator you wish to reset the password.
The password is reset and the affected administrator is emailed with the details to reset the password.
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21.2. Working with Test IDP

The Test IDP tab lets you test IdP's in your environment before using the identity provider in your production deployment. It is
provided only for testing purposes. You must use only commercial IdPs such as Microsoft ADFS, Okta, OneLogin, or Pingldentity.

You can add up to 5 test IdP users in your environment.
Before you begin

 Verify that you have downloaded the metadata file available on Settings > Test IDP > Applications > Download Test IDP

Metadata file.

» Create a federated pair with your service provider metadata file and the Test IDP metadata file that you downloaded. For

example, Salesforce metadata and Test IDP metadata.

Procedure

1. Navigate to Settings > Test IDP and click Add Test IDP User. The Add Test IDP User window opens.
2.  Enter the First name, Last name, Username, Email and New Password for the IDP user.
3\ Click Done. The IdP user is created.
4. On the Applications tab, click Add Application and enter the App Name.

5 Select Add Metadata or Upload Metadata to upload the Ivanti Access SP Metadata file that you downloaded when
creating a Federated Pair OR or select Metadata URL and enter the URL for metadata details.

For example, the Salesforce metadata file used to create the test federated pair.
6. Click Done.
7. The Test IDP Reports tab displays the report after being authenticated by test IdP, success or failure.

Use this report to assess the |dP use in your deployment.
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21.3. Working with Test SP

The Test SP tab lets you test SP’s in your environment before using the service provider in your production deployment. You can

add up to 5 test SP users in your environment.
Before you begin
« Verify that you have the metadata (Entity ID) details for the test SP.

Procedure

1. Navigate to Settings > Test SP Users and click + Add Test SP User. The Add Test SP User window opens.
2. Enter the First name, Last name, Username, and Email for the SP user.
38 Click Done. The SP user is created.

4 On the Linked IDP tab, click + Add IDP Details and enter the IDP Name. Choose from one of the following options to

login to the service provider:

» Login to SP: Click this link to log in to the service provider.

* Copy Login URL: Click this link to copy the SP login URL to use on a different browser.

5 Select Upload Metadata and upload the metadata file that you downloaded OR select Add Metadata and enter the
details in the following table OR select Metadata URL and enter the URL for metadata details.

When you upload the IDP metadata file, the details are populated by default.
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Field
IDP Name
Entity ID

Nameld Format

Auth Request Signed
Assertion Signed
Response Signed

Default IDP

Binding Type

Redirect Location

Post Location

Values
Test IDP name.
Entity ID from the metadata file.

Supported values:
* EMAIL

° PERSISTENT
* TRANSIENT
e ENTITY

Yes or No

Yes or No

Yes or No

Yes or No

If the default IDP value is set to True,

° REDIRECT
° POST

Enter the data from the metadata file.

Enter the data from the metadata file.

Signature Algorithm RSA_SHA1
RSA_SHA256
6. Click Done. The IDP details are added.
7. Click Login to SP to verify redirection.

Login to SP redirects to Test IDP and after providing credentials and successful authentication, it redirects to Test SP.
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22. Troubleshooting

The following topics help you troubleshoot:

* Password is not prompted by Email+ application when using Ivanti Access for Office 365

» Salesforce from Web@Work does not display authentication page

» Salesforce produces incorrect metadata with invalid Entity ID
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Password is not prompted by Email+ application

221 \when using Ivanti Access for Office 365

Problem: Password does not prompt for Email+ configuration before using Ivanti Access for Office 365.
Cause: The prompt for email password option is not set to true in the Email+ configuration.

Solution:

For lvanti Neurons for MDM, in App Configuration setup, set the Prompt for Password Before Connecting to Serverto true in
Email+ configuration.

For Ivanti EPMM, in AppConnect App Configuration, add prompt_email_password property and set the value to true.
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Salesforce from Web@Work does not display
" authentication page

Problem: If your setup uses Ivanti EPMM, and you are using Okta as the IdP to access Salesforce, accessing Salesforce from

22.2

Web@Work does not display the authentication page.

Solution: In the Standalone Sentry System Manager, in Settings > Services > Sentry > Outgoing SSL Configuration: check Enable

SNI and remove SSLv2Hello from Selected protocols.
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Salesforce produces incorrect metadata with
invalid Entity ID

Problem: Sometimes Salesforce produces metadata incorrectly with the EntitylD https.//sam/.salesforce.com instead of

22.3.

https://customdomain.my.salesforce.com.
Solution: Ivanti Access displays a warning message as follows:

You might have uploaded incorrect metadata. The EntityID in the uploaded metadata is saml.salesforce.com. However, it must be

customdomain.my.salesforce.com.

When you upload the lvanti Access metadata to Salesforce, download the Salesforce metadata again for the Ivanti Access IDP and
upload it again. Alternatively, edit the Salesforce metadata file and provide the correct Entity ID. Upload the modified metadata file

again to lvanti Access.
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23. Appendix
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Configuring Ivanti Neurons for MDM for SSO
23010 o gro
certificates

Simple Certificate Enroliment Protocol (SCEP) must be configured in Ivanti Neurons for MDM to generate certificates from CAs
configured within Ivanti Neurons for MDM. To create the fields in user or device certificates, you must define SCEP. In order to

define SCEP, it must obtain information from LDAP source.

LDAP source configuration

For the SCEP to request user certificates from CA, it must obtain the user information from the LDAP source. For example, Active

Directory as an LDAP Source. You must configure two important attributes:

» User's email address obtained from Active Directory. userPrincipalName is the LDAP attribute populated in the email field.

» User's unique ID in the Active Directory. ObjectGUID is obtained and set as the attribute Custom 1.
After updating LDAP, you must sync LDAP. On the User's tab, value of the custom attribute objectGUID is as below:

Figure 1. Idap source configuration

+ Back to list Usars User Groups User Setlings

tul-acc  Usoername: lul -acc@mema.com
Status: Enabled

Actions

Overview Devices Avallabie Apps oles Attributes

Custom Attributes

Administrators use custom atiributes for users to associate additional proparties wilth thase objects. These proparties can then be used to build groups or
distribute configurations.

RTTRIBUTE MAME VALUE ACTIONI
Idap.objectguid VT OAIN2 0\Gaho 8O BD 28BS TR EIND 111 DOBZ\L Eant Delat
H—_

To create custom attributes, go ko Adm

USER ATTRIBUTES

Administralors use account attributes for users 1o associate additional properties with these objects. These properties can then be used to bulld groups or
distribute configurations.

$igooglaPasaword)

$idap cbjectGUID) WTOAZ0ECE0 DB VT RS0 111 IDEWR D
$isAMACCOUnTNamo) (TRt
. .
SCEP configuration

The SCEP configuration must be updated in two locations in Ivanti Neurons for MDM:

* Admin > Certificate Authority

* Configurations > Add > Identity Certificate

After the LDAP configuration, to obtain the fields for certificates, define the SCEP. Add two sub-fields in the Subject Alternative

Name field of the certificate.
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* The sub-field of type RFC 822 Name holds the email address. As shown in the LDAP configuration, this corresponds to the

$EMAIL$ directory attribute.

* The sub-field of type NT Principal Name (required only for Office 365) holds the unique immutable Id. This configuration

corresponds to the objectGUID custom attribute.

You must enter "fn:replace('$", '\\', )" manually in this field value.

If you are using a local user instead of LDAP, then you can hardcore the value of RFC 822 name to EmaillD of the user.

For Office 365, you can get the immutable ID by following the steps below:

1. Open the Azure Portal at https://portal.azure.com.

2. Search for "Users".

3. Select the user from the list.

4. Open the Properties tab for the user and get On-Premises Immutable ID field.

Convert Immutable Id value from Base64 to Hex and then add it in the SCEP profile. Both the Subject Alt Names must be

present in the SCEP profile for SSO to work.

Figure 2. identity certificate configuration

App Identity Certificate Configuration

Note: On editing the App Identity Certificate C all the

pushed with the new certificates genaratad.

Name local SCEP

local_CA
Signature Algarithm SHAZ56 with RSA

Subject CN=${userEmailAddress}

Raprasentation of a X, 500 name

Subject A tatnate NT Principal Name

The type of a subjact altemnative name

fnzreplace( S{idap.objectGUID}, "W, )

Subject Alternate Name Value

AFG 822 Name
The type of a subject alternative name
${usarE malladdress)

Subject Alternate Name Yalue

will be re-
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23.2. Configuring Ivanti EPMM for SSO certificates

Simple Certificate Enrollment Protocol (SCEP) must be configured in Ivanti EPMM to generate certificates from CAs configured in
Ivanti EPMM. To create the fields in user or device certificates, you must define SCEP.

* LDAP source configuration

¢ SCEP configuration

LDAP source configuration

For the SCEP to request user certificates from CA, it must obtain the user information from the LDAP source. For example, Active
Directory as an LDAP Source. You must configure two important attributes:
» User's email address obtained from Active Directory. userPrincipalName is the LDAP attribute populated in the email field.

* User's unique ID in the Active Directory. ObjectGUID is obtained and set as the attribute Custom 1.

Figure 1. LDAP source configuration

Modifying LDAP Setting

Search Scope
First Name:

Distinguished Name: distinguishedName
User Principal Name: userPrindpalName
Locale: L4

Custom Attributes
L -

SCEP configuration

After the LDAP configuration to obtain the fields for certificates, you must define the SCEP. Add two sub-fields in the Subject
Alternative Name field of the certificate.

* The sub-field of type RFC 822 Name holds the email address. As shown in the LDAP configuration, this corresponds to the
$EMAILS directory attribute.
* The sub-field of type NT Principal Name (required only for Office 365) holds the unique immutable Id. As shown in the LDAP

configuration, this corresponds to the User Custom 1attribute.

Ul displays a drop-down list of values for this attribute that does not contain the User Custom 7option. You must enter
$USER_CUSTOM1$ manually in this field value.

Figure 2. scep configuration
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Configuring LDAP in lvanti Neurons for MDM for

23.3. : .
session revocation

Configure one or all of the following custom attributes in the LDAP configuration in Ivanti EPMM:

userPrincipalName

objectGUID
Procedure

In the Ivanti Neurons for MDM, go to Admin > LDAP.
Select an LDAP server and click the Edit icon.
Click Test Connection and Continue.

In the Configure LDAP Server page, scroll down to Set Custom Attribute.
Figure 1. Edit LDAP server

Set Custom Attribute (?)
objectGUID

This attribute can be referenced later using ${ldap.objectGUID]

I— Add Custom Attribute

Click + Add Custom Attribute.

Enter one or both of the following custom attributes:
userPrincipalName
objectGUID

Click Done.
Related topics

For information about configuring LDAP in lvanti Neurons for MDM, see "Admin > LDAP" in the /vanti Neurons for MDM Guide

or click Help in the Ivanti Neurons for MDM portal.

Configuring Session Revocation
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Configuring LDAP in lvanti EPMM for session

23.4. revocation

Configure one or all of the following custom attributes in the LDAP configuration in Ivanti EPMM:

» userPrincipalName

* objectGUID
Procedure

1. In the Ivanti EPMM Admin Portal, go to Services > LDAP.

2. Select an LDAP server and click the Edit icon.
Figure 1. Edit LDAP server

Modifying LDAP Setting 8

-

Custom Attributes

Custom 1: userPrincipalName

Custom 2: objectGUID

Custom 3:

Custom 4:

!U eate New Custom Attribute

Directory Configuration - Groups

User Group Base DN:
Search Filter:

Crmrrh g All 1 avrale v

Lot | [ Sov ]| iew AP rowser |

1. In the Modifying LDAP Setting page, scroll down to Custom Attributes.
2. Enter one or both of the following custom attributes:
o userPrincipalName
o objectGUID
Use an available custom field or click Create New Custom Attribute to add a new custom field.
5. Click Save.

Related topics

* For information about configuring LDAP in Ivanti EPMM, see "Configuring LDAP servers" in theGetting Started with Ivanti EPMM
Guide.

* Configuring Session Revocation
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Customizing certificates for single sign-onin

23.5. Ivanti Access

Certificate single sign-on lets you login to cloud services from managed apps on their devices without passwords. You can
customize the certificates for single sign-on by selecting SAML Assertions with your SP. The SP requires additional information

other than the email address in SAML Assertion's Subject field.

If you are authenticating an original Identity Provider, the SAML message that lvanti Access obtains from the original IdP is relayed
to the SP with minimal modifications. However, when the user is being authenticated using the Cert SSO, Ivanti Access must
construct the SAML message, and put the appropriate user identifying values from the certificate into the SAML assertion in that
message. To provide flexibility in choosing and transforming values from the certificate and putting them in the SAML, Ivanti Access

provides a flexible customization capability. Currently, this capability is offered only when you choose the Custom SP.

» Configuring SAML assertion fields

* Language to generate values from certificate fields

Configuring SAML assertion fields

The Ivanti Access Ul enabled you to choose the Certificate SAN rfc822Name and NTPrincipalName type values and add them into
the SAML Subject or in SAML attributes. However, this might not be sufficient for all issues. For advanced configuration, select

Custom and enter the values.

For more information, see Configuring Mobile App Single Sign-on (SSO).

Language to generate values from certificate fields

The values for either the subject or the attributes can be defined using /vanti Transform expressions or MiTra expressions. The
MiTra expressions are a comma-separated list of double-quoted strings. Each String in this list is called a specification. Each
specification has a verb, a format and a format-specific pattern. The verb, format, and pattern are all separated by the ":" character.
Evaluation of MiTra expressions is left-to-right, with the output of the preceding expression on the left is used as the input to the
expression on the right. The first specification must be either a X509 format expression or a Literal format expression, so that

values are either derived from the Tunnel certificate or a constant string.
The grammar for MiTra expressions is as follows:

specs = ( X509spec / LiteralSpec ) [ *( ", " spec) ]

X509spec = "select:X509:" pattern

LiteralSpec = "select:Literal:" pattern

spec = ( "select" / "encode" / "decode" ) ":" ("HTTP" / "HTML" / "URL" / "Base64" / "CompressedBase64" / "Deflate" / "XML" /
"Hex" [ "X509" / "RFC2253" / "Literal" ) [ ":" pattern ]

The verb is a general description of the operation to be performed. The encode and decode verbs do not take any arguments. The
select verb takes the pattern argument. The pattern specifies the selector within the format. For example, in X509, the pattern can
be Subject or SubjectAltName:rfc822Name.

An example of a multi-expression specification is as follows:

select:X509:SubjectAltName:ntPrincipalName,decode:Hex,encode:Base64
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The above expression sequence is used in constructing a SAML Subject for Office 365 from a cert that contains an ObjectGUID

from an Active Directory. The following formats are supported by MiTra expressions:

Format Description Operations Notes
Supported
X509 X.509 Certificates select
Literal Constants select Selection pattern is output verbatim.
RFC2253 LDAP name simple text select

representation

URL URL-encoded data select, encode, Selection pattern is parameter name.
decode
Hex Hex-encoded data encode, decode
HTML HTML format string select Selection pattern is in CSS syntax.
HTTP HTTP request stream select Selection pattern is either header name or Content to

select the content.

Base64 Base64 encoded data encode, decode

CompressedBas Deflate encoded Base64 encode, decode

e64

Deflate Deflate encoded data encode, decode

XML XML-encoded data select, decode Selection pattern is XPath spec. Decode results in pretty-

printed XML.

Selection pattern description

The selection pattern that appears in a MiTra expression after the second ":", is dependent on the format on which that expression
applies. The following is the syntax of the pattern for each format:

e X509 Pattern Syntax
X509pattern = ( "Subject" / sanPattern )
sanPattern = "SubjectAltName:" sub-type [ ":" occurence ]

sub-type = ( "otherName"/ "ntPrincipalName" / "rfc822Name" / "dnsName" / "x400Address" / "directoryName" / "ediPartyName" /
"uniformResourceldentifier" / "ipAddress" / "registeredld" )

occurence = *DIGIT ; ordinal number starting with 1 for the first occurrence.
To select the second SAN extension of type rfc822Name, you must specify the following string:
select:X509:SubjectAltName:rfc822Name:2
e Literal
The pattern is any string that is selected in its entirety.

* RFC 2253
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RFC2253 is the string representation of LDAP names. A certificate's subject or subjectAltName:directoryName might result in a
value of type RFC2253 name. To choose a specific value from an RFC2253 name, the pattern specifies the DN component name

and optionally its occurrence from the right. For example, a MiTra expression of the form
select:RFC2253:DC:2

from the string

"CN=testuser2521, OU=contacts, DC=ivanti, DC=com"

results in getting the value jivanti.
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23.6. Back up and restore Office 365 settings

Back up Office 365 settings

* Open the PowerShell command window and enter the following command to connect to the Office 365 tenant:
PS C:\Connect-MgGraph -Scopes "Domain.ReadWrite.All Directory.AccessAsUser.All"

» Enter the following command to back up the current domain federation settings into a file:
PS C:\Get-MgDomainFederationConfiguration -Domainld <federated-domain> | Export-Clixml <xml-file-path>
For example:

Enter the following command to back up the current domain federation setting for the federated domain orange.comto an xml file

c:lorange.com-original-settings.xmi.

PS C:\Get-MgDomainFederationConfiguration -Domainld orange.com | Export-Clixml orange.com-original-settings.xml

Restore Office 365 settings

Perform the following tasks to restore Office 365 settings from an existing saved file:

1. Load the configuration into a variable.

PS C:\$original = Import-Clixml <xml-file-path>
For example:
load config from file c:lorange.com-original-settings.xm/ into variable $original

PS C:\$original = Import-Clixml orange.com-original-settings.xml

2. Enter the following command to unfederate the domain if the domain is federated.
PS C:\Update-MgDomain -Domainld <federated-domain> -AuthenticationType "Managed"
For example:

unfederate the orange.com domain

PS C:\Update-MgDomain -Domainld orange.com -AuthenticationType "Managed"

Please wait for 1 minute after this command before proceeding to the next step.

2, Enter the following command to restore the configuration from the variable.

Please check if the values used in this command are present in the xml file. Values which are not present in the xml file can be

removed from the command.

FederatedldpMfaBehavior argument is mandatory, so if it is not present in the xml file, you can use the value
"acceptlfMfaDoneByFederatedldp" for this argument.
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PS C:\New-MgDomainFederationConfiguration -Domainld <federated-domain> -DisplayName $original.DisplayName -IssuerUri
$original.lssuerUri -PassiveSigninUri $original.PassiveSigninUri -ActiveSigninUri $original.ActiveSignInUri -SignOutUri
$original.SignOutUri -SigningCertificate $original.SigningCertificate -PreferredAuthenticationProtocol
$original.PreferredAuthenticationProtocol -FederatedldpMfaBehavior $original.FederatedldpMfaBehavior -MetadataExchangeUri

$original.MetadataExchangeUri
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23.7. Configuring Ivanti Access Splunk application

Splunk fetches Audit logs and Ivanti Access reports for a tenant everyday from Ivanti Access. You must configure Ivanti Access
Splunk application for this activity. Splunk v8.0.1 and Ivanti Access Splunk app v5.0 is now supported.

Before you begin

. Verify that you have installed Java 8 (JRE and JDK).

« Verify that before you upgrade, delete the configured data input for Ivanti Access if any.
Procedure

1. Copy the app distribution .spl file (miaccess_splunk_ap.spl) to the Splunk machine.

The .spl file is available at Product Documentation Page.

2. Login to Splunk > Apps.

Click Install app from file and select miaccess_splunk_app.spl file. The Upload an app window opens.

Figure 1. splunk app
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Apps

Install app from file = Create app

Showing 1-21 of 21 items

Name * Folder name = Version = Update H Visible & Sharing & Status
checking
SplunkForwarder SplunkForwarder Yes No App | Permissions Disabl

Figure 2. upload an app

Upload an app

If you have a spl or .tar.gz app file to install, you can upload it using this farm.
You can replace an existing app via the Splunk CLI. # Learn more

File

Choose file Mo file chosen

Upgrade app. Checking this will overwrite the app if it already exists.

& Click Choose file and select miaccess_splunk_app.spl.
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4, Select Upgrade app. Check this will overwrite the app if it already exists.
If you do not have the miaccess-splunk app already installed, then deselect this box.
& Click Upload.
Once the upload completes, configure the data inputs.

6. Click Settings > Data inputs.

Figure 3. Settings > Data inputs

The miaccess_splunk_app entry is now listed in local Data inputs.

Figure 4. ivanti access in data inputs
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If you do not see the app listed in local Data inputs, then restart Splunk.

7. Click New in miaccess_splunk_app to configure the file.
The data input screen appears.
8. Enter the following details:
You must not modify the data inputs when the job is running. However, you can modify the data inputs when the job is not running.

- lvanti Access Splunk app Configuration: Enter any name for the input configuration.

- lvanti Access Read-only admin username and Ivanti Access Read-only admin password: Enter the Ivanti Access

username and password.
Use Ivanti Access read-only user.

- lvanti Access admin url: Enter the Ivanti Access admin URL such as https://access-nal.ivanti.com or https://access-

eul.ivanti.com.

- lvanti Access Read-only admin username: Enter the Ivanti Access username.

- lvanti Access Read-only admin password: Enter the password for Ivanti Access. The password is now masked.

- Splunk user role username: Enter the Splunk username with minimum user having edit_tcp role.
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- Splunk user role password: Enter the Splunk user role password.
- Splunk management port: Enter the management port such as 8089.
- Polling interval in hours: Enter the frequency in number of hours to pull data from Ivanti Access.

- Click Save.

You can now monitor the fetching of audit logs and access reports in splunkd.log file. Use the following indexes to search for the
reports after the Ivanti Access Reports are available in Splunk:

* index="miaccess_report_index"

* index="miaccess_audit_log_index"
. After importing the .spl file, if the app is not visible, then restart Splunk.

* When you configure Splunk for the first time, it pulls data for past 90 days which can take a few minutes.

Splunk dashboard

After adding and configuring the .spl file, the Ivanti Access application is available on the homepage. Click the application to view
the dashboards for the application.

Figure 5. Splunk dashboard
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The graphs are prepopulated for AuditLogs and Ivanti AccessReports. There is one graph for AuditLogs and four graphs for Ivanti
Access Reports.

Figure 6. Audit Logs
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24. Third-Party Attributes

Ivanti Access includes components developed by third parties. You can view the list here.
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25. About Zero Sign-on with Mobilelron Access

Zero Sign-on provides secure passwordless access to enterprise cloud resources.
The following provides additional information about Zero Sign-on with Mobilelron Access:

* Required components for Zero Sign-on

» Use cases for Zero Sign-on

» Considerations for Zero Sign-on

» Zero Sign-on authentication flow

Required components for Zero Sign-on

Deploying Zero Sign-on with Mobilelron Access requires that the following components are set up:

* Mobilelron Access deployment with a Mobilelron unified endpoint management (UEM) platform. The Mobilelron UEM platforms
are: Mobilelron Cloud, Mobilelron Core, or Mobilelron Connected Cloud.

An Access deployment includes the following:
o Mobilelron Tunnel configuration with Access enabled.
o Mobilelron Tunnel deployed to devices.
¢ i0S, Android, Windows 10, or macOS devices devices managed by Mobilelron UEM.

* Mobilelron UEM client. The Mobilelron UEM clients are: Mobilelron Go for Cloud or Mobile@Work for Core.

See the Mobilelron Access Release Notes for supported versions.

Use cases for Zero Sigh-on

Zero Sign-on allows users password less access to enterprise cloud services. The following describes the use cases that are

enabled when you configure Zero Sign-on:

» Password less access from managed devices: Users accessing an enterprise cloud service provider (SP) from a managed
device are automatically authenticated using certificate-based single sign-on. Users do not need to enter their username and

password.

» Password less access from unmanaged devices: Users accessing an enterprise cloud service provider (SP) from an
unmanaged device are presented with a QR code. Scanning the QR code with their managed device authenticates the user and
allows access from the unmanaged device. Users scan the QR code using the Mobilelron client and the native camera on the
managed device. Users do not need to enter their username and password. Users have the following additional options for

subsequent log in:

o Enable push notifications. A push notification is sent to the managed device on subsequent log in from the unmanaged
device if the "remember me" option is selected.
When a user tries to log in from the desktop browser, a push notification is sent to all the active devices. When the user
allows push notification on any one of the appropriate device, access is granted to the user. However, on all other devices,

the push notifications become invalid.

o Alternately, users can use the Mobilelron client on their managed device to generate a one-time passcode (OTP). OTP
allows users to access cloud services from the unmanaged device even when the Mobilelron client does not have access

to the Internet.
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Considerations for Zero Sigh-on

Consider the UEM and client support described in the following table:

Mobilelron UEM Mobilelron Client Feature supported

Mobilelron Cloud Mobilelron Go for iOS QR code, push notifications, OTP
Mobilelron Go for Android and Android enterprise QR code, push notifications, OTP

Mobilelron Core Mobile@Work for iOS QR code, push notifications, OTP
Mobile@Work for Android and Android enterprise QR code, push notifications, OTP

Zero Sign-on authentication flow

The following describes the authentication flow from an unmanaged device using Zero Sign-on.

Figure 1. Zero Sign-on authentication flow

Oim

1. User requests access to a cloud service from an unmanaged device, such as a desktop.

2 The cloud service redirects user to the configured identity provider (IdP)to authenticate. Since Access is the configured

IdP, the request is redirected to Access.
& Access generates and presents a QR code to the user.
4. The user scans the QR code with a Mobilelron managed mobile device to approve the login.

5 Access generates a new SAML response to redirect to the original SP. The original SP obtains the user identity from the

SAML response and presents the personalized screen to the user.
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26. Configuring Zero Sign-on

A Zero Sign-on setup requires an Access deployment with Mobilelron UEM, as well as additional configurations forZero Sign-on in
Access and in the Mobilelron UEM. A Zero Sign-on configuration enables passwordless access to cloud resources by using the user
identifying information in the Tunnel certificate for authentication.Zero Sign-on is part of a Mobilelron Access deployment.
Therefore, before configuring Zero Sign-on ensure that you have an Access deployment and that single sign-on is configured for

cloud service providers.
Before you begin

* Ensure that you have an Access deployment with Mobilelron UEM.
See Overview of configuration with Ivanti Neurons for MDM.
OR

See Overview of configuration with Ivanti EPMM

A Tunnel setup is part of deploying Access with Mobilelron UEM. Detailed steps and references for setting up Tunnel and

required certificates for Tunnel are included in the instructions for deploying Access with Mobilelron UEM.

» Ensure that mobile app single sign-on (SSO) is configured for the service provider (SP).

For a federated pair, see Configuring Mobile App Single Sign-on (SSO).

For delegated IdP, see Configuring Ivanti Access as the delegated IdP .

* Mobilelron recommends, where available, that managed app configurations are deployed in Mobilelron UEM for your cloud
service provider apps, such as for Salesforce, Concur, Box, or Outlook. For a seamless end-user experience, deploy a
managed app configuration to streamline the user and organization information input. For information about how to set up a

managed app configuration, see the following:

o For Mobilelron Core: See "iOS managed app configuration" or "App configuration for Android enterprise apps" in the
Ivanti EPMM Apps@Work Guide.

o For Mobilelron Cloud: See "Using iOS Managed App Configuration" or "Managed Configurations for Android" in the
Ivanti Neurons for MDM Administrator Guide.

Procedure: Overview of steps

1. Configure Zero Sign-on in Mobilelron Access.

See Configuring Zero Sign-on in lvanti Access.

1. Enable Zero Sign-on and configure the user identifying information to use for authentication.

See Step 1: Enabling Password-less Authentication on Mobilelron Go and Mobile@Work

2. Review or modify the registration settings used by clients to register users device with Access.

see Step 2: Review Registration Settings

3. Add a conditional rule in Access for enabling Zero Sign-on.
See Step 3: Adding a Zero Sign-on Rule in the Policies.

4. Configure your company branding. Users see the branding on the messages on the device from which they attempt to
access cloud services and on Mobilelron Go.

See Configuring branding for Zero Sign-on.

5. Publish the changes.
See Publishing the changes.

2. Configure Zero Sign-on in Mobilelron UEM.
See Configuring Zero Sign-on in lvanti Neurons for MDM.
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OR
See Configuring Zero Sign-on in lvanti EPMM

Related topics

* About Zero Sign-on with Mobilelron Access

* What users see for FIDO2

325/329 Created at Sep 09, 2026



ivanti

27. Configuring Zero Sign-on in lvanti Access

The following describes the configuration Ivanti Access for Zero Sign-on.
Before you begin

See Configuring Zero Sign-on.

1. Step 1: Enabling Password-less Authentication on Mobilelron Go and Mobile@Work

2. Step 2: Review Registration Settings

3. Step 3: Adding a Zero Sign-on Rule in the Policies

4. Setting the session timeout duration

5. Configuring branding for Zero Sign-on

6. Publishing the changes

Step 1: Enabling Password-less Authentication on Mobilelron Go and Mobile@Work
Before you begin
* Upload a sample Tunnel certificate in Profile > User Certificates. For more information about adding a certificate, see User
Certificates.
» Configure the user information for Zero Sign-on.

o To configure the user information, map the fields in the certificate from which Access gets user identifying information.
This is the identity certificate used for setting up Tunnel. Configuring the user information enables passwordless

authentication.
Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Enable Password-less Authentication on Mobilelron Go and Mobile@Work.

3. Click See Details to view the existing configuration details for the devices.
4. To enable more devices follow the steps i) and ii) as shown above.
1. Deploy SaaS Sign-On on managed mobile devices.

2. Sync UEM.
Next steps

Step 2: Review Registration Settings.

Step 2: Review Registration Settings

The Registration settings are used by clients such as Mobilelron Go to register user’s device with Access.
Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.
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2. Under Steps to deploy, expand Step 2: Review Registration Settings.
Verify the certificate mapping.

3. Click Edit to modify the registration.

4. Select the username mapping in the certificate appropriately and click Save. For more information, see Client Registration

Settings.
Next steps

Add a Step 3: Adding a Zero Sign-on Rule in the Policies.

Related topics

For information about MiTra expressions, see Language to generate values from certificate fields.

Step 3: Adding a Zero Sign-on Rule in the Policies

In the policy associated with the saml pair for which Zero Sign-on is required, add a Zero Sign-on Rule conditional rule. If the rule is
added, users accessing the cloud service from an unmanaged device see an interaction page. The interaction page contains a QR
code, which device users can scan from a managed device to authenticate to the cloud service. Alternately, the interaction page

also contains a link to authenticate with username and password.
Before you begin

* Ensure that mobile app single sign-on is configured for the federated pair or delegated IdP to which you want to assign the
Zero Sign-on Rule. If mobile app single sign-on is not configured, you will see errors when creating or assigning the Zero Sign-
on Rule.

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.

2. Under Steps to deploy, expand Add Zero Sign-On Rule in the Policies.

3. Verify that the rule is configured.

Else add a rule in Profile > Conditional Policies.
4. 1n Access, go to Profile > Conditional Access.

5. Expand Default Policy.
If you want Zero Sign-on only for some federated pairs or delegated IdP, create a new policy.
The Zero Sign-on rule can be added to any policy. Adding the Zero Sign-on rule to the default policy makes it available to all
pairs to which the default policy is applied. Add the Zero Sign-on rule to another policy if you want to apply the rule to only
some federated pairs or delegated IdP.

6. Click +Add Rule > Zero Sign-on Rule to add the conditional rule for Zero Sign-on.
7. Enter a name and description for the rule.
8. For Rule Action, select Allow.

9. Click Done to save the policy and rule.

3271329 Created at Sep 09, 2026



ivanti

The order of the conditional rules matters. When you create a Zero Sign-on Rule, Access automatically orders the rules such that
the Zero Sign-on Rule follows the Trusted App and Device rule. The order of rules, if they are configured, is as follows: Trusted App
and Device rule, Zero Sign-on Rule, Multi-Factor Authentication rule. However, the rules can be manually reordered. Ensure that the

order of the rules matches the order stated in this note.
Next steps

Configure branding. See Configuring branding for Zero Sign-on.

Setting the session timeout duration
Use the Zero Sign-on configuration, Profile >Zero Sign-on, to do the following:

» Set the session timeout duration after users authenticate using Zero Sign-on.
If device users select the Yes, this is my personal computer option in the QR interaction page when they attempt to log in to the
cloud service, they are not prompted to sign in for subsequent login attempts for the duration set in Profile > Zero Sign-on >
Zero Sign-on Settings and their user ID is remembered on the browser for 30 days. For login attempts after the session timeout
duration, a push notification is automatically sent to their managed device. Users have the option to either enter an OTP or scan
a QR code. At the end of 30 days, the user ID is no longer remembered in the browser, and users are once again prompted to
scan a QR code.

Procedure

1. In Mobilelron Access, go to Profile > Zero Sign-on.
2. Click Zero Sign-on Settings to update the number of hours, if needed, for Enable Signed In Session.

3. By default, the option is enabled and the number of hours is set at 12. The option sets the session timeout that is applied when

users select the Yes, this is my personal computer option in the Zero Sign-on interaction page.

4. Click Save Settings.

Configuring branding for Zero Sign-on

Customize the user experience for your enterprise users by uploading your company logo to Access. The user notification screen
as well as the interaction page with the QR code are customized to display your company logo.

Ensure that your company logo is no more than 260 pixels wide by 30 pixels high. Supported file types are: PNG, JPG, JPEG, and
SVG.

Procedure

1.In Access, go to Profile > Branding.

2. In the Company Logo section, drag and drop your company logo or click Choose to navigate to the location of the file and add.
Next steps

Publish the updates. See Publishing the changes.

Publishing the changes

Publish the changes to make the updates available. In the Access administrative portal, a publish banner appears in any of the

Profile tabs when there are configuration changes.

Procedure
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1. In the Access, go to Profile > Overview.
2. Click Publish.

3. Click OK.
Next steps
Configure Zero Sign-on in Mobilelron UEM. See,

* Configuring Zero Sign-on in Ivanti Neurons for MDM

OR

* Configuring Zero Sign-on in lvanti EPMM

Related topics

Publishing a profile
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